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HRE #10

You are employed at a multinational organization with offices around the world. You want to ensure that employees in each region
receive region-specific emails in a timely manner with minimal administrative burden. When new employees are hired in each region,
you want to automate the email distribution process so that staff changes are reflected quickly. What should you do?

e A Create a security group for each region, and apply the location label to allow employees to join based on their region.
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¢ B. Create a dynamic group for each region by setting the location as a condition.
¢ (. Create a Google Group for each region and add the respective employees to the appropriate group.
¢ D. Create a Google Group for each region and set permissions that allow employees to discover and join the groups.

IEf#: B
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To automate email distribution to employees based on their region with minimal administrative overhead and ensure that staff changes
are reflected quickly, the most efficient solution is to use dynamic groups in Google Workspace. You can create a dynamic group for
each region and set membership rules based on a user attribute, such as their location. When a new employee is added and their
location is correctly set in their user profile, they will automatically be added to the corresponding dynamic group.

Here's why option B is the best choice and why the others are less suitable for automation:

B. Create a dynamic group for each region by setting the location as a condition.

Dynamic groups automatically manage their membership based on criteria you define using user attributes in the Google Workspace
directory (e.g., department, location). By creating a dynamic group for each region and setting the condition to match the employees'
location as specified in their user profiles, new hires will be automatically added to the correct regional email distribution list when
their account is created with the appropriate location. Similarly, if an employee's location changes in their profile, their group
membership will be updated automatically. This minimizes manual admnistrative work and ensures timely updates to the emmail lists.
Associate Google Workspace Administrator topics guides or documents reference: The official Google Workspace Admin Help
documentation on "About dynamic groups" (or similar titles) explains the benefits and finctionality of dynamic groups. It highlights
their ability to automatically manage membership based on user attributes, reducing the need for manual additions and removals. The
documentation also details how to create dynamic groups and set up membership rules based on various user profile fields, including
location.

A . Create a Google Group for each region and add the respective employees to the appropriate group.

While standard Google Groups can be used for email distribution, they require manual addition and removal of members. This
approach does not automate the process when new employees are hired or when enmployees move between regions, leading to
administrative overhead and potential delays in updating the email fists.

Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on "Create a group” explains how to create and manage standard Google Groups. It emphasizes manual member
management unless used in conjunction with other tools or processes.

C . Create a Google Group for each region and set permissions that allow employees to discover and join the groups.

Allowing employees to discover and join groups can reduce some administrative burden, but it relies on employees to actively find
and join the correct regional group. This is not as reliable or immediate as automatic membership based on a defined attribute.
Additionally, it might lead to employees joining incorrect groups.

Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on "Choose who can join your group" outlines the different join settings for Google Groups. While self-joining can be
useful for certain types of groups, it doesn't guarantee that all relevant employees will join the correct regional distribution lists
automatically upon hiring,

D. Create a security group for each region, and apply the location label to allow employees to join based on their region.

Security groups in Google Workspace are primarily used for managing access to resources and services, not typically for email
distribution lists in the same way as Google Groups. While you can add security groups to email lists, the mechanism for employees
to join based on a "location label" isn't a standard automated feature of security groups. Dynamic groups are specifically designed for
automatic membership based on user attributes.

Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on "About security groups" explains their purpose in managing access and permissions. While they can contain users
based on attributes, the automatic, attribute-based membership management for email distribution is the core finctionality of dynamic
groups.

Therefore, the most effective and automated solution to ensure region-specific email distribution with minimal administrative burden is
to create a dynamic group for each region by setting the location as a condition. This ensures that new employees are automatically
added to the correct regional email list based on their user profile information.

HE#11

Your compliance team has observed that employees at your organization are frequently resetting their passwords and is concerned
about account hijacking. You need to create a solution to notify the compliance team whenever a user updates or resets their
password. What should you do?

¢ A. Move all compliance team members into a separate organizational unit (OU). Create and enforce a new password policy
for the members of this OU.

¢ B. Create a new alert by using user log events. Check that the challenge type is "Password", and add the compliance team as
email recipients.



¢ (. Create an activity rule that is triggered by the User's password changed event. Add compliance team members as email
recipients.
¢ D. Create and enforce a new password policy for all users in your organization.

IEf#: C

R -

Creating an activity rule that triggers on the "User's password changed" event allows you to automatically notify the compliance team
whenever a user updates or resets their password. This approach is efficient because it directly ties the event to the rule and sends
alerts without requiring manual monitoring or additional steps. By adding the compliance team as email recipients, you ensure they

are promptly notified of any changes.

H #12

Your organization has hired temporary employees to work on a sensitive internal project. You need to ensure that the sensitive
project data in Google Drive is limited to only internal domain sharing. You do not want to be overly restrictive. What should you
do?

A. Create a Drive DLP rule, and use the sensitive internal Project name as the detector.
B. Configure the Drive sharing options for the domain to internal only.

C. Turn off the Drive sharing setting from the Team dashboard.

D. Restrict the Drive sharing options for the domain to allowlisted domains.

Ef#: B

R :

By configuring the Drive sharing options for your domain to "internal only," you ensure that sensitive project data is restricted to your
organization's internal users. This prevents any external sharing while allowing your team members to collaborate freely within the
organization. It strikes the right balance between maintaining security and avoiding unnecessary restrictions on collaboration.

B #13

The human resources department notified you of a legal investigation that was started for an employee in the finance department.
You need to ensure that this employee's Google Drive data is preserved for at least one year and does not get deleted by the user or
by other means. The Google Vault default retention rules for Drive are set for five years. What should you do?

A. Change the Vault default retention rule to one year instead of five.

B. Confirm that the Vault default retention rule is set for five years.

C. Create a hold n Vault for the employee's Drive.

D. Place the employee into a separate organizational unit (OU). Create a custom one-year retention rule for this OU.

IEf#: C
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When there's a legal investigation, the priority is to ensure that relevant data is preserved and not deleted, regardless of retention
policies or user actions. A "hold" (also known as a litigation hold or legal hold) in Google Vauilt is specifically designed for this
purpose. It overrides all retention rules (both default and custom) and prevents any data covered by the hold from being purged,
even if a user attempts to delete 1.

Here's why the other options are not the correct or best solution:

A . Change the Vault default retention rule to one year instead of five. Changing the default retention rule would affect all Drive data
n your organization, not just this specific employee's. It's a broad change and not suitable for a targeted legal hold. Moreover, it
wouldn't guarantee preservation against user deletions.

B . Place the employee into a separate organizational unit (OU). Create a custom one-year retention rule for this OU. While creating
custom retention rules for OUs is possible, it's not the primary mechanism for a legal hold. Retention rules define when data can be
deleted, but a hold prevents deletion irrespective of the retention period. If the employee deletes the data, a retention rule won't stop
it from moving to trash (and eventually being purged) unless a hold is in place. Furthermore, a one-year retention rule isn't the goal;
the goal is to preserve for "at least one year" (meaning indefinitely until the hold is released). The default five-year rule is already
longer than one year, but doesn't override user deletion.

D . Confirm that the Vault default retention rule is set for five years. The question states that the default retention rule for Drive is
already set for five years. While this is good for general data retention, it does not prevent a user from deleting their own files from
Drive, nor does it specifically address the need for a legal hold where data must be absolutely preserved. A default retention rule



does not override user deletion or ensure data preservation for legal purposes.

Reference from Google Workspace Administrator:

Holds in Google Vault: This is the core concept. Holds prevent data fiom being purged from Google systems, regardless of retention
rules or user actions, until the hold is released. They are specifically used for legal discovery or investigation purposes.

Reference:

Retention rules in Google Vault: While relevant to data management, retention rules define when data can be deleted if no hold
applies. They do not prevent users from deleting data or ensure preservation for legal holds.

HMA #14

You work at a large organization that prohibits employees from using Google Sites. However, a task force comprised of three
people from five different departments has recently been formed to work on a project assigned by the Office of the CIO. You need
to allow the users in this task force to temporarily use Google Sites. You want to use the least disruptive and most efficient
approach. What should you do?

A. Place the 15 task force users into a new organizational unit (OU). Turn on Google Sites access for the OU.
B. Turn Google Sites access on for each of the 15 users in the task force.

C. Create an access group for the task force's 15 users. Grant Google Sites access to the group.

D. Create a configuration group for the task force's 15 users. Grant Google Sites access to the group.

EfE: A

AR :

Creating a new organizational unit (OU) for the task force members and turning on Google Sites access for that OU is the least
disruptive and most efficient approach. It allows you to target only the users in the task force, granting them temporary access to
Google Sites without impacting the rest of the organization. This solution also provides clear control over the access, which can be
easily modified when the task force's work is completed.
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