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IBM Instana Observability v1.0.277 Administrator - Professional Sample
Questions (Q34-Q39):

NEW QUESTION # 34
Which order of precedence applies if a user is a member of multiple groups and the level of access is not the same?

A. Limited access, No access, Access all
B. Access all, No access, Limited access
C. Access all, Limited access, No access
D. No access, Limited access, Access all

Answer: D

Explanation:

According to IBM Instana documentation, access rights for users belonging to multiple groups are resolved by applying the most
restrictive role. The documentation states: "[f'a user belongs to more than one group, the permissions are set according to the order:
No access > Limited access > Access all. If there's a conflict, 'No access' always takes precedence, followed by 'Limited access,'
then 'Access all."" This ensures that users do not gain unintended permissions due to overlapping group assignments and supports the
principle of least privilege. This behavior is critical for security compliance and consistent access control, especially in regulated
environments or where different teans have varying visibility requirements. By enforcing the strictest restriction, Instana reduces risk
from misconfigurations and accidental escalation of privilege, and helps satisfy audit trail and governance requirements in enterprise
use cases.

NEW QUESTION # 35
At which level can AWS agent polling intervals for CloudWatch API be configured?

A. Service

B. Account

C. Resource group
D. Region

Answer: D

Explanation:

AWS monitoring through Instana involves integration with the CloudWatch API to retrieve platform and service metrics. The official
IBM Instana Observability documentation affirns that polling intervals for CloudWatch can be set at the Region level. This means an
administrator configures how frequently Instana's agent queries CloudWatch within each specified region independently. This level of
granularity provides flexibility: for example, mission-critical regions may be monitored more frequently, while others are polled less
often to reduce API costs or remain within AWS rate limits. The documentation specifies: "Instana Agents for AWS can be
configured with a polling interval for CloudWatch that is set per Region to customize granularity and resource consumption.” Polling
cannot be set at the account, resource group, or individual service level in default configuration. Instana's region-based polling helps
balance data accuracy and overhead, especially in global or multi-region deployments. If needed, changes are applied through
YAML configuration or UI during AWS agent integration setup.

NEW QUESTION # 36
After creating a custom dashboard in Instana, what are the default permissions for it?

A. Only owner can see and edit it - can be shared to other users.

B. Only owner can see and edit it - cannot be shared to other users.
C. Allusers can view it but only editors can modify it.

D. All users can view and edit it.

Answer: A

Explanation:

The dashboard permissions model in Instana ensures secure, user-specific management of visual analytics content. IBM confirms:
"By default, dashboards created by a user are private and accessible only to their creator; they can be shared explicitly with other
users or teans for viewing or editing," This model supports controlled collaboration while maintaining ownership accountability. The
owner may later assign permissions within the UI, typically under the Dashboard Sharing and Permissions option, defining read or



write privileges per user or group. Default private scoping avoids accidental data exposure yet allows managed distribution in team
settings. Public dashboards may be intentionally created as shared artifacts, but sharing must always be a conscious user action.
These principles align with enterprise-grade security requirements described in the Permissions section of the dashboards
documentation and remain unchanged across Instana versions.

NEW QUESTION # 37
‘Which public cloud service can be monitored using Instana serverless agents?

A. AWS Kinesis

B. AWS Lambda

C. Azure Redis Cache
D. AWS SQS

Answer: B

Explanation:

IBM Instana supports direct monitoring of AWS Lambda via serverless-specific agents that bridge trace, metric, and log data
between Lambda executions and the Instana backend. The documentation specifies: "Instana's serverless agents enable tracing and
monitoring of AWS Lambda finctions-including cold start events, performance, and error metrics-correlating invocation traces with
upstream and downstream services." Lambda is the only public cloud-native serverless runtime natively and fully integrated with
Instana's instrumentation and tracing, Azure Redis Cache, AWS Kinesis, and AWS SQS are data stores or message services, not
supported for full serverless agent instrumentation (though they may be monitored via associated infrastructure and integration
sensors). Instana's Lambda agent is deployed as a Lambda layer or sidecar, delivering first-class observability for serverless
architectures.

NEW QUESTION # 38
Which information regarding Instana audit logs is shown under the Access log section?

A. User Login/Logout
B. API token creation
C. New event triggers
D. Adding a new user

Answer: A

Explanation:

Audit logging is a core component of security compliance within IBM Instana. The Access Logs, a section under Audit Logs, are
specifically designed to capture and display authentication-related events. IBM states: "Access logs in Instana record user login and
logout activity, including timestamps, user IDs, and source IP addresses." This capability supports auditing, regulatory needs, and
incident response by ensuring verifiable tracking of system access. Instana separates audit events into categories for clarity: user
actions, configuration edits, and security operations, with host-based access details residing in the 'Access Logs' view. This
delineation enables administrators to spot unauthorized or suspicious access attempts quickly. Additions of new users or API tokens
fall under distinct event categories ('User Management' and 'API Audit Logs") but not under the Access logs specifically. Through its
clear segregation of logs by purpose, Instana ensures that organizations maintain compliance with frameworks like ISO 27001, SOC
2, and internal IT governance policy, as access auditability provides both transparency and accountability across muilti-user
environments.
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