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capture does not show DHCPnak messages.
Where else could you look to determine if the pool is depleted?

A. AP logs
B. Switch logs
C. Spectrum analyzer
D. DHCP server logs

Answer: D

Explanation:
A very common problem for WLANs is DHCP pool depletion. This occurs because many wireless clients come-and-go from the
network quickly. If a client connects for only two or three minutes and the lease duration is set to multiple days (3-8 days is not
uncommon), the IP address will be lost for that entire time. To resolve such issues, create more pools and reduce the lease duration
to hours instead of days. Look for DHCP negative acknowledgement or server log errors to determine if the IP pool is depleted.

NEW QUESTION # 91 
During a successful FT over-the-DS roam, which 802.11 frames are transmitted between the client and the new AP?

A. Reassociation Request and Reassociation Response
B. 2 Authentication Frames, Reassociation Request, Reassociation Response, 802.1X/EAP exchange and 4-Way handshake
C. 2 Authentication Frames, Reassociation Request and Reassociation Response
D. 2 Authentication Frames, Reassociation Request, Reassociation Response and 4-Way Handshake

Answer: A

Explanation:
In a successful Fast BSS Transition (FT) over-the-DS roam, the client and new AP exchange only the Reassociation Request and
Reassociation Response frames. FT allows pre-authentication and key establishment with the new AP, eliminating the need for full
802.1X/EAP or 4-Way Handshake during the roam.

NEW QUESTION # 92 
In what scenario is Open Authentication without encryption not allowed based on the 802.11 standard?

A. When operating a BSS in FIPS mode
B. When operating a BSS in the 6 GHz band
C. When operating a BS5 in the CBRS band
D. When operating a BSS in a government facility

Answer: B

Explanation:
Open Authentication without encryption is not allowed when operating a BSS in the 6 GHz band, according to the 802.11 standard.
Open Authentication is a type of authentication method that does not require any credentials or security information from a STA
(station) to join a BSS (Basic Service Set). Open Authentication can be used with or without encryption, depending on the
configuration of the BSS and the STA. Encryption is a technique that scrambles the data frames using an algorithm and a key to
prevent unauthorized access or eavesdropping. However, in the 6 GHz band, which is a newly available frequency band for
WLANs, Open Authentication without encryption is prohibited by the 802.11 standard, as it poses security and interference risks
for other users and services in the band. The 6 GHz band requires all WLANs to use WPA3-Personal or WPA3-Enterprise
encryption methods, which are more secure and robust than previous encryption methods such as WPA2 or WEP. The other
options are not correct, as they do not describe scenarios where Open Authentication without encryption is not allowed by the
802.11 standard.
When operating a BSS in the CBRS band, which is another newly available frequency band for WLANs, Open Authentication
without encryption is allowed, but not recommended, as it also poses security and interference risks for other users and services in
the band. When operating a BSS in FIPS mode, which is a mode that complies with the Federal Information Processing Standards
for cryptographic security, Open Authentication without encryption is allowed, but not compliant, as it does not meet the FIPS
requirements for encryption algorithms and keys. When operating a BSS in a government facility, Open Authentication without
encryption is allowed, but not advisable, as it may violate the government policies or regulations for wireless security. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 8: Security Analysis, page 220-221



NEW QUESTION # 93 
During a VHT Transmit Beamforming sounding exchange, the beamformee transmits a Compressed Beamforming frame to the
beamformer. What is communicated within this Compressed Beamforming frame?

A. Steering Matrix
B. Feedback Matrix
C. Beamforming Matrix
D. Beamformee Matrix

Answer: B

Explanation:
During a VHT transmit beamforming sounding exchange, the beamformee measures the channel from the beamformer and reports
channel state information back in a Compressed Beamforming frame. This frame contains compressed feedback that represents the
channel characteristics, enabling the beamformer to calculate the appropriate steering matrix for optimized transmission.

NEW QUESTION # 94 
When a client station operating under EDCA sends an RTS frame and NAV protection is desired for only the first or sole frame in
the TXOP, the duration field will contain an amount of time, measured in microseconds, equal to which of the following?

A. The entire duration of the TXOP
B. 1 RTS, 1 ACK, 1 DATA, 2 SIFS, 1 DIFS
C. 1 CTS, 2 ACK, 1 DATA, 2 SIFS
D. 1 RTS, 1 CTS, 2 ACK , 1 DATA, 4 SIFS
E. 1 CTS, 1 ACK, 1 DATA, 3 SIFS
F. 1 RTS, 2 ACK, 1 DATA, 4 SIFS

Answer: E
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