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marktfrischer Qualität und Zuverlässigkeit bekommen.

Fortinet FCSS_SASE_AD-25 Prüfungsplan:

Thema Einzelheiten

Thema 1

Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use
FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The
focus is on leveraging analytics for operational visibility and strengthening the organization’s security
posture.

Thema 2

Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systems.

Thema 3

SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

Thema 4

SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the fundamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.
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Fortinet FCSS - FortiSASE 25 Administrator FCSS_SASE_AD-25
Prüfungsfragen mit Lösungen (Q30-Q35):
30. Frage 
An organization must block user attempts to log in to non-company resources while using Microsoft Office
365 to prevent users from accessing unapproved cloud resources.
Which FortiSASE feature can you implement to meet this requirement?

A. application control with inline-CASB
B. web filter with inline-CASB
C. data loss prevention (DLP) with Microsoft Purview Information Protection (MPIP)
D. DNS filter with domain filter
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Antwort: A

Begründung:
Application control with inline-CASB allows FortiSASE to inspect and control application behavior at a granular level. This enables
the organization to block login attempts to personal or non-corporate Microsoft Office 365 accounts, ensuring that only approved
cloud resources are accessed.

31. Frage 
Refer to the exhibit.
In the user connection monitor, the FortiSASE administrator notices the user name is showing random characters. Which
configuration change must the administrator make to get proper user information?

A. Add more endpoint licenses on FortiSASE.
B. Change the deployment type from SWG to VPN.
C. Turn off log anonymization on FortiSASE.
D. Configure the username using FortiSASE naming convention.

Antwort: C

Begründung:
In the user connection monitor, the random characters shown for the username indicate that log anonymization is enabled. Log
anonymization is a feature that hides the actual user information in the logs for privacy and security reasons. To display proper user
information, you need to disable log anonymization.
Log Anonymization:
When log anonymization is turned on, the actual usernames are replaced with random characters to protect user privacy.
This feature can be beneficial in certain environments but can cause issues when detailed user monitoring is required.
Disabling Log Anonymization:
Navigate to the FortiSASE settings.
Locate the log settings section.
Disable the log anonymization feature to ensure that actual usernames are displayed in the logs and user connection monitors.
FortiSASE 23.2 Documentation: Provides detailed steps on enabling and disabling log anonymization.
Fortinet Knowledge Base: Explains the impact of log anonymization on user monitoring and logging.

32. Frage 
Which of the following describes the FortiSASE inline-CASB component?

A. It is placed directly in the traffic path between the endpoint and cloud applications.
B. It uses API to connect to the cloud applications.
C. It provides visibility for unmanaged locations and devices.
D. It detects data at rest.

Antwort: A

Begründung:
The FortiSASE inline-CASB (Cloud Access Security Broker) component is designed to provide real-time security and visibility by
being placed directly in the traffic path between the endpoint and cloud applications . Inline-CASB inspects traffic as it flows to and
from cloud applications, enabling enforcement of security policies, detection of threats, and prevention of unauthorized access. This
approach ensures that all interactions with cloud applications are monitored and controlled in real time.
Here's why the other options are incorrect:
A . It provides visibility for unmanaged locations and devices: While inline-CASB enhances visibility, its primary function is to inspect
and secure traffic in real time. Visibility for unmanaged locations and devices is typically achieved through other components like
endpoint agents or API-based CASB.
C . It uses API to connect to the cloud applications: API-based CASB is a different approach that relies on APIs provided by cloud
applications to monitor and manage data. Inline-CASB operates directly in the traffic flow rather than using APIs.
D . It detects data at rest: Detecting data at rest is typically handled by Data Loss Prevention (DLP) tools or API-based CASB
solutions. Inline-CASB focuses on inspecting traffic in motion, not data stored in cloud applications.
Fortinet FCSS FortiSASE Documentation - Inline-CASB Overview
FortiSASE Administration Guide - Cloud Application Security



33. Frage 
Which secure internet access (SIA) use case minimizes individual endpoint configuration?

A. SIA using ZTNA
B. SIA for SSL VPN remote users
C. Agentless remote user internet access
D. Site-based remote user internet access

Antwort: C

Begründung:
The agentless remote user internet access use case is designed to minimize individual endpoint configuration. In this scenario,
FortiSASE provides secure internet access without requiring the installation of an agent on the endpoint device. This approach is
particularly useful for environments with unmanaged devices or temporary users, as it eliminates the need for complex configurations
on each endpoint. Instead, security policies are enforced at the network level, ensuring consistent protection without relying on
endpoint-specific software.
Here's why the other options are incorrect:
A . Site-based remote user internet access: This use case involves securing internet access for users at a specific site or location,
typically through a gateway or firewall. While it simplifies configuration for all users at that site, it does not specifically minimize
individual endpoint configuration for remote users.
C . SIA for SSL VPN remote users: SSL VPN requires users to connect to the corporate network via a client or browser-based
interface. This approach often involves additional configuration on the endpoint, such as installing and configuring the SSL VPN
client.
Fortinet FCSS FortiSASE Documentation - Secure Internet Access (SIA) Use Cases FortiSASE Administration Guide - Agentless
Remote User Access D). SIA using ZTNA: Zero Trust Network Access (ZTNA) focuses on verifying the identity and posture of
devices before granting access to resources. While ZTNA enhances security, it may require endpoint agents or posture checks,
which involve some level of endpoint configuration.

34. Frage 
Which two advantages does FortiSASE bring to businesses with microbranch offices that have FortiAP deployed for unmanaged
devices? (Choose two.)

A. It eliminates the requirement for an on-premises firewall.
B. It uses zero trust network access (ZTNA) tags to perform device compliance checks.
C. It secures internet access both on and off the network.
D. It simplifies management and provisioning.

Antwort: A,C

35. Frage
......
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