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Fortinet NSE4 FGT_AD-7.6 Exam Syllabus Topics:

Topic Details
¢ Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
Topic 1 and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate

cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.

¢ Content Inspection: This domain addresses nspecting encrypted traffic using certificates, understanding
spection modes and web filtering, configuring application control, deploying antivirus scanning modes,

Topic 2
ope and implementing IPS for threat protection.

e VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
Topic 3 secure connections.
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¢ Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
Topic 4 and DNAT for address translation, implementing various authentication methods, and deploying FSSO for
user identification.
¢ Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
Topic 5 load balance traffic across multiple WAN links.
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the atmosphere of the formal test easily.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q59-Q64):

NEW QUESTION # 59
FortiGate is operating in NAT mode and has two physical interfaces connected to the LAN and DMZ networks respectively.
Which two statements about the requirements of connected physical interfaces on FortiGate are true? (Choose two.)

A. Both interfaces must have directly connected routes on the routing table.

B. Both interfaces must have DHCP enabled and mterfaces set to LAN and DMZ roles assigned.
C. Both interfaces must have IP addresses assigned.

D. Both interfaces must have the interface role assigned.

Answer: A,C

Explanation:
Interfaces must have directly connected routes in the routing table to forward traffic correctly.
Interfaces must have IP addresses assigned to communicate within their respective networks.

NEW QUESTION # 60
Refer to the exhibits. The exhibits show a diagram of a FortiGate device connected to the network, and the firewall configuration.
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Firewall policies
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& Deny IP 8 an @ DENY
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An administrator created a Deny policy with default settings to deny Webserver access for Remote-User?2.

The policy should work such that Remote-User] must be able to access the Webserver while preventing Remote-User2 from
accessing the Webserver.

Which additional configuration can the administrator add to a deny firewall policy, beyond the default behavior, to block Remote-
User2 from accessing the Webserver?

A. Set the Destination address as Webserver in the Deny policy.

B. Configure a One-to-One IP Pool object in a new policy.

C. Disable match-vip in the Allow_access policy

D. Set the Destination address as Deny IP in the Allow_access policy.

Answer: A

Explanation:



To block Remote-User2's access to the Webserver, the deny policy must explicitly specify the Webserver as the destination
address; otherwise, it denies traffic to all destinations, which is not the desired behavior.

NEW QUESTION # 61
Refer to the exhibit.
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An SD-WAN zone configuration on the FortiGate GUI is shown. Based on the exhibit, which statement is true?

e A. The Underlay zone is the zone by default.

e B. The virtual-wan-link and overlay zones can be deleted
¢ (. The Underlay zone contains no member.

e D. port2 and port3 are not assigned to a zone.

Answer: C

Explanation:

According to the FortiOS 7.6 Administrator Guide and the specific behavior of the SD-WAN GUI, here is the technical
breakdown:

SD-WAN Zone Hierarchy and Ul Elements: In the FortiGate GUI, SD-WAN zones that contain member interfaces are displayed
with a plus (+) icon next to the checkbox. This icon allows administrators to expand the zone and view the specific physical or
logical interfaces assigned to it.

Analysis of the "Underlay" Zone: In the provided exhibit, the virtual-wan-link and overlay zones both feature the plus (+) expansion
icon, indicating they have active members. The Underlay zone, however, lacks this icon and displays a red status icon. This is the
visual indicator in FortiOS that the zone is currently empty and contains no member interfaces.

Mandatory Zone Membership: In FortiOS 7.x, every SD-WAN member interface must be assigned to a zone. It is not possible for
an interface to be an "SD-WAN member" (as shown in the legend with port2 and port3) without being assigned to a zone. Since



port2 and port3 are listed in the legend, they are indeed assigned to one of the other expanded zones (likely virtual-wan-link or
overlay), making Option D incorrect.

Default Zone Behavior: While FortiOS 7.6 often creates default zones like virtual-wan-link, underlay, and overlay during certain
configuration wizards or by default in newer versions, they are distinct entities. There is no single "default" zone that acts as a global
catch-all in the way Option C suggests.

Immutability of System Zones: While certain system+defined zones have restrictions, the primary focus of this specific exhibit is the
current membership state, which clearly shows the Underlay zone is empty.

NEW QUESTION # 62
Refer to the exhibit. Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode?
(Choose two.)

config system global

set av-failopen gnelshot
aend
config ips glop@l

set fald&s®pen enable
end

F=:HTINIET.

A. FortiGate skips quarantine actions.

B. Admmistrators nwst restart FortiGate to allow new session.
C. Admnistrators cannot change the configuration.

D. FortiGate drops new sessions requiring inspection.

Answer: A,D

Explanation:

In fail-open mode, FortiGate skips quarantine actions to maintain traffic flow despite IPS or antivirus failures.

FortiGate drops new sessions that require inspection when in conserve mode and fail-open is enabled, to protect the network from
potentially harmful traffic.

NEW QUESTION # 63

You have created a web filter profile named restrictmedia-profile with a daily category usage quota.

‘When you are adding the profile to the firewall policy, the restrict media-profile is not listed in the available web profile drop down.
What could be the reason?

A. The naming convention used in the web filter profile is restricting it in the firewall policy.

B. The firewall policy is in no-inspection mode instead of deep-mnspection.

C. The inspection mode in the firewall policy is not matching with web filter profile feature set.
D. The web filter profile is already referenced in another firewall policy.

Answer: C

Explanation:

In FortiOS 7.6, web filter profiles are inspection-mode dependent. Certain advanced web filtering features- such as daily category
usage quota-are only supported when the firewall policy is operating in proxy-based inspection mode.

Why the profile is not visible

The profile restrictmedia-profile includes a daily category usage quota.

Daily quotas are a proxy-based web filtering feature.

Ifthe firewall policy is configured with:

Inspection mode: Flow-based

Then FortiGate will not display proxy-only web filter profiles in the Web Filter drop-down list.

FortiGate automatically filters the available profiles based on feature compatibility with the policy's inspection mode.

This behavior is explicitly documented in the FortiOS 7.6 Web Filtering and Inspection Mode Compatibility sections.

Why the other options are incorrect

A). Already referenced in another firewall policyWeb filter profiles can be reused across muiltiple policies.

This does not hide them.

B). Firewall policy is in no-inspection mode instead of deep-inspectionSSL inspection depth affects HTTPS visibility, not whether a



web filter profile appears in the drop-down list.
C). Naming convention restrictionFortiOS does not restrict profile selection based on naming conventions.

NEW QUESTION # 64
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