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Juniper Mist AI Wireless, Specialist (JNCIS-MistAI-Wireless) Sample
Questions (Q115-Q120):
NEW QUESTION # 115 
What is the AP's role in the IEEE 802.1X authentication process?

A. It acts as a supplicant.
B. It acts as an authentication server.
C. It acts as an authenticator.
D. It acts as a RADIUS proxy server.

Answer: C

Explanation:
In the IEEE 802.1X authentication process, the AP acts as an authenticator.
According to the Lecture 5 - Security - Part 1 document, the AP's role in the IEEE 802.1X authentication process is to act as an
authenticator. This means that the AP acts as a gatekeeper between the client device (supplicant) and the RADIUS server
(authentication server). The AP forwards authentication messages between the supplicant and the server and grants or denies
network access based on the server's response.
References:
http://faculty.georgebrown.ca/~jolenewa/courses/comp3049-intermediate-wirel/lecture-5-security.pdf

NEW QUESTION # 116 
Click the Exhibit button.
Referring to the exhibit, what would a guest user be able to do?

A. Use only the Intranet.
B. Use Gmail and Slack.
C. Use the Internet, except for Gmail and Slack.
D. Use the HP Printer and Internet.

Answer: C

NEW QUESTION # 117 
A large enterprise is deploying a campus-wide wireless network using Mist. They need to provide a secure corporate network for
employees and a completely separate, tunneled network for guest traffic that terminates in a DMZ. They also need to provide a
dedicated, tunneled network for IoT devices. All of these services must be available from a single set of APs. Which Mist
components and policies are required to create this multi-service, segmented network? (Select all that apply.)

A. Two Mist Tunnel objects: one pointing to the data center cluster and one pointing to the DMZ cluster.
B. A configuration where the 'Corporate' and 'IoT' WLANs are mapped to the data center tunnel, and the 'Guest' WLAN is
mapped to the DMZ tunnel.
C. A single WLAN template applied to the site containing three distinct SSIDs: 'Corporate', 'Guest', and 'IoT'.
D. A WxLAN policy to block traffic between the Corporate, Guest, and IoT VLANs.
E. A Juniper Mist Edge cluster in the corporate data center and another in the DMZ.
F. A separate physical AP for each network type (Corporate, Guest, IoT).

Answer: A,B,C,E

NEW QUESTION # 118 
When would you choose to deploy a Juniper Mist Edge cluster instead of a single Mist Edge instance?

A. When you want to use the Wi-Fi location service.
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B. When high availability and redundancy for tunneled traffic are critical.
C. When you only have a few APs at the site.
D. When you need to support more than 10,000 clients.

Answer: B

NEW QUESTION # 119 
A malicious user tricks users by broadcasting the same SSID that matches the legitimate AP in your corporate network. How does
Juniper Mist classify this type of AP?

A. rogue AP
B. honeypot AP
C. neighbor AP
D. mesh AP

Answer: B

Explanation:
In the context of Juniper Mist WxLAN Security and Rogue AP detection, Mist AI categorizes surrounding access points into
specific buckets based on their behavior and their connection to the local network infrastructure. Understanding the distinction
between a Rogue AP and a Honeypot AP is essential for proper security posture.
A Honeypot AP (C) is specifically defined as an unauthorized access point that is broadcasting one of your organization's protected
SSIDs (or a very similar one) but is not physically connected to your wired network.
This is a classic "Evil Twin" attack where a malicious actor attempts to trick corporate users into connecting to a fake signal.
Because the clients' devices are often programmed to auto-associate with known SSIDs, they may unknowingly connect to the
Honeypot AP, allowing the attacker to intercept traffic, perform man-in-the- middle attacks, or harvest credentials. Mist APs use
their dedicated scanning radio (found in the AP43, AP45, and similar models) to constantly monitor the airwaves for these spoofed
SSIDs.
In contrast, a Rogue AP (D) is an unauthorized AP that is physically connected to your corporate wired network (LAN). Mist
identifies these by correlating the MAC addresses seen on the air with those seen on the wired switch ports. A Neighbor AP (B) is
simply an AP from a nearby business that is broadcasting its own unique SSID and is not connected to your network; these are
ignored by security alerts.
By classifying the threat as a Honeypot, Mist AI informs the administrator that the threat is external to the wired infrastructure but
poses a direct risk to client data. Mist can even be configured to take automated action, such as sending de-authentication frames to
prevent clients from successfully staying connected to the malicious Honeypot AP.

NEW QUESTION # 120
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