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A 27
Designing Integration Solutions to Meet Persistence Requirements: It addresses the usage of VM queues
FH 1 and connectors, object stores and services, and stateful components configured with object stores.
Designing Automated Tests for Mule Applications: This topic covers unit test suites, and scenarios for
FH 2 integration and performance testing,
Applying DevOps Practices and Operating Integration Solutions: Its sub-topics are related to designing CI
=x 3 CD pipelines with MuleSoft plugins, automating interactions with Anypoint Platform, designing logging
configurations, and identifying Anypoint Monitoring features.
Designing Architecture Using Integration Paradigms: This topic focuses on creating high-level integration
=X 4 architectures using various paradigns. It includes API-led connectivity, web APIs and HTTP, event-driven
APIs, and message brokers, and designing Mule application using messaging patterns and technologies.
Designing and Developing Mule Applications: It includes selecting application properties, using fundamental
=X 5 features, designing with core routers, understanding the Salesforce Connector, and leveraging core
connectors.
Designing Integration Solutions to Meet Performance Requirements: This topic covers meeting
FHM o6 performance and capacity goals, using streaming features, and processing large message sequences.
Designing for the Runtime Plane Technology Architecture: It includes analyzing Mule runtime clusters,
=x 7 designing solutions for CloudHub, choosing Mule runtime domains, leveraging Mule 4 class loader

isolation, and understanding the reactive event processing model
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¢ Designing Integration Solutions to Meet Security Requirements: This topic emphasizes securing access to
the Anypoint Platform and APIs, using Anypoint Security, counteracting security vulnerabilities, and

A 8 . o "
understanding audit logging capabilities.

¢ Initiating Integration Solutions on Anypoint Platform: Summarizing MuleSoft Catalyst and Catalyst
=x 9 Knowledge Hub, differentiating between functional and non-functional requirerments, selecting features for
designing and managing APIs, and choosing deployment options are its sub-topics.
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EAE #200

A stock broking company makes use of CloudHub VPC to deploy Mule applications. Mule application needs to connect to a
database application in the customers on-premises corporate data center and also to a Kafka cluster running n AWS VPC.
How is access enabled for the API to connect to the database application and Kafka cluster securely?

A. Setup VPC peering with AWS VPC and the custommers devices corporate data center

B. Set up a transit gateway to the customers on-premises corporate datacenter to AWS VPC

C. Setup AnyPoint VPN to the customer's on-premise corporate datacenter and VPC peering with AWS VPC

D. Setup VPC peering with the customers onto my service corporate data center and Anypoint VPN to AWS VPC

¥e: C

Y.

* Requirement Analysis: The Mule application needs secure access to both an on-premises database and a Kafka cluster in AWS
VPC.

* Solution: Setting up Anypoint VPN for the on-premises corporate data center and VPC peering with AWS VPC ensures secure
and seamless connectivity.

* Tmplementation Steps:

* Anypoint VPN Setup:

* In the Anypoint Platform, navigate to the VPN configuration.

* Create a new VPN connection between the CloudHub VPC and the on-premises corporate data center.

* Configure the necessary VPN parameters such as [P address, shared secret, and routing information.

* Establish the VPN tunnel and verify connectivity.

* VPC Peering Setup:

* In the AWS Management Console, navigate to the VPC dashboard.

* Create a VPC peering connection between the AWS VPC (where Kafka is hosted) and the CloudHub VPC.

* Configure the necessary route tables to allow traffic between the peered VPCs.

* Verify the peering connection and ensure that the routing is correctly set up to allow commumnication between the Mule application
and the Kafka cluster.

* Testing: Conduct thorough testing to ensure the Mule application can securely connect to both the on-premises database and the
Kafka cluster in AWS.

* Advantages:

* Security: Ensures secure communication channels between CloudHub VPC, on-premises data center, and AWS VPC.

* Reliability: Provides a robust and reliable network setup for accessing critical infrastructure components.
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* MuleSoft Documentation on Anypoint VPN
* AWS Documentation on VPC Peering

AE #201

A Mule application name Pub uses a persistence object store. The Pub Mule application is deployed to Cloudhub and it configured
to use Object Store v2.

Another Mule application name sub is being developed to retrieve values from the Pub Mule application persistence object Store
and will also be deployed to cloudhub.

What is the most direct way for the Sub Mule application to retrieve values from the Pub Mule application persistence object store
with the least latency?

A. Use an object store connector configured to access the Pub Mule application persistence object store

B. Use an Anypoint MQ connector configured to directly access the Pub Mule application persistence object store

C. Use a VM connector configured to directly access the persistence queue of the Pub Mule application persistence object
store.

D. Use the Object store v2 REST API configured to access the Pub Mule application persistence object store.

HE: D

dE:

* The Object Store V2 API enables API access to Anypoint Platform Object Store v2.

* You can configure a Mule app to use the Object Store REST API to store and retrieve values from an object store in another
Mule app. However, Object Store v2 is not designed for app-to-app comnunication. To share data between two Mule4 apps, use
a queue in Anypoint MQ.

* The Object Store v2 APIs enable you to use REST to perform the following:

- Retrieve a list of object stores and keys associated with an application.

- Store and retrieve key-value pairs in an object store.

- Delete key-value pairs from an object store.

- Retrieve Object Store usage statistics for your organization.

- Object Store provides these APIs:

Object Store API

Object Store Stats API

Reference:

Additional Info:

When to use Object Store and when to use VM
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Why would an Enterprise Architect use a single enterprise-wide canonical data model (CDM) when designing an integration solution
using Anypoint Platform?

e A To automate Al-enabled API implementation generation based on normalized backend databases from separate vendors

¢ B. To leverage a data abstraction layer that shields existing Mule applications from nonbackward compatible changes to the
model's data structure

¢ C. To reduce dependencies when integrating multiple systens that use different data formats

¢ D. To remove the need to perform data transformation when processing message payloads in Mule applications

¥e: C

EE #203

As a part of project requirement, Java Invoke static connector in a mule 4 application needs to invoke a static method ina
dependency jar file. What are two ways to add the dependency to be visible by the connectors class loader?

(Choose two answers)

A. Configure the dependency as a shared library in the project POM

B. Update mule-artefact.json to export the Java package

C. In the Java Invoke static connector configuration, configure a path and name of the dependency jar file
D. Add the dependency jar file to the java classpath by setting the JVM parameters

E. Use Maven command to include the dependency jar file when packaging the application

: AD

(1]
m

AE #204
What is a key difference between synchronous and asynchronous logging from Mule applications?

¢ A. Synchronous logging writes log messages in a single logging thread but does not block the Mule event being processed by
the next event processor
¢ B. Synchronous logging within an ongoing transaction writes log messages in the same thread that processes the current Mule



event

¢ C. Asynchronous logging produces more reliable audit trails with more accurate timestamps

¢ D. Asynchronous logging can improve Mule event processing throughput while also reducing the processing time for each
Mule event

HE: D

Y.

Types of logging:

A) Synchronous: The execution of thread that is processing messages is interrupted to wait for the log message to be fully handled
before it can continue.

# The execution of the thread that is processing your message is interrupted to wait for the log message to be fully output before it
can continue

# Performance degrades because of synchronous logging

# Used when the log is used as an audit trail or when logging ERROR/CRITICAL messages

# If the logger fails to write to disk, the exception would raise on the same thread that's currently processing the Mule event. If
logging is critical for you, then you can rollback the transaction.

B) Asynchronous:

# The logging operation occurs in a separate thread, so the actual processing of your message won't be delayed to watit for the
logging to complete

# Substantial improvement i throughput and latency of message processing

# Mule runtime engine (Mule) 4 uses Logdj 2 asynchronous logging by default

# The disadvantage of asynchronous logging is error handling,

# If the logger fails to write to disk, the thread doing the processing won't be aware of any issues writing to the disk, so you won't be
able to rollback anything. Because the actual writing of the log gets differed, there's a chance that log messages might never make it
to disk and get lost, if Mule were to crash before the buffers are flushed.

So Correct
answer is: Asynchronous logging can improve Mule event processing throughput while also reducing the processing time for each
Mule event

EE #205
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