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Cisco 100-160 Exam Syllabus Topics:

Topic Details

Topic 1
Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

Topic 2
Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

Topic 3
Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPNs, and intrusion detection
prevention systems, providing insight into how threats are mitigated within network environments.

Topic 4

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systems.
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Topic 5
Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q336-Q341):
NEW QUESTION # 336 
Which of the following log file entries would most likely indicate a successful brute-force attack on an authentication system?

A. "Failed login attempt from user 'bob' at 11:23:45 due to incorrect password."
B. "Password reset request from user 'jane' received and processed."
C. "Successful login attempt from user 'admin' at 10:15:32."
D. "Multiple failed login attempts from IP address 192.168.1.100 within a short time."

Answer: D

Explanation:
A brute-force attack involves continuously and systematically attempting various combinations of passwords until the correct one is
found. Thus, multiple failed login attempts from a specific IP address within a short time frame is a strong indication of a brute-force
attack. This log entry suggests that an attacker is repeatedly attempting to gain unauthorized access to the system by systematically
cycling through different passwords.

NEW QUESTION # 337 
Which of the following helps to ensure the confidentiality of data in computer operations?

A. Data integrity controls
B. Access control lists (ACLs)
C. Antivirus software
D. Intrusion Detection System (IDS)

Answer: B

Explanation:
Access control lists (ACLs) are a security mechanism used in computer operations to enforce and manage access permissions for
users and resources. ACLs enable organizations to control who can access specific data or resources, helping to ensure the
confidentiality of sensitive information.

NEW QUESTION # 338 
Which of the following is a benefit of utilizing automated threat intelligence within a cybersecurity system?

A. All of the above
B. Reduced false positives
C. Increased vulnerability detection
D. Improved incident response time

Answer: A

Explanation:
Automated threat intelligence systems gather and analyze vast amounts of data to identify potential threats and vulnerabilities. By
utilizing these systems, organizations can benefit from reduced false positives, increased vulnerability detection, and improved
incident response time. This comprehensive approach enhances the overall effectiveness of a cybersecurity system.

NEW QUESTION # 339 
Which of the following is a common security threat that targets web applications?



A. Man-in-the-middle attack
B. SQL injection
C. Distributed Denial of Service (DDoS)
D. DNS poisoning

Answer: B

Explanation:
Option 1: Correct: SQL injection is a common security threat that targets web applications. It involves inserting malicious SQL code
into input fields to manipulate the application's database and gain unauthorized access or retrieve sensitive information.
Option 2: Incorrect: DNS poisoning is not a common security threat that targets web applications. It involves corrupting the DNS
cache and redirecting users to malicious websites.
Option 3: Incorrect: Man-in-the-middle attack is not a common security threat that specifically targets web applications. It involves
intercepting communication between two parties and can affect various types of network communication.
Option 4: Incorrect: Distributed Denial of Service (DDoS) is not a common security threat that targets web applications specifically.
It involves overwhelming a target system with a flood of traffic from multiple sources, rendering it inaccessible.

NEW QUESTION # 340 
What is the main motivation for attackers to conduct cyber attacks?

A. Curiosity
B. Revenge
C. Knowledge
D. Financial gain

Answer: D

Explanation:
The primary motivation for many cyber attackers is financial gain. By conducting cyber attacks, attackers may aim to steal sensitive
information, such as credit card details or personal data, which they can then use or sell for financial profit.

NEW QUESTION # 341
......
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