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CheckPoint Check Point Certified Automation Specialist - R81.20 (CCAS)
Sample Questions (Q210-Q215):
NEW QUESTION # 210 
What is the role of UID in Management API commands?

A. Acts as firewall rule ID
B. Encrypts traffic
C. Defines object permissions
D. Uniquely identifies objects

Answer: D

Explanation:
Each object in Check Point's management database has a UID (unique identifier), which is essential for operations like modifying or
deleting objects when the name is ambiguous or duplicated.
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NEW QUESTION # 211 
What security measure helps protect the Management API from abuse?

A. IP whitelisting
B. User password complexity
C. License enforcement
D. Automatic password rotation

Answer: A

Explanation:
Check Point uses IP whitelisting via the apiclient.conf file or SmartConsole to restrict which systems can access the API. This
ensures that only trusted sources can initiate API calls.

NEW QUESTION # 212 
Which command is used to add a new host object using mgmt_cli?

A. create host
B. new host
C. add host
D. set host

Answer: C

Explanation:
The add host command is used with mgmt_cli to define a new host object. Required parameters typically include the object's name
and IP address, among other optional fields.

NEW QUESTION # 213 
Which Gaia operating system setting can be managed via the Gaia API? (Choose two)

A. Rule base editing
B. Antivirus blade activation
C. NTP server configuration
D. Static routing

Answer: C,D

Explanation:
The Gaia API is focused on system-level configuration such as NTP, routing, DNS, SNMP, and backups. Rule base or blade
management is handled by the Management API, not Gaia API.

NEW QUESTION # 214 
You executed a command via Gaia API to change the NTP server.
What must be done next for the change to take effect?

A. Logout and re-login
B. Run a publish command
C. Restart the API server
D. Nothing, change is applied immediately

Answer: D

Explanation:
Unlike the Management API, most Gaia API changes (such as NTP, hostname, or DNS) are applied immediately and do not
require a publish step. They persist automatically upon execution.
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