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engineering. DOP-C02 exam is conducted by Amazon Web Services (AWS), one of the leading cloud computing platforms in the
world. AWS Certified DevOps Engineer - Professional certification is intended for professionals who have a minimum of two years
of experience in AWS deployment, automation, and management.

Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q194-Q199):
NEW QUESTION # 194 
A large company recently acquired a small company. The large company invited the small company to join the large company's
existing organization in AWS Organizations as a new OU. A DevOps engineer determines that the small company needs to launch
t3.small Amazon EC2 instance types for the company's application workloads. The small company needs to deploy the instances
only within US-based AWS Regions. The DevOps engineer needs to use an SCP in the small company's new OU to ensure that the
small company can launch only the required instance types. Which solution will meet these requirements?

A. Configure a statement to allow the ec2:RunInstances action for all EC2 instance resources when the ec2:
InstanceType condition is not equal to t3.small. Configure another statement to allow the ec2:
RunInstances action for all EC2 instance resources when the aws:RequestedRegion condition is not equal to us-.
B. Configure a statement to deny the ec2:RunInstances action for all EC2 instance resources when the ec2:
InstanceType condition is equal to t3.small. Configure another statement to deny the ec2:RunInstances action for all EC2
instance resources when the aws:RequestedRegion condition is equal to us-.
C. Configure a statement to deny the ec2:RunInstances action for all EC2 instance resources when the ec2:
InstanceType condition is not equal to t3.small. Configure another statement to deny the ec2:
RunInstances action for all EC2 instance resources when the aws:RequestedRegion condition is not equal to us-.
D. Configure a statement to allow the ec2:RunInstances action for all EC2 instance resources when the ec2:
InstanceType condition is equal to t3.small. Configure another statement to allow the ec2:RunInstances action for all EC2
instance resources when the aws:RequestedRegion condition is equal to us-.

Answer: A

NEW QUESTION # 195 
A company has a search application that has a web interface. The company uses Amazon CloudFront, Application Load Balancers
(ALBs), and Amazon EC2 instances in an Auto Scaling group with a desired capacity of 3. The company uses prebaked AMIs. The
application starts in 1 minute. The application queries an Amazon OpenSearch Service cluster. The application is deployed to
multiple Availability Zones. Because of compliance requirements, the application needs to have a disaster recovery (DR)
environment in a separate AWS Region. The company wants to minimize the ongoing cost of the DR environment and requires an
RTO and an RPO of under 30 minutes. The company has created an ALB in the DR Region. Which solution will meet these
requirements?

A. Create a new CloudFront distribution in the DR Region and add the new ALB as an origin. Use Amazon Route 53 DNS
for Regional failover. Copy the AMI to the DR Region. Create a launch template and an Auto Scaling group with a desired
capacity of 3 in the DR Region. Reconfigure the OpenSearch Service cluster as a Multi-AZ with Standby deployment. Ensure
that the standby nodes are in the DR Region.
B. Add the new ALB as an origin in the CloudFront distribution. Configure origin failover functionality. Copy the AMI to the
DR Region. Create a launch template and an Auto Scaling group with a desired capacity of 3 in the DR Region. Create a new
OpenSearch Service cluster in the DR Region. Set up cross-cluster replication for the cluster.
C. Create a new CloudFront distribution in the DR Region and add the new ALB as an origin. Use Amazon Route 53 DNS
for Regional failover. Copy the AMI to the DR Region. Create a launch template and an Auto Scaling group with a desired
capacity of 0 in the DR Region. Reconfigure the OpenSearch Service cluster as a Multi-AZ with Standby deployment. Ensure
that the standby nodes are in the DR Region.
D. Add the new ALB as an origin in the CloudFront distribution. Configure origin failover functionality. Copy the AMI to the
DR Region. Create a launch template and an Auto Scaling group with a desired capacity of 0 in the DR Region. Create a new
OpenSearch Service cluster in the DR Region. Set up cross-cluster replication for the cluster.

Answer: D

NEW QUESTION # 196 
A company uses a series of individual Amazon Cloud Formation templates to deploy its multi-Region Applications. These templates
must be deployed in a specific order. The company is making more changes to the templates than previously expected and wants to



deploy new templates more efficiently. Additionally, the data engineering team must be notified of all changes to the templates.
What should the company do to accomplish these goals?

A. Leverage CloudFormation nested stacks and stack sets (or deployments Use Amazon SNS to notify the data engineering
team.
B. Host the Cloud Formation templates in Amazon S3 Use Amazon S3 events to directly trigger CloudFormation updates
and Amazon SNS notifications.
C. Implement CloudFormation StackSets and use drift detection to trigger update alerts to the data engineering team.
D. Create an AWS Lambda function to deploy the Cloud Formation templates m the required order Use stack policies to
alert the data engineering team.

Answer: A

Explanation:
This solution will meet the requirements because it will use CloudFormation nested stacks and stack sets to deploy the templates
more efficiently and consistently across multiple regions. Nested stacks allow the company to separate out common components and
reuse templates, while stack sets allow the company to create stacks in multiple accounts and regions with a single template. The
company can also use Amazon SNS to send notifications to the data engineering team whenever a change is made to the templates
or the stacks.
Amazon SNS is a service that allows you to publish messages to subscribers, such as email addresses, phone numbers, or other
AWS services. By using Amazon SNS, the company can ensure that the data engineering team is aware of all changes to the
templates and can take appropriate actions if needed.What is Amazon SNS? - Amazon Simple Notification Service

NEW QUESTION # 197 
A company has an organization in AWS Organizations. A DevOps engineer needs to maintain multiple AWS accounts that belong to
different OUs in the organization. All resources, including 1AM policies and Amazon S3 policies within an account, are deployed
through AWS CloudFormation. All templates and code are maintained in an AWS CodeCommit repository Recently, some
developers have not been able to access an S3 bucket from some accounts in the organization.
The following policy is attached to the S3 bucket.

What should the DevOps engineer do to resolve this access issue?

A. Modify the S3 bucket policy Turn off the S3 Block Public Access setting on the S3 bucket In the S3 policy, add the
awsSourceAccount condition. Add the AWS account IDs of all developers who are experiencing the issue.
B. Configure an SCP that stops anyone from modifying 1AM resources in developer OUs. In the S3 policy, add the
awsSourceAccount condition. Add the AWS account IDs of all developers who are experiencing the issue Commit the fix
back into the CodeCommit repository Invoke deployment through CloudFormation to apply the changes
C. Verify that no 1AM permissions boundaries are denying developers access to the S3 bucket Make the necessary changes
to IAM permissions boundaries. Use an AWS Config recorder in the individual developer accounts that are experiencing the
issue to revert any changes that are blocking access. Commit the fix back into the CodeCommit repository. Invoke
deployment through Cloud Formation to apply the changes.
D. Ensure that no SCP is blocking access for developers to the S3 bucket Ensure that no 1AM policy permissions
boundaries are denying access to developer 1AM users Make the necessary changes to the SCP and 1AM policy
permissions boundaries in the CodeCommit repository Invoke deployment through CloudFormation to apply the changes

Answer: D



Explanation:
Verify No SCP Blocking Access:
Ensure that no Service Control Policy (SCP) is blocking access for developers to the S3 bucket. SCPs are applied at the
organization or organizational unit (OU) level in AWS Organizations and can restrict what actions users and roles in the affected
accounts can perform.
Verify No IAM Policy Permissions Boundaries Blocking Access:
IAM permissions boundaries can limit the maximum permissions that a user or role can have. Verify that these boundaries are not
restricting access to the S3 bucket.
Make Necessary Changes to SCP and IAM Policy Permissions Boundaries:
Adjust the SCPs and IAM permissions boundaries if they are found to be the cause of the access issue. Make sure these changes
are reflected in the code maintained in the AWS CodeCommit repository.
Invoke Deployment Through CloudFormation:
Commit the updated policies to the CodeCommit repository.
Use AWS CloudFormation to deploy the changes across the relevant accounts and resources to ensure that the updated
permissions are applied consistently.
By ensuring no SCPs or IAM policy permissions boundaries are blocking access and making necessary changes if they are, the
DevOps engineer can resolve the access issue for developers trying to access the S3 bucket.
Reference:
AWS SCPs
IAM Permissions Boundaries
Deploying CloudFormation Templates

NEW QUESTION # 198 
A company uses an organization in AWS Organizations to manage its AWS accounts. The company recently acquired another
company that has standalone AWS accounts. The acquiring company's DevOps team needs to consolidate the administration of the
AWS accounts for both companies and retain full administrative control of the accounts. The DevOps team also needs to collect and
group findings across all the accounts to implement and maintain a security posture.
Which combination of steps should the DevOps team take to meet these requirements? (Select TWO.)

A. Use AWS Firewall Manager to collect and group findings across all accounts. Enable all features for the organization.
Designate an account in the organization as the delegated administrator account for Firewall Manager.
B. Invite the acquired company's AWS accounts to join the organization. Create an SCP that has full administrative privileges.
Attach the SCP to the management account.
C. Invite the acquired company's AWS accounts to join the organization. Create the OrganizationAccountAccessRole 1AM
role in the invited accounts. Grant permission to the management account to assume the role.
D. Use AWS Security Hub to collect and group findings across all accounts. Use Security Hub to automatically detect new
accounts as the accounts are added to the organization.
E. Use Amazon Inspector to collect and group findings across all accounts. Designate an account in the organization as the
delegated administrator account for Amazon Inspector.

Answer: C,D

Explanation:
The correct answer is B and C. Option B is correct because inviting the acquired company's AWS accounts to join the organization
and creating the OrganizationAccountAccessRole IAM role in the invited accounts allows the management account to assume the
role and gain full administrative access to the member accounts. Option C is correct because using AWS Security Hub to collect and
group findings across all accounts enables the DevOps team to monitor and improve the security posture of the organization.
Security Hub can automatically detect new accounts as the accounts are added to the organization and enable Security Hub for
them. Option A is incorrect because creating an SCP that has full administrative privileges and attaching it to the management
account does not grant the management account access to the member accounts. SCPs are used to restrict the permissions of the
member accounts, not to grant permissions to the management account. Option D is incorrect because using AWS Firewall
Manager to collect and group findings across all accounts is not a valid use case for Firewall Manager. Firewall Manager is used to
centrally configure and manage firewall rules across the organization, not to collect and group security findings. Option E is incorrect
because using Amazon Inspector to collect and group findings across all accounts is not a valid use case for Amazon Inspector.
Amazon Inspector is used to assess the security and compliance of applications running on Amazon EC2 instances, not to collect
and group security findings across accounts. Reference:
Inviting an AWS account to join your organization
Enabling and disabling AWS Security Hub
Service control policies
AWS Firewall Manager



Amazon Inspector
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