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HM #o1
Which distribution mode assigns packets to an SGM based solely on the packet destination IP?
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A. Network mode

B. Auto-topology mode
C. Manual mode

D. User mode

EfE: A

R -

Explanation

Network mode is the distribution mode that assigns packets to an SGM based solely on the packet destination IP. In this mode, the
Orchestrator uses a hash function to map each destination IP to a specific SGM. This mode ensures that all packets with the same
destination IP are processed by the same SGM, regardless of the source IP or port. This mode is suitable for scenarios where the
destination IP is the main factor for load balancing, such as NAT or VPN.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-19

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Maestro basic setup documentation - Page 2 - Check Point CheckMates

2 #62
What is the default Distribution mode?

A. User

B. Network

C. Auto-topology
D. Manual-General

Ef#: C

fER L2

Auto-topology is the default distribution mode for Maestro Security Groups. In this mode, the Orchestrator assigns packets to a
Security Group Member based on the topology of the port defined in the gateway object.

Each port is either in user mode or network mode depending on the topology. User mode means that the port is connected to the
internal network and network mode means that the port is connected to the external network. The Orchestrator uses a hash finction
to map each source IP or destination IP to a specific SGM, depending on the mode of'the port. This mode ensures that all packets
with the same source IP or destination IP are processed by the same SGM, regardless of the port or protocol.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-18

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Lari Luoma | Lead Consultant | Maestro SME | Check Point Evangelist1, slide 16

E #63
Complete the sentence: Dual Orchestrators work as.

A. Hot-Swap RAID

B. Active - Standby cluster
C. Load Sharing cluster

D. Active-Active cluster

IEf@E: D

AR :

Dual Orchestrators work as an Active-Active cluster, which means that both Orchestrators are active and share the load of the
traffic that is sent to and from the Security Group Members (SGMs). Active-Active cluster provides better performance and
scalability than Active-Standby cluster, which only uses one Orchestrator at a time and keeps the other as a backup. Active-Active
cluster also allows for faster faillover and recovery in case of an Orchestrator failure, as the surviving Orchestrator can take over the
traffic without interruption.

References



*Maestro Expert (CCME) Course - Check Point Software, page 25
*CheckPoint Certified Maestro Expert (CCME) - Skillzcafe, page 2
*Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge, page 2

HH #64
What is the Correction Layer?

¢ A Correction Layer is a daemon which corrects errors on Backplane interfaces

¢ B. Correction Layer is a mechanism which handles asymmetric connections in multi-appliance system. For example, in case of
NAT

e C. Correction Layer is a mechanism which activated in case of asymmetric routing

¢ D. Correction Layer is a Layer of GAIA OS which corrects misspelled commands and allows them to execute

Ef#: B

R -

The Correction Layer is a Maestro component that ensures that packets from the same connection are handled by the same Security
Group Module (SGM) in a multi-appliance system This is especially important when NAT is involved, as packets sent from the
client to the server can be distributed to a different SGM than packets from the same session sent from the server to the client. The
Correction Layer must then forward the packet to the correct SGM.

References:

*NAT and the Correction Layer on a Security Gateway - Check Point Software1

*Solved: Maestro queries - Check Point CheckMates

B #65
‘When working with Maestro, what is the difference between using Clish and gClish?

¢ A Clish commands are run on the SG members. gClish commands are run on the MHO and applied to all connected SG
members in a specified group.

¢ B. Clish commands apply to all UP SG members, by default. gClish commands apply to all SG members, by default.

¢ C. Clish commands apply only to a specific SG member. gClish commands apply to all UP SG members, by default.

¢ D. Clish commands are for testing purposes only and cannot be saved, gClish commands apply to all SG members, by
default.

EfE: C

fiR .-

Explanation

This is the correct answer because it describes the difference between using Clish and gClish when working with Maestro. Clish is
the Check Point command line shell that allows users to configure and manage the SG members individually. gClish is the global
Clish that allows users to run commands on all UP SG members of the current Security Group at once. UP SG members are
theones that are in the UP state and have the same policy installed as the SMO Master.

References

*Check Pomt Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson 4.3: Global Commands, page 4-11

*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: Global
Commands, page 4-9

*Global Expert Mode Commands - Check Pomnt CheckMates
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