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WGU Managing Cloud Security (JY02) Sample Questions (Q121-Q126):

NEW QUESTION # 121
Which cloud computing characteristic allows consumers to expand or contract required resources autommatically?

A. Rapid elasticity

B. On-demand self-service
C. Resource pooling

D. Measured service

Answer: A
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Explanation:

Rapid elasticity is the cloud computing characteristic that allows consumers to automatically expand or contract resources based on
demand. Managing Cloud documentation explains that rapid elasticity enables scaling of computing resources in near real time.

This capability allows organizations to handle variable workloads efficiently without manual intervention.

Resources can be provisioned when demand increases and released when demand decreases, optimizing performance and cost.
Measured service focuses on usage tracking, resource pooling shares infrastructure, and on-demand self- service enables user
provisioning. Therefore, rapid elasticity is the correct answer.

NEW QUESTION # 122
Which security device allows customers to redirect traffic?

A. Cryptographic key management

B. Web application firewalls

C. Security information and event management
D. Intrusion detection and prevention systens

Answer: B

Explanation:

A Web Application Firewall (WAF) allows customers to redirect traffic as part of securing cloud-hosted applications. Managing
Cloud principles explain that WAFs operate at the application layer and can inspect, filter, allow, block, or redirect HTTP and
HTTPS traffic based on defined security rules.

Traffic redirection is commonly used to route suspicious or malicious requests away from protected applications, forward traffic to
alternate services, or enforce secure communication paths. WAFs can also integrate with load balancers and content delivery
networks to manage traffic flow efficiently while protecting applications from attacks such as SQL injection, cross-site scripting, and
denial-of-service attempts.

The other options do not provide traffic redirection. SIEM systens aggregate and analyze logs, intrusion detection and prevention
systers focus on detection and blocking, and cryptographic key management handles encryption keys. Therefore, a web application
firewall is the correct answer.

NEW QUESTION # 123
Which risk may be faced by users when using software resources in the platformas a service (PaaS) cloud model?

A. Web application security
B. Guest escape

C. Information bleed

D. Software interoperability

Answer: C

Explanation:

Information bleed is a risk associated with the Platform as a Service (PaaS) cloud model. Managing Cloud principles explain that
PaaS environments are inherently multi-tenant, with multiple customers sharing the same underlying platform components such as
runtimes, databases, and middleware.

Ifisolation controls are weak or misconfigured, data from one tenant may nadvertently become accessible to another. This
unintended exposure is referred to as information bleed and represents a significant confidentiality risk in shared environments.

Guest escape is primarily related to virtualization at the infrastructure layer, software interoperability is a finctional concern, and web
application security applies across all service models. Therefore, information bleed is the most relevant PaaS-specific risk.

NEW QUESTION # 124
Which action should a customer take to add an extra layer of protection to the data stored in a public cloud environment?

A. Use additional encryption for sensitive files and folders
B. Use database activity monitoring (DAM)

C. Use block storage instead of file storage

D. Use web application firewalls (WAFs)

Answer: A



Explanation:

While cloud providers typically offer built-in encryption, customers should applyadditional encryptionfor sensitive data to maintain
defense-in-depth. Encrypting files and folders before uploading them ensures that even if provider-side protections fail, data remains
confidential.

WAFs protect applications from web threats, DAM tools monitor database use, and block storage versus file storage is an
architecture choice. None of these directly provide an extra protective layer for stored data.

By maintaining control of their encryption keys, customers ensure compliance with data protection standards such as GDPR,
HIPAA, or PCI DSS. This practice also mitigates insider threats within the provider's environment and supports secure multi-cloud
strategies. Encryption remains the strongest safeguard for protecting sensitive files in public cloud storage.

NEW QUESTION # 125
Which cloud computing role can subscribe to a software as a service (SaaS) application?

A. Cloud service provider
B. Cloud computing
C. Cloud service customer
D. Cloud application

Answer: C

Explanation:

A cloud service customrer is the role that subscribes to a software as a service (SaaS) application. Managing Cloud principles define
the cloud service customer as the individual or organization that consumes cloud services provided by a cloud service provider.

In a SaaS model, the customer accesses applications through a subscription-based arrangement, typically via a web interface. The
customer does not manage the underlying infrastructure or platform but is responsible for configuring user access and ensuring
proper use of the service.

The cloud service provider delivers and manages the application, while "cloud computing” and "cloud application" are not roles.
Therefore, the cloud service customer is the correct role.
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