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CompTIA CAS-005 exam questions in preparation.

CompTIA SecurityX Certification Exam Sample Questions (Q119-Q124):
NEW QUESTION # 119 
A company's security policy states that any publicly available server must be patched within 12 hours after a patch is released A
recent llS zero-day vulnerability was discovered that affects all versions of the Windows Server OS:
Which of the following hosts should a security analyst patch first once a patch is available?

A. 0
B. 1
C. 2
D. 3
E. 4
F. 5

Answer: D

Explanation:
Based on the security policy that any publicly available server must be patched within 12 hours after a patch is released, the security
analyst should patch Host 1 first. Here's why:
* Public Availability: Host 1 is externally available, making it accessible from the internet. Publicly available servers are at higher risk
of being targeted by attackers, especially when a zero-day vulnerability is known.
* Exposure to Threats: Host 1 has IIS installed and is publicly accessible, increasing its exposure to potential exploitation. Patching
this host first reduces the risk of a successful attack.
* Prioritization of Critical Assets: According to best practices, assets that are exposed to higher risks should be prioritized for
patching to mitigate potential threats promptly.
* References:
* CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl
* NIST Special Publication 800-40: Guide to Enterprise Patch Management Technologies
* CIS Controls: Control 3 - Continuous Vulnerability Management

NEW QUESTION # 120 
Which of the following best describes the reason a network architect would enable forward secrecy on all VPN tunnels?

A. This process reduces the success of attackers performing cryptanalysis.
B. This process is a requirement to enable hardware-accelerated cryptography.
C. Modern cryptographic protocols list this process as a prerequisite for use.
D. The business requirements state that confidentiality is a critical success factor.

Answer: A

Explanation:
Forward secrecy, also known as perfect forward secrecy, is a feature of certain key agreement protocols that ensures session keys
will not be compromised even if the server's private key is compromised in the future. By enabling forward secrecy on VPN tunnels,
each session uses a unique key, and these keys are not derived from a common master key. This means that even if an attacker
obtains the server's private key, they cannot decrypt past sessions, thereby significantly reducing the effectiveness of cryptanalysis
attacks.

NEW QUESTION # 121 
A security engineer is assisting a DevOps team that has the following requirements for container images:
Ensure container images are hashed and use version controls.
Ensure container images are up to date and scanned for vulnerabilities.
Which of the following should the security engineer do to meet these requirements?

A. Enable new security and quality checks within a CI/CD pipeline.
B. Enable audits on the container image and monitor for configuration changes.
C. Enable clusters on the container image and configure the mesh with ACLs.



D. Enable pulling of the container image from the vendor repository and deploy directly to operations.

Answer: A

Explanation:
Implementing security and quality checks in a CI/CD pipeline ensures that:
Container images are scanned for vulnerabilities beforedeployment.
Version control is enforced, preventing unauthorized changes.
Hashes validate image integrity.
Other options:
A (Configuring ACLs on mesh networks) improves access control but does not ensure scanning.
C (Audits on container images) detect changes but do not enforce best practices.
D (Pulling from a vendor repository) does not ensure vulnerability scanning.
Reference: CASP+ CAS-005 - DevSecOps and Secure Containerization

NEW QUESTION # 122 
An organization mat performs real-time financial processing is implementing a new backup solution. Given the following business
requirements:
- The backup solution must reduce the risk for potential backup
compromise
- The backup solution must be resilient to a ransomware attack.
- The time to restore from backups is less important than the backup
data integrity
- Multiple copies of production data must be maintained
Which of the following backup strategies best meets these requirement?

A. Creating a secondary, immutable storage array and updating it with live data on a continuous basis
B. Setting up antitempering on the databases to ensure data cannot be changed unintentionally
C. Utilizing two connected storage arrays and ensuring the arrays constantly sync
D. Enabling remote journaling on the databases to ensure real-time transactions are mirrored

Answer: A

Explanation:
Creating a secondary, immutable storage array and updating it with live data on a continuous basis: An immutable storage array
ensures that data, once written, cannot be altered or deleted.
This greatly reduces the risk of backup compromise and provides resilience against ransomware attacks, as the ransomware cannot
modify or delete the backup data. Maintaining multiple copies of production data with an immutable storage solution ensures data
integrity and compliance with the requirement for multiple copies.

NEW QUESTION # 123 
A security administrator needs to automate alerting. The server generates structured log files that need to be parsed to determine
whether an alarm has been triggered. Given the following code function:
Which of the following is most likely the log input that the code will parse?

A. 
B. 
C. 
D. 

Answer: B

Explanation:
The code function provided in the question seems to be designed to parse JSON formatted logs to check for an alarm state.
Option A is a JSON format that matches the structure likely expected by the code. The presence of the "error_log" and
"InAlarmState" keys suggests that this is the correct input format.
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