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CompTIA SecAI+ Certification Exam Sample Questions (Q113-Q118):
NEW QUESTION # 113 
A financial organization implements a new AI-based fraud detection system to flag suspicious transactions. A security analyst
discovers that it occasionally blocks legitimate transactions.
Which of the following is the best recommendation?

A. Encrypting all the data processed by AI and applying further access controls
B. Implementing AI token usage and rate limits
C. Retraining the model with more data and recent transaction patterns
D. Rolling back the model and using a traditional fraud detection system
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Answer: C

Explanation:
Basic Concept: When an AI fraud detection model produces false positives (blocking legitimate transactions), this indicates the
model ' s decision boundary is insufficiently calibrated. The model needs improved training data to better distinguish fraudulent from
legitimate transactions. CompTIA SecAI+ covers model performance improvement under AI-assisted security.
Why A is Correct: Retraining the model with more data and recent transaction patterns directly addresses the root cause of false
positives. Additional representative legitimate transaction data helps the model learn more accurate decision boundaries, reducing
false positives while maintaining detection sensitivity for actual fraud.
This improves model accuracy without abandoning AI-based detection.
Why B is Wrong: Token usage and rate limits are cost and resource management controls for LLM APIs.
They have no relevance to improving the accuracy of a fraud detection ML model that incorrectly classifies legitimate transactions.
Why C is Wrong: Encrypting data and applying access controls are data security measures that protect confidentiality and integrity.
They do not address model classification accuracy or the false positive problem in fraud detection.
Why D is Wrong: Rolling back to a traditional system abandons the capabilities of AI-based fraud detection.
The appropriate response to model performance issues is to improve the model through retraining, not to regress to less capable
detection approaches.

NEW QUESTION # 114 
An organization develops a chatbot with the following requirements:
- Does not provide harmful or explicit responses
- Must use clean and professional language
- Ensures that responses are accurate
Which of the following should the organization conduct after the chatbot is fully developed but before a customer-facing
deployment?

A. Guardrail testing and validation
B. Model auditing and evaluation
C. Data labeling and classification
D. Regression modeling and minimization

Answer: A

Explanation:
Guardrail testing and validation ensure the chatbot adheres to safety, language, and accuracy requirements before deployment. This
step verifies the model will not generate harmful, explicit, or unprofessional responses in a customer-facing environment.

NEW QUESTION # 115 
A security alert triggers an agentic system. An analyst notices the following payload in the logs. The alert includes multiple shell
commands that are not typically run as part of any hardening:

Which of the following is the most effective control to implement?

A. Modifying the application to ignore the SECURITY_UPDATE tag
B. Adding logic that includes approved strings before running the shell commands
C. Using only approved libraries when interacting with agentic systems
D. Deprecating model usage and retaining the model with safer parameters

Answer: B

Explanation:
Basic Concept: Agentic AI systems that execute shell commands based on model-generated output are vulnerable to prompt
injection attacks where malicious actors craft inputs that cause the agent to run unauthorized commands. Input validation using
allowlists is a critical defense mechanism. CompTIA SecAI+ Study Guide covers agentic AI security controls.
Why A is Correct: Adding logic that validates shell commands against an approved allowlist before execution is the most direct and
effective defense. This ensures only pre-approved, safe commands can be executed regardless of what the agentic system ' s model



generates, preventing malicious command injection from reaching the operating system. This principle of allowlist-based input
validation is a foundational secure agentic AI control.
Why B is Wrong: Deprecating and retraining the model is a lengthy process that addresses root cause training issues but does not
provide immediate protection against ongoing injection attacks in the current deployed system.
Why C is Wrong: Modifying the application to ignore a specific tag merely removes one attack surface while leaving the system
vulnerable to other injection vectors. It is not a comprehensive defense.
Why D is Wrong: Using only approved libraries controls which code libraries the agentic system can call, but does not validate or
restrict the shell commands generated by the model at runtime based on arbitrary user input.

NEW QUESTION # 116 
A malware sample alters itself slightly each time it runs to evade signature detection. What technique is this?

A. Packing
B. Obfuscation
C. Steganography
D. Polymorphism

Answer: D

Explanation:
Polymorphic malware changes its code structure while maintaining functionality.

NEW QUESTION # 117 
A security analyst reviews a recently released chatbot ' s log and discovers that outputs sometimes include personally identifiable
information (PII) from other chatbot users.
Which of the following corrective actions should the security analyst take first to resolve this issue?

A. Disable memory from the chat history for all users.
B. Take the chatbot offline and restore it from a backup.
C. Require users to label the sensitivity of their requests.
D. Ask all users to refrain from using PII with the chatbot.

Answer: A

Explanation:
Basic Concept: When a chatbot leaks PII from one user ' s conversation into another user ' s responses, the root cause is cross-user
memory contamination - the chatbot is retaining and sharing conversation context across user sessions. Disabling the memory feature
stops the active data leakage immediately. CompTIA SecAI+ Study Guide covers session memory management as a privacy control
for AI chatbots.
Why B is Correct: Disabling memory from chat history for all users immediately stops the mechanism causing PII leakage between
users. If the chatbot retains no cross-session memory, it cannot include information from one user ' s conversation in another user ' s
response. This is the most direct, immediate corrective action that eliminates the root cause of the privacy violation without requiring
additional user behavior changes or service disruption.
Why A is Wrong: Taking the chatbot offline and restoring from backup is a drastic action appropriate when the issue requires
investigating a potential compromise or data breach. For a configuration issue such as cross- user memory sharing, disabling the
memory feature is a more targeted and proportionate first response that addresses the root cause directly.
Why C is Wrong: Asking users to refrain from using PII relies on voluntary user behavior change and does not address the technical
root cause. Users may not comply, and even if they do, previously stored PII in memory would continue to leak. This is an
ineffective first corrective action.
Why D is Wrong: Requiring users to label sensitivity does not stop the chatbot from storing and sharing PII that has already been
submitted. Labels inform the system about data sensitivity but do not prevent the memory mechanism from sharing labeled sensitive
data across user sessions.
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