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Fortinet NSE4 FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
Topic 1 secure connections.

e Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
Topic 2 load balance traffic across multiple WAN links.
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¢ Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate

Topic 3
o cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.

¢ Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
mspection modes and web filtering, configuring application control, deploying antivirus scanning modes,

Topic 4
opL and implementing IPS for threat protection.

¢ Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for

Topic 5
opre user identification.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q27-Q32):

NEW QUESTION # 27
Which three statements explain a flow-based antivirus profile? (Choose three.)

A. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection.
B. Ifa virus is detected, the last packet is delivered to the client.

C. FortiGate buffers the whole file but transmits to the client at the same time.

D. The IPS engine handles the process as a standalone.

E. Flow-based inspection optimizes performance compared to proxy-based inspection.

Answer: A,CE

Explanation:

Flow-based antivirus buffers the entire file while simultaneously transmitting data to the client to minimize latency.
Flow-based inspection combines multiple scanning techniques from proxy-based modes for efficient detection.
Flow-based inspection provides better performance by processing traffic on the fly without full proxy overhead.

NEW QUESTION # 28
Refer to the exhibit showing a debug flow output.



Debug Flow output

allocate a new session-00000721

find a route: flag=00000000 gw-0.0.0.0 via port2

gnum-100004, use addr/intf hash, len=3 »

ret-matched

policy-2 is matched, act-drop

Denied by forward policy check (policy 2)

‘Which two conclusions can you make from the debug flow output? (Choose two.)

A. The RPF check fails.

B. The default gateway is configured on port2.
C. The debug flow is for UDP traffic.

D. The matching firewall policy denies the traffic.

Answer: B,D

Explanation:



The default gateway is configured on port2 — The debug output shows find a route:

flag=00000000 gw-0.0.0.0 via port2, which indicates that the default route (0.0.0.0/0) points out port2.

The matching firewall policy denies the traffic — The log line Denied by forward policy check (policy 2) confirns that policy 2
matched and explicitty dropped the traffic.

NEW QUESTION # 29

Refer to the exhibits. An administrator configured the Web Filter Profile to block access to all social networking sites except
Facebook. However, when users try to access Facebook.com, they are redirected to a FortiGuard web filtering block page.
Based on the exhibits, which configuration change must the admmnistrator make to allow Facebook while blocking all other social
networking sites?

Web filter configuration

Edit Web Filter Profile
Feature st EGEEHEINAE Prowy-bated

i FortiGuard Category Based Filter

MNarme
Web based Email © Al
Entertainment 0 Allow
Arts and Caltusre O Allow
Education Q Allow
Health and Wellness O Allow
Job Search 9 Aliow
Medicine @ Allow
News and Media 9 Allow

Social Networking © Block

e A. Change the Feature set of Web Filter Profile as Proxy-based.
e B. Change the type as Simple in the Static URL Filter section.
e C. Set the Action as Exempt for www.facebook.com
i the Static URL Filter.
e D. Set the Social Networking action as warning in the FortiGuard Category Based Filter.

Answer: C

NEW QUESTION # 30
Refer to the exhibit.



Destination ¥ Gateway IP 5 Interface Status &
0.0.0.0/0 100.65.0.254 ™ port2 © Enabled
10.10.10.0/24 100.66.0.254 ™ port3 © Enabled
10.0.13.0/24 10.0.18:125 = porté @ Enabled

Based on the routing table shown in the exhibit, which two statements are true? (Choose two.)

A. A packet with the source IP address 10.100.110.10 arriving on port3 is allowed if strict RPF is disabled.
B. A packet with the source IP address 10.100.110.10 arriving on port2 is allowed if strict RPF is enabled.
C. A packet with the source IP address 10.0.13.10 arriving on port2 is allowed if strict RPF is disabled.

D. A packet with the source IP address 10.10.10.10 arriving on port?2 is allowed if strict RPF is enabled.

Answer: A,C

NEW QUESTION # 31
‘When configuring firewall policies which of the following is true regarding the policy ID? (Choose two.)

A. You can create a policy in CLI with policy ID 0.

B. A policy ID cannot be modified once a policy is created.

C. A firewall policy ID identifies the order of policy execution in firewall policies.

D. It is mandatory to provide a policy ID while creating a firewall policy regardless of GUI or CLL

Answer: B,D

Explanation:

The policy ID assigned to a firewall policy cannot be modified after creation. When creating a policy via CLI, you can specify policy
ID 0, which the system allows. The policy ID does not determine the order of execution; policy sequence in the list determines
execution order.

NEW QUESTION # 32
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