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What is the role of alerting in continuous security monitoring?
Response:

A. To decorate the monitoring interface with visual cues.
B. To archive old alerts for compliance purposes only.
C. To notify the security team of potential threats in real-time.
D. To generate false positives to test the response of the security team.

Answer: C

NEW QUESTION # 95 
What is the primary goal of securing infrastructure as code (IaC)?
Response:

A. Automating the deployment process
B. Disabling monitoring tools
C. Reducing code quality
D. Preventing the introduction of security vulnerabilities in infrastructure configurations

Answer: D

NEW QUESTION # 96 
What is the purpose of namespaces in Kubernetes security?
Response:

A. To organize the logs
B. To segregate resources and provide isolation between services
C. To increase system performance
D. To reduce the number of available services

Answer: B

NEW QUESTION # 97 
What are two common security risks associated with container environments?
(Choose Two)
Response:

A. Lack of scalability
B. Privilege escalation
C. Insecure container images
D. Container sprawl

Answer: B,C

NEW QUESTION # 98 
Which of the following is a security risk associated with DevOps practices?
Response:

A. Lack of transparency in the deployment pipeline
B. Inadequate access controls
C. Delayed feedback loops
D. Increased collaboration and communication

Answer: B
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