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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q587-Q592):

NEW QUESTION # 587
Which of the following indicators are discovered through an attacker's intent, their end goal or purpose, and a series of actions that
they must take before being able to successfully launch an attack?

A. Indicators of compromise
B. Key risk indicators

C. Indicators of attack

D. Indicators of exposure

Answer: C

Explanation:

Indicators of attack (IoA) provide information about the attacker's intent, end goals, and the actions they take to execute an attack.
IoAs help identify the methods and behaviors an attacker uses during the attack lifecycle.

Unlike Indicators of Conpromise (IoCs), which are used to detect evidence of a breach, loAs are proactive and help in identifyng
and preventing potential attacks before they occur by analyzing the patterns and tactics used by attackers.

* Key risk indicators: Metrics used to signal increased risk exposure.

* Indicators of compromise: Artifacts observed on a network or in an operating system that with high confidence indicate a
computer intrusion.

* Indicators of exposure: Data points or signals that reveal vulnerabilities or weaknesses that could be exploited.

References:

* EC-Council Certified Network Defender (CND) Study Guide

* Cybersecurity frameworks and documentation on threat detection

NEW QUESTION # 588
Which of the following is true regarding any attack surface?

A. Decrease in risk exposures increases the attack surface
B. Decrease in vulnerabilities decreases the attack surface
C. Decrease in vulnerabilities increases the attack surface
D. Increase in vulnerabilities decreases the attack surface

Answer: B

NEW QUESTION # 589
Docker provides Platformtas-a-Service (PaaS) through and delivers containerized software packages.

A. Server-level virtualization
B. OS-level virtualization

C. Storage-level virtualization
D. Network-level virtualization

Answer: B

Explanation:

Docker provides Platforntas-a-Service (PaaS) through OS-level virtualization. This form of virtualization allows for the deployment
of software in packages called contaners. Containers are isolated fiom each other and bundle their own software, libraries, and
configuration files; they can comnumnicate with each other through well-defined channels. OS-level virtualization is lightweight
compared to other forms of virtualization because it does not require a hypervisor to create virtual machines. Instead, the Docker
Engine enables the containers to run directly within the host machine's operating system but with separate namespaces, which is why
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it's considered OS- level

NEW QUESTION # 590
Which of the following key features is used by TCP i order to regulate the amount of data sent by a host to another host on the
network?

A. Sequence number
B. Flow control

C. Congestion control
D. TCP timestamp

Answer: B

Explanation:

Flow control is the process of regulating the amount of data sent by a host to another host on the network. The flow control
mechanism controls packet flow so that a sender does not transmit more packets than a receiver can process. TCP uses a sliding
window flow control protocol. In each TCP segment, the receiver specifies in the receive window field the amount of additional
received data (in bytes) that it is willing to buffer for the connection. The sending host can send only up to that amount of data before
it must wait for an acknowledgment and window update from the receiving host.

Answer option A is incorrect. TCP uses a sequence number for identifying each byte of data.

Answer option B is incorrect. TCP timestamp helps TCP to compute the round-trip time between the sender and receiver.

Answer option C is incorrect. Congestion control concerns controlling traffic entry into a telecommumications network, so as to
avoid congestive collapse by attempting to avoid oversubscription of any of the processing or link capabilities of the intermediate
nodes and networks and taking resource reducing steps, such as reducing the rate of sending packets. It should not be confused with
flow control, which prevents the sender from overwhelming the receiver.

NEW QUESTION # 591
‘Which authorization lets users access a requested resource on behalf of others?

A. Tmplicit Authorization

B. Explicit Authorization

C. Decentralized Authorization
D. Centralized Authorization

Answer: A

Explanation:

Implicit Authorization is a type of authorization that allows users to access resources on behalf of others without the need for explicit
permission from the resource owner each time. This is commonly implemented through O Auth, where a user grants a third-party
application access to their information on another service without sharing their credentials. The application receives an access token
that permits it to act on behalf of the user, accessing only what the user is authorized to access.

NEW QUESTION # 592

We always put our custorers in the first place. Thus we offer discounts from time to time, and you can get 50% discount at the
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