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A B E (Q101-Q106):

R #101
A Chief Information Security Officer (CISO) is concerned developers have too much visibility into customer data. Which of the
following controls should be implemented to BEST address these concerns?

e A, Data minimization
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¢ B. Data masking
¢ C. Data sovereignty
¢ D. Data loss prevention

Ef#: B
H R #102
Review the following results:
Source Destination Protocol Length Info
172.29.0.109 8§.8.8.8 DNS T4 Standard query OxS%ada A itsec. eicp.net
8.8.8.8 172.29.0.109 NS 90 Standard query respopise Ox%ada A
itsec.eicp.nes, A 128%120.110.212
172.29.0.109 123.120.110.212 ICP 78 49294 8088 [[SYNIwEeq=0 Win=£5635 Len=0
M35=14600WS=1¢6 TS5val=560397766 Tsecr=0 SACK_PERM=1
123.120.110.212 172.29.0.109 TCP 78 8080-492%4 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=CM33=142¢&
W5=4 TSval=0 Tsecr=0 SACK_ PERM=1al=560402112 TSecr=240871
172.29.0.109 172.29.0.255 NBNS 82 Namequery NB WORKGROUP<ID>
54.240,190.21 72.29.0.109 TCE €0 443 - 49294 [RST] Seg=1 Win=0 Len=0
66.235.133.62 172.29.0.108 TCPR 60 80 - 49294 [RST] Seg=1 Win=0 Len=0
123.120.110.212 172.29.0.108 ICP 67 8086-49294 [PSHACK] Seq=459 ACK=347 Win 255204 Len=1
ISval=241693 :5&3:::756‘3!02].';!2
172.29.0.109 123.120.110.212 ICP 18 49204-3069 :[ﬁCK‘]_ Seq=387 Ack®d€0 Win=131056 Len=0
Iswal=560304900TSecr=240556
Which of'the following has occurred?

e A. This is normal network traffic.

e B. 172.29.0.109 is infected with a worm

e (. 172.29.0.109 is infected with a Trojan.

e D. 123.120.110.212 is infected with a Trojan.

EfE: A
ER #103
A security analyst is investigating a compromised Linux server. The analyst issues the ps command and receives the following output.
1286 ? Ss 0:00 /uazx/sbin/gcupad -f
1287 ? Sa 0:00 fuar/sBin/hetpd
1257 ? S=1 0:00 lassybin/libviztd
1301 2 Sa 0.2 000 : r'u_.s‘__r\»‘ sivamnte s
1308 ? 3s 3ok PIRAYEN|

‘Which of the following commands should the administrator run NEXT to firther analyze the compromised system?

e A strace /proc/1301

e B kill-9 1301

e C./bm/la-1 /proc/1301/exe
e D. rpm-V openash-server

ER: A

M #104
During a cyber incident, which of the following is the BEST course of action?

e A. Switch to using a pre-approved, secure, third-party communication system

¢ B. Keep the entire company informed to ensure transparency and integrity during the incident.

e (. Restrict customer communication until the severity of the breach is confirmed.

e D. Limit commumnications to pre-authorized parties to ensure response efforts remain confidential.

Ef: D



HA #105
While reviewing log files, a security analyst uncovers a brute-force attack that is being performed against an external webmail portal.

‘Which of the following would be BEST to prevent this type of attack from beinq successfull ?

A. Create a new rule in the IDS that triggers an alert on repeated login attempts

B. Configure a WAF with brute force protection rules in block mode

C. Alter the lockout policy to ensure users are permanently locked out after five attempts.

D. Implement MFA on the email portal using out-of-band code delivery.

E. Leverage password filters to prevent weak passwords on employee accounts from being exploited.

Ef#: C
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