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HEE #90

(Note that the HPE Aruba Networking Central interface shown here might look slightly different from what you see in your HPE
Aruba Networking Central interface as versions change; however, similar concepts continue to apply.) An HPE Aruba Networking
9x00 gateway is part of an HPE Aruba Networking Central group that has the settings shown in the exhibit. What would cause the
gateway to drop traffic as part of its IDPS settings?

A. Traffic matching a rule in the active ruleset
B. Its IDPS engine failing

C. Its site-to-site VPN connections failing
D. Traffic showing anomalous behavior

HE: A

MY

In the exhibit, the HPE Aruba Networking Central settings for the 9x00 gateway show that traffic inspection is enabled, and the
gateway is set to operate in IDS (Intrusion Detection System) mode with the fail strategy set to "Block". This configuration means
that the gateway will drop traffic if it matches a rule in the active ruleset.

1.Active Ruleset: The ruleset version 9861 is active, and the gateway is configured to automatically update the ruleset daily.

2 . Traffic Matching Rules: When traffic matches a rule in the active ruleset, it is flagged as suspicious or malicious.

3.Block Mode: Since the fail strategy is set to "Block", any traffic that matches a rule in the active ruleset will be dropped to prevent
potential threats.

Reference: The documentation for HPE Aruba Networking Central and gateway IDS/IPS configuration provides detailed
information on how traffic is inspected and the implications of different fail strategies, including blocking traffic that matches the active
ruleset.

EE #91

A company has a variety of HPE Aruba Networking solutions, including an HPE Aruba Networking infrastructure and HPE Aruba
Networking ClearPass Policy Manager (CPPM). The company passes traffic from the corporate LAN destined to the data center
through a third-party SRX firewall. The company would like to further protect itself from nternal threats.

What is one solution that you can recommend?

¢ A. Have the third-party firewall send Syslogs to CPPM, which can work with network devices to lock internal attackers out
of the network.

e B. Use tunnel mode SSIDs and user-based tunneling (UBT) on AOS-CX switches to pass all internal traffic directly through
the third-party firewall

e C. Configure CPPM to poll the third-party firewall for a broad array of information about internal clients, such as profile and
posture.

e D. Add ClearPass Device Insight (CPDI) to the solution; integrate it with the third-party firewall to develop more complete
device profiles.

HE: A

ME:

To further protect the company from internal threats, you can recommend having the third-party SRX firewall send Syslogs to HPE
Aruba Networking ClearPass Policy Manager (CPPM). ClearPass can analyze these logs to detect potential security incidents and
coordinate with network devices to respond to threats. By integrating Syslog data from the firewall, CPPM can identify malicious
activities and take actions such as locking internal attackers out of the network or triggering specific security policies. This approach
enhances the company's internal threat detection and response capabilities.

EE #92

A conpany has HPE Aruba Networking APs managed by HPE Aruba Networking Central. You have set up a WLAN to enforce
WPA3 with 802.1X authentication.

What happens if the client fails authentication?

A. The AP assigns the client to the WLAN's default role.
B. The AP assigns the client to the WLAN's critical role.
C. The AP assigns the client to the WLAN's mitial role.
D. The AP drops the client because authentication aborts.



HE: D

Y.

When WPA3 with 802.1X authentication is enforced on an HPE Aruba Networking WLAN, the authentication process strictly
adheres to security standards. Here's how the process works:

1. 802.1X Authentication Workflow in WPA3

* The client must provide valid credentials (such as certificates or username/password) to authenticate with the RADIUS server via
802.1X.

* Ifthe client fails authentication (e.g., due to invalid credentials or lack of proper configuration), the

802.1X handshake fails, and the AP terminates the connection.

2. Role Assignment in WLANSs

* Default Role: The role assigned to authenticated clients after a successful 802.1X authentication. It is not applied to
unauthenticated clients.

* Critical Role: This is a fallback role applied when there are issues communicating with the RADIUS server, not when
authentication fails.

* Initial Role: A temporary role assigned to clients before authentication completes. However, this role is removed once the
authentication process determines failure.

3. Behavior Upon Authentication Failure

* In the case of an authentication failure, the client does not get assigned to any role (defautlt, critical, or initial) because it does not
meet the conditions for network access.

* The client is dropped immediately, and no further communication is allowed until reauthentication is attempted.
Explanation of Each Option

* A. The AP assigns the client to the WLAN's default role:

* Incorrect: The default role applies only after successful authentication, not in case of authentication failure.

* B. The AP drops the client because authentication aborts:

* Correct: If the client fails authentication, the AP terminates the connection without assigning any roles.

* C. The AP assigns the client to the WLAN's critical role:

* Incorrect: The critical role is used when the AP cannot reach the RADIUS server, not when authentication fails.

* D. The AP assigns the client to the WLAN's initial role:

* Incorrect: The mnitial role is applied during the authentication process, but it is not retained after a failed authentication.
References

* Aruba Central WLAN Configuration Guide.

* WPA3 and 802.1X Authentication Best Practices in Aruba Networks.

* Aruba AP Role Assignment Workflow Documentation.

A2 #93

A company uses HPE Aruba Networking ClearPass Device Insight (CPDI) (the standalone application option). In the details for a
generic device cluster, you see a recommendation for "Windows 8/10" with 70% accuracy.

What does this mean?

e A. CPDI has detected that these devices match about 70% of the system rule for defining "Windows 8/10" devices.
e B. CPDI has used MAC OUI to group these devices together. The average device's MAC address matches
70% of'the "Windows 8/10" OUL
e C. CPDI has matched these devices against several, conflicting system rules. 70% of those rules are for
"Windows 8/10" devices.
e D. CPDI has grouped this cluster with similar classified devices. 70% of those classified devices are
"Windows 8/10."

HE. A

MY

‘When HPE Aruba Networking ClearPass Device Insight (CPDI) shows a recommendation for "Windows 8

/10" with 70% accuracy for a generic device cluster, it means that CPDI has detected that these devices match about 70% of the
systemrule criteria for defining "Windows 8/10" devices. This percentage indicates the confidence level based on the observed
characteristics and behavior of the devices, helping administrators understand the likelihood that these devices are indeed running
Windows 8 or 10.

EE #9%



You have created this rule in an HPE Aruba Networking ClearPass Policy Manager (CPPM) service's enforcement policy: IF
Authorization [Endpoints Repository] Conflict EQUALS true THEN apply "quarantine profile" What information can help you
determine whether you need to configure cluster-wide profiler parameters to ignore some conflicts?

A. Whether the company has devices that use PXE boot

B. Whether the company has rare Internet of Things (IoT) devices

C. Whether some devices are running legacy operating systems

D. Whether some devices are incapable of captive portal or 802.1X authentication

HE: A

Y.

‘When you have created a rule in a ClearPass Policy Manager (CPPM) service's enforcement policy to quarantine devices with
endpoint conflicts, it is important to consider whether the company has devices that use PXE boot. PXE booting devices can create
conflicts in the profiler because they may temporarily have different network attributes (e.g,, MAC address or IP address) before
fully booting and obtaining their final configuration. Understanding whether PXE boot is in use can help determine if profiler
parameters need to be adjusted to ignore such temporary conflicts, ensuring that devices are not incorrectly quarantined.
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