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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1

Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.
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Topic 2

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

Topic 3
Security Logging and Monitoring: This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.

Topic 4

Data Protection: AWS Security specialists learn to ensure data confidentiality and integrity for data in
transit and at rest. Topics include lifecycle management of data at rest, credential protection, and
cryptographic key management. These capabilities are central to managing sensitive data securely,
reflecting the exam's focus on advanced data protection strategies.

Topic 5

Threat Detection and Incident Response: In this topic, AWS Security specialists gain expertise in crafting
incident response plans and detecting security threats and anomalies using AWS services. It delves into
effective strategies for responding to compromised resources and workloads, ensuring readiness to manage
security incidents. Mastering these concepts is critical for handling scenarios assessed in the SCS-C02
Exam.

Amazon AWS Certified Security - Specialty Sample Questions (Q241-Q246):
NEW QUESTION # 241 
An audit determined that a company's Amazon EC2 instance security group violated company policy by allowing unrestricted
incoming SSH traffic. A security engineer must implement a near-real-time monitoring and alerting solution that will notify
administrators of such violations.
Which solution meets these requirements with the MOST operational efficiency?

A. Create a recurring Amazon Inspector assessment run that runs every day and uses the Network Reachability package.
Create an Amazon CloudWatch rule that invokes an IAM Lambda function when an assessment run starts. Configure the
Lambda function to retrieve and evaluate the assessment run report when it completes. Configure the Lambda function also to
publish an Amazon Simple Notification Service (Amazon SNS) notification if there are any violations for unrestricted incoming
SSH traffic.
B. Create a recurring Amazon Inspector assessment run that runs every day and uses the Security Best Practices package.
Create an Amazon CloudWatch rule that invokes an IAM Lambda function when an assessment run starts. Configure the
Lambda function to retrieve and evaluate the assessment run report when it completes. Configure the Lambda function also to
publish an Amazon Simple Notification Service (Amazon SNS) notification if there are any violations for unrestricted incoming
SSH traffic.
C. Configure VPC Flow Logs for the VPC. and specify an Amazon CloudWatch Logs group. Subscribe the CloudWatch
Logs group to an IAM Lambda function that parses new log entries, detects successful connections on port 22, and publishes
a notification through Amazon Simple Notification Service (Amazon SNS).
D. Use the restricted-ssh IAM Config managed rule that is invoked by security group configuration changes that are not
compliant. Use the IAM Config remediation feature to publish a message to an Amazon Simple Notification Service (Amazon
SNS) topic.

Answer: D

Explanation:
The most operationally efficient solution to implement a near-real-time monitoring and alerting solution that will notify administrators
of security group violations is to use the restricted-ssh AWS Config managed rule that is invoked by security group configuration
changes that are not compliant. This rule checks whether security groups that are in use have inbound rules that allow unrestricted
SSH traffic. If a violation is detected, AWS Config can use the remediation feature to publish a message to an Amazon Simple
Notification Service (Amazon SNS) topic.
Option A is incorrect because creating a recurring Amazon Inspector assessment run that uses the Network Reachability package is
not operationally efficient, as it requires setting up an assessment target and template, running the assessment every day, and invoking
a Lambda function to retrieve and evaluate the assessment report. It also does not provide near-real-time monitoring and alerting, as
it depends on the frequency and duration of the assessment run.
Option C is incorrect because configuring VPC Flow Logs for the VPC and specifying an Amazon CloudWatch Logs group is not
operationally efficient, as it requires creating a log group and stream, enabling VPC Flow Logs for each subnet or network interface,
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and subscribing a Lambda function to parse and analyze the log entries. It also does not provide proactive monitoring and alerting, as
it only detects successful connections on port 22 after they have occurred.
Option D is incorrect because creating a recurring Amazon Inspector assessment run that uses the Security Best Practices package
is not operationally efficient, for the same reasons as option A. It also does not provide specific monitoring and alerting for security
group violations, as it covers a broader range of security issues. References:
* [AWS Config Rules]
* [AWS Config Remediation]
* [Amazon Inspector]
* [VPC Flow Logs]

NEW QUESTION # 242 
An AWS account administrator created an IAM group and applied the following managed policy to require that each individual user
authenticate using multi-factor authentication:

After implementing the policy, the administrator receives reports that users are unable to perform Amazon EC2 commands using the
AWS CLI.
What should the administrator do to resolve this problem while still enforcing multi-factor authentication?

A. Change the value of aws:MultiFactorAuthPresent to true.
B. Implement federated API/CLI access using SAML 2.0, then configure the identity provider to enforce multi-factor
authentication.
C. Instruct users to run the aws sts get-session-token CLI command and pass the multi-factor authentication
--serial-number and --token-code parameters. Use these resulting values to make API/CLI calls.
D. Create a role and enforce multi-factor authentication in the role trust policy. Instruct users to run the sts assume-role CLI
command and pass --serial-number and --token-code parameters. Store the resulting values in environment variables. Add
sts:AssumeRole to NotAction in the policy.

Answer: C

Explanation:
The correct answer is B. Instruct users to run the aws sts get-session-token CLI command and pass the multi-factor authentication -
-serial-number and --token-code parameters. Use these resulting values to make API/CLI calls.
According to the AWS documentation1, the aws sts get-session-token CLI command returns a set of temporary credentials for an



AWS account or IAM user. The credentials consist of an access key ID, a secret access key, and a security token. These
credentials are valid for the specified duration only. The session duration for IAM users can be between 15 minutes and 36 hours,
with a default of 12 hours.
You can use the --serial-number and --token-code parameters to provide the MFA device serial number and the MFA code from
the device. The MFA device must be associated with the user who is making the get-session-token call. If you do not provide these
parameters when your IAM user or role has a policy that requires MFA, you will receive an Access Denied error.
The temporary security credentials that are returned by the get-session-token command can then be used to make subsequent API
or CLI calls that require MFA authentication. You can use environment variables or a profile in your AWS CLI configuration file to
specify the temporary credentials.
Therefore, this solution will resolve the problem of users being unable to perform EC2 commands using the AWS CLI, while still
enforcing MFA.
The other options are incorrect because:
* A. Changing the value of aws:MultiFactorAuthPresent to true will not work, because this is a condition key that is evaluated by
AWS when a request is made. You cannot set this value manually in your policy or request. You must provide valid MFA
information to AWS for this condition key to be true.
* C. Implementing federated API/CLI access using SAML 2.0 may work, but it requires more operational effort than using the get-
session-token command. You would need to configure a SAML identity provider and trust relationship with AWS, and use a
custom SAML client to request temporary
* credentials from AWS STS. This solution may also introduce additional security risks if the identity provider is compromised.
* D. Creating a role and enforcing MFA in the role trust policy may work, but it also requires more operational effort than using the
get-session-token command. You would need to create a role for each user or group that needs to perform EC2 commands, and
specify a trust policy that requires MFA. You would also need to grant the users permission to assume the role, and instruct them to
use the sts assume-role command instead of the get-session-token command.
References:
1: get-session-token - AWS CLI Command Reference

NEW QUESTION # 243 
A Security Engineer is working with a Product team building a web application on AWS. The application uses Amazon S3 to host
the static content, Amazon API Gateway to provide RESTful services; and Amazon DynamoDB as the backend data store. The
users already exist in a directory that is exposed through a SAML identity provider.
Which combination of the following actions should the Engineer take to enable users to be authenticated into the web application and
call APIs? (Choose three.)

A. Configure an Amazon Cognito identity pool to integrate with social login providers.
B. Update DynamoDB to store the user email addresses and passwords.
C. Update API Gateway to use a COGNITO_USER_POOLS authorizer.
D. Configure a SAML identity provider in Amazon Cognito to map attributes to the Amazon Cognito user pool attributes.
E. Configure the SAML identity provider to add the Amazon Cognito user pool as a relying party.
F. Create a custom authorization service using AWS Lambda.

Answer: C,D,E

Explanation:
The combination of the following actions should the Engineer take to enable users to be authenticated into the web application and
call APIs are:
B) Configure a SAML identity provider in Amazon Cognito to map attributes to the Amazon Cognito user pool attributes. This is a
necessary step to federate the existing users from the SAML identity provider to the Amazon Cognito user pool, which will be used
for authentication and authorization1.
C) Configure the SAML identity provider to add the Amazon Cognito user pool as a relying party. This is a necessary step to
establish a trust relationship between the SAML identity provider and the Amazon Cognito user pool, which will allow the users to
sign in using their existing credentials2.
F) Update API Gateway to use a COGNITO_USER_POOLS authorizer. This is a necessary step to enable API Gateway to use
the Amazon Cognito user pool as an authorizer for the RESTful services, which will validate the identity or access tokens that are
issued by Amazon Cognito when a user signs in successfully3.
The other options are incorrect because:
A) Creating a custom authorization service using AWS Lambda is not a necessary step, because Amazon Cognito user pools can
provide built-in authorization features, such as scopes and groups, that can be used to control access to API resources4.
D) Configuring an Amazon Cognito identity pool to integrate with social login providers is not a necessary step, because the users
already exist in a directory that is exposed through a SAML identity provider, and there is no requirement to support social login
providers5.



E) Updating DynamoDB to store the user email addresses and passwords is not a necessary step, because the user credentials are
already stored in the SAML identity provider, and there is no need to duplicate them in DynamoDB6.
Reference:
1: Using Tokens with User Pools 2: Adding SAML Identity Providers to a User Pool 3: Control Access to a REST API Using
Amazon Cognito User Pools as Authorizer 4: API Authorization with Resource Servers and OAuth 2.0 Scopes 5: Using Identity
Pools (Federated Identities) 6: Amazon DynamoDB

NEW QUESTION # 244 
A company is using AWS Organizations to create OUs for its accounts. The company has more than 20 accounts that are all part of
the OUs. A security engineer must implement a solution to ensure that no account can stop to file delivery to AWS CloudTrail.
Which solution will meet this requirement?

A. Use AWS Systems Manager to ensure that CloudTrail is always turned on.
B. Create an SCP that includes a Deny rule tor the cloudtrail. StopLogging action Apply the SCP to all accounts in the OUs.
C. Create an SCP that includes an Allow rule for the cloudtrail. StopLogging action Apply the SCP to all accounts in the
OUs.
D. Use the --is-multi-region-trail option while running the create-trail command to ensure that logs are configured across all
AWS Regions.

Answer: B

Explanation:
Explanation
This SCP prevents users or roles in any affected account from disabling a CloudTrail log, either directly as a command or through
the console. https://asecure.cloud/a/scp_cloudtrail/

NEW QUESTION # 245 
A company suspects that an attacker has exploited an overly permissive role to export credentials from Amazon EC2 instance
metadata. The company uses Amazon GuardDuty and AWS Audit Manager. The company has enabled AWS CloudTrail logging
and Amazon CloudWatch logging for all of its AWS accounts.
A security engineer must determine if the credentials were used to access the company's resources from an external account.
Which solution will provide this information?

A. Review GuardDuty findings to find InstanceCredentialExfiltration events.
B. Review assessment reports in the Audit Manager console to find InstanceCredentialExfiltration events.
C. Review CloudWatch logs for GetSessionToken API calls to AWS Security Token Service (AWS STS) that come from
an account ID from outside the company.
D. Review CloudTrail logs for GetSessionToken API calls to AWS Security Token Service (AWS STS) that come from an
acount ID from outside the company.

Answer: A

Explanation:
The correct answer is A because GuardDuty can detect and alert on EC2 instance credential exfiltration events. These events
indicate that the credentials obtained from the EC2 instance metadata service are being used from an IP address that is owned by a
differentAWS account than the one that owns the instance1. GuardDuty can also provide details such as the source and destination
IP addresses, the AWS account ID of the attacker, and the API calls made using the exfiltrated credentials2.
The other options are incorrect because they do not provide the information needed to determine if the credentials were used to
access the company's resources from an external account. Option B is incorrect because Audit Manager does not generate
InstanceCredentialExfiltration events. Audit Manager is a service that helpsyou continuously audit your AWS usage to simplify how
you assess risk and compliance with regulations and industry standards3. Option C is incorrect because CloudTrail logs do not show
the account ID of the caller for GetSessionToken API calls to AWS STS. CloudTrail logs show the account ID of the identity
whose credentials were used to call the API4. Option D is incorrect because CloudWatch logs do not show the GetSessionToken
API calls to AWS STS by default. CloudWatch logs can show the API calls made by AWS Lambda functions, Amazon API
Gateway, and other AWS services that integrate with CloudWatch5.
Reference: InstanceCredentialExfiltration, Amazon GuardDuty Enhances Detection of EC2 Instance Credential Exfiltration, What Is
AWS Audit Manager?, Logging AWS STS API Calls with AWS CloudTrail, What IsAmazon CloudWatch Logs?



NEW QUESTION # 246
......

The goal of SCS-C02 preparation material is to help applicants prepare for the AWS Certified Security - Specialty certification
exam by providing them with the Actual SCS-C02 Exam Questions they need to pass the exam. This AWS Certified Security -
Specialty (SCS-C02) study material is in the form of practice tests and SCS-C02 PDF that thoroughly covers the content of the
test.
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