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¢ Designing Integration Solutions to Meet Security Requirements: This topic emphasizes securing access to
=x 1 the Anypoint Platform and APIs, using Anypoint Security, counteracting security vulnerabilities, and
understanding audit logging capabilities.

¢ Designing Integration Solutions to Meet Reliability Requirements: It includes selecting alternatives to
=X 2 traditional transactions, recognizing the purpose of various scopes and strategies, differentiating disaster
recovery and high availability, and using local and XA transactions.

¢ Initiating Integration Solutions on Anypoint Platform: Summarizing MuleSoft Catalyst and Catalyst
=x 3 Knowledge Hub, differentiating between functional and non-functional requirements, selecting features for
designing and managing APIs, and choosing deployment options are its sub-topics.

¢ Designing and Developing Mule Applications: It includes selecting application properties, using fundamental
=X 4 features, designing with core routers, understanding the Salesforce Connector, and leveraging core
connectors.

¢ Designing Automated Tests for Mule Applications: This topic covers unit test suites, and scenarios for
FH 5 integration and performance testing,

¢ Applying DevOps Practices and Operating Integration Solutions: Its sub-topics are related to designing CI
= 6 ¢ CD pipelines with MuleSoft plugins, automating interactions with Anypoint Platform, designing logging
configurations, and identifying Anypoint Monitoring features.

¢ Designing Architecture Using Integration Paradigms: This topic focuses on creating high-level integration
=x 7 architectures using various paradigms. It includes API-led connectivity, web APIs and HTTP, event-driven
APISs, and message brokers, and designing Mule application using messaging patterns and technologies.
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¢ Designing for the Runtime Plane Technology Architecture: It includes analyzing Mule runtime clusters,
=X 8 designing solutions for CloudHub, choosing Mule runtime domains, leveraging Mule 4 class loader
isolation, and understanding the reactive event processing model.
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HE#73

A developer is examning the responses from a RESTful web service that is compliant with the Mypertext Transfer Protocol
(HTTP/1.1) a8 defined by the Internet Engineering Task Force (IETF).

In this HTTP/1.1-compliant web service, which class of HTTP response status codes should be specified to indicate when client
requests are successfully received, understood, and accepted by the web service?

A. 5xx
B. 2xx
C. 4xx
D. 3xx

e B

M.

In an HTTP/1.1-compliant web service, the class of HTTP response status codes that indicates successful client requests is the 2xx
class. These status codes signify that the client's request was successfully received, understood, and accepted by the web service.
Common 2xx status codes include:

* 200 OK: The request was successful.

* 201 Created: The request was successful and a new resource was created.

*202 Accepted: The request has been accepted for processing, but the processing is not yet complete.

Other status code classes like 3xx (redirection), 4xx (client errors), and 5xx (server errors) indicate different types of responses and
do not signify successful request processing,

References

* IETF RFC 2616: HTTP/1.1 Specification

* HTTP Status Code Definitions

AE #74

A large life sciences customer plans to use the Mule Tracing module with the Mapped Diagnostic Context (MDC) logging
operations to enrich logging in its Mule application and to improve tracking by providing more context in the Mule application logs.
The customer also wants to improve throughput and lower the message processing latency in its Mule application flows.

After installing the Mule Tracing module in the Mule application, how should logging be performed in flows in Mule applications, and
what should be changed In the log4j2.xml files?

e A Inthe flows, wrap Logger components in Async scopes. In logdj2.xml files, change the appender’s pattern layout to use
the %asyncLogger placeholder and then assign the appender to a Logger or Root element.

e B. In the flows, add Mule Tracing module Set logging variable operations before any Core Logger components.
In log4j2.xml files, change the appender’'s pattern layout to use %MDC and then assign the appender to a Logger or Root
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element.

e C. Inthe flows, add Mule Tracing module Set logging variable operations before any Core Logger components.
In log4j2.xml files, change the appender"s pattern layout to use %easyncLogger placeholder and then assign the appender to
an AsyncLogger element.

¢ D. In the flows, add Mule Tracing module Set logging variable operations before any Core Logger components.
In log4j2.xm files, change the appender's pattern layout to use the %MDC placeholder and then assign the appender to an
AsyncLogger element.

HE: B

HEE#75

An insurance provider is implementing Anypoint platform to manage its application infrastructure and is using the customer hosted
runtime for its business due to certain financial requirements it must meet. It has built a number of synchronous API's and is currently
hosting these on a mule runtime on one server These applications make use of a number of components including heavy use of object
stores and VM queues.

Business has grown rapidly in the last year and the insurance provider is starting to receive reports of reliability issues from its
applications.

The DevOps team indicates that the API's are currently handling too many requests and this is over loading the server. The team has
also mentioned that there is a significant downtime when the server is down for maintenance.

As an integration architect, which option would you suggest to mitigate these issues?

A. Change applications by use an event-driven model

B. Increase physical specifications of server CPU memory and network

C. Add a load balancer and add additional servers in a cluster configuration

D. Add a load balancer and add additional servers in a server group configuration

e C

MH.

To address the reliability and scalability issues faced by the insurance provider, adding a load balancer and configuring additional
servers in a cluster configuration is the optimal solution. Here's why:

* Load Balancing; Implementing a load balancer will help distribute incoming API requests evenly across multiple servers. This
prevents any single server from becoming a bottleneck, thereby improving the overall performance and reliability of the system.

* Cluster Configuration: By setting up a cluster configuration, you ensure that multiple servers work together as a single unit. This
provides several benefits:

* High Availability: If one server goes down, the load balancer can redirect traffic to other available servers in the cluster, minimizing
downtime.

* Scalability: Additional servers can be added to the cluster to handle ncreased load as the business grows.

* Fault Tolerance: Clustering allows for automatic failover and recovery, ensuring that applications remain available even if one
server fails.

* Maintenance: With a cluster configuration, servers can be taken offline for maintenance one at a time without affecting the overall
availability of the applications, as the load balancer can redirect traffic to the remaining servers.

* VM Queues and Object Stores: In a clustered environment, the use of VM queues and object stores can be more efficiently
managed as these resources are distributed across multiple servers, reducing the risk of contention and improving throughput.
References:

* MuleSoft Documentation on Clustering: https:/docs.mulesoft. comymule-runtime/4.3/clustering

* Best Practices for Scaling Mule Applications: https://blogs.mulesoft.comvdev/mule-dev/mule-4-scaling- applications/

B2 #76

In Anypoint Platform, a company wants to configure multiple identity providers (IdPs) for nultiple lines of business (LOBs). Multiple
business groups, teams, and environments have been defined for these LOBs.

What Anypoint Platform feature can use multiple IdPs across the company's business groups, teams, and environments?

A. Virtual private clouds

B. Client (application) management

C. Permissions

D. MuleSoft-hosted (CloudHub) dedicated load balancers

g: D

0



Y.

To use a dedicated load balancer in your environment, you must first create an Anypoint VPC. Because you can associate multiple
environments with the same Anypoint VPC, you can use the same dedicated load balancer for your different environments.
Reference: https://docs.mulesoft.com/runtime-manager/cloudhub-dedicated-load-balancer

BE#77

In one of the critical payment related mule application, transaction is being used . As an enhancement to implementation , scatter
gather route is introduced which is also the part of transaction group. Scatter gather route has 4 routes.

‘What will be the behavior of the Mule application in case of error occurs in 4th route of the scatter-gather router and transaction
needs to be rolled back?

e A Scatter Gather router cannot be part of transaction
¢ B. Only errored route will be rolled back
e C. Allroutes will be rolled back

HE: C

MEH.
* Scatter Gather: When running within a transaction, Scatter Gather does not execute in parallel. This means that the second route is
executed after the first one is processed, the third after the second one, etc. In case of error, all routes will be rolled back
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