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Amazon AIP-C01 Exam Syllabus Topics:

Topic Details

¢ Operational Efficiency and Optimization for GenAl Applications: This domain encompasses cost
optimization strategies, performance tuning for latency and throughput, and implementing comprehensive
monitoring systenrs for GenAl applications.

Topic 1

¢ Al Safety, Security, and Governance: This domain addresses mput
e output safety controls, data security and privacy protections, compliance mechanisis, and responsible Al

Topic 2
op principles including transparency and fairness.

¢ Inplementation and Integration: This domain focuses on building agentic Al systems, deploying foundation
models, integrating GenAl with enterprise systers, implementing FM APIs, and developing applications

Topic 3
ol using AWS tools.

e Testing, Validation, and Troubleshooting: This domain covers evaluating foundation model outputs,
iplementing quality assurance processes, and troubleshooting GenAl-specific issues including prompts,

Topic 4
P integrations, and retrieval systemns.
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¢ Foundation Model Integration, Data Management, and Compliance: This domain covers designing GenAl
. architectures, selecting and configuring foundation models, building data pipelines and vector stores,
Topic 5 implementing retrieval mechanisms, and establishing prompt engineering governance.
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Amazon AWS Certified Generative Al Developer - Professional Sample
Questions (Q20-Q25):

NEW QUESTION # 20

A company uses Amazon Bedrock to implement a Retrieval Augmented Generation (RAG)-based system to serve medical
information to users. The company needs to compare multiple chunking strategies, evaluate the generation quality of two foundation
models (FMs), and enforce quality thresholds for deployment.

‘Which Amazon Bedrock evaluation configuration will meet these requirements?

e A Create a retrieve-only evaluation job that uses a supported version of Anthropic Claude Sonnet as the evaluator model.
Configure metrics for context relevance and context coverage. Define deployment thresholds in a separate CI/CD pipeline.

e B. Set up a pipeline that uses multiple retrieve-only evaluation jobs to assess retrieval quality. Create separate evaluation jobs
for both FMs that use Amazon Nova Pro as the LLM-as-a-judge model. Evaluate based on faithfulness and citation precision
1etrics.

e C. Create a retrieve-and-generate evaluation job that uses custom precision-at-k metrics and an LLM-as-a- judge metric
with a scale of 1-5. Include each chunking strategy in the evaluation dataset. Use a supported version of Anthropic Claude
Sonnet to evaluate responses from both FMs.

¢ D. Create a separate evaluation job for each chunking strategy and FM combination. Use Amazon Bedrock built-in metrics
for correctness and completeness. Manually review scores before deployment approval.

Answer: C

Explanation:

Option B is the correct evaluation configuration because it enables end-to-end assessment of both retrieval and generation quality
while supporting direct comparison of chunking strategies and foundation models.

Amazon Bedrock evaluation jobs are designed to support RAG workflows by evaluating how well retrieved context supports
accurate and high-quality model outputs.

A retrieve-and-generate evaluation job evaluates the complete RAG pipeline, not just retrieval. This is essential for medical
information use cases, where both the relevance of retrieved content and the correctness of generated responses directly impact user
safety and trust. Including multiple chunking strategies in the evaluation dataset allows side-by-side comparison under identical
prompts and conditions.

Custom precision-at-k metrics measure how effectively the retrieval component surfaces relevant chunks, while an LLM-as-a-judge
metric provides qualitative scoring of generated responses. Using a nuireric scale enables consistent, repeatable evaluation and
supports automated quality gates. Amazon Bedrock supports LLM-based evaluators to score dimensions such as accuracy,
completeness, and relevance.

Using the same evaluator model to assess outputs from both FMs ensures consistent scoring and eliminates evaluator bias. This
configuration allows the company to define quantitative thresholds that must be met before deployment, enabling automated
promotion through CI/CD pipelines.

Option A evaluates retrieval only and cannot assess generation quality. Option C introduces manual review, which does not scale
and delays deployment. Option D separates retrieval and generation evaluation, making it harder to correlate chunking strategies
with final output quality.

Therefore, Option B best meets the requirements for systematic evaluation, comparison, and quality enforcement in an Amazon
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Bedrock-based RAG system

NEW QUESTION # 21

A company runs a Retrieval Augmented Generation (RAG) application that uses Amazon Bedrock Knowledge Bases to perform
regulatory compliance queries. The application uses the Retrieve AndGenerateStream API. The application retrieves relevant
documents from a knowledge base that contains more than 50,000 regulatory docurments, legal precedents, and policy updates.

The RAG application is producing suboptimal responses because the initial retrieval often returns semantically similar but contextually
irrelevant documents. The poor responses are causing model hallucinations and incorrect regulatory guidance. The company needs
to improve the performance of the RAG application so it returns more relevant documents.

‘Which solution will meet this requirement with the LEAST operational overhead?

¢ A. Deploy an Amazon SageMaker endpoint to run a fine-tuned ranking model. Use an Amazon API Gateway REST API to
route requests. Configure the application to make requests through the REST API to rerank the results.

¢ B. Use the latest Amazon reranker model through the reranking configuration within Amazon Bedrock Knowledge Bases.
Use the model to improve document relevance scoring and to reorder results based on contextual assessments.

e C. Implement a retrieval pipeline that uses the Amazon Bedrock Knowledge Bases Retrieve API to perform initial document
retrieval. Call the Amazon Bedrock Rerank API to rerank the results. Invoke the InvokeModelWithResponseStream
operation to generate responses.

¢ D. Use Amazon Comprehend to classify documents and apply relevance scores. Integrate the RAG application's reranking
process with Amazon Textract to run document analysis. Use Amazon Neptune to perform graph-based relevance
calculations.

Answer: B

Explanation:

Option D is the correct solution because Amazon Bedrock Knowledge Bases natively support reranking by using Amazon-managed
reranker models, which are specifically designed to improve contextual relevance after the initial vector retrieval step. This approach
directly addresses the root cause of the issue: semantically similar but contextually irrelevant documents being passed to the
foundation model

By enabling the reranking configuration within Amazon Bedrock Knowledge Bases, the application can automatically reorder
retrieved documents based on deeper contextual understanding, such as regulatory scope, legal applicability, and semantic intent.
This significantly improves retrieval precision, which reduces hallucinations and improves the factual accuracy of generated regulatory
guidance.

Option D requires no additional infrastructure, no custom orchestration logic, and no separate model hosting,

The reranking is fully managed by Amazon Bedrock and integrates seamlessly with the existing Retrieve AndGenerateStream
workflow. This makes it the lowest operational overhead solution.

Option A introduces operational complexity by requiring a custom SageMaker endpoint, API Gateway routing, and model lifecycle
management. Option B combines multiple unrelated services and introduces significant complexity without being purpose-buiilt for
RAG relevance ranking, Option C improves relevance but requires explicitly calling the Rerank API and modifying the application
pipeline, which increases operational and integration effort compared to built-in reranking,

Therefore, Option D provides the most efficient, scalable, and AWS-recommended method to improve RAG retrieval quality while
minimizing operational burden.

NEW QUESTION # 22

A conpany is using Amazon Bedrock to develop a customer support Al assistant. The Al assistant must respond to customer
questions about their accounts. The Al assistant must not expose personal information in responses. The company must comply with
data residency policies by ensuring that all processing occurs within the same AWS Region where each customer is located.

The company wants to evaluate how effective the Al assistant is at preventing the exposure of personal information before the
company makes the Al assistant available to customers.

Which solution will meet these requirements?

e A, Configure an Amazon Bedrock guardrail to apply sensitive information filters. Set the guardrail to mask mode during
development and testing. Switch to block mode for production deployment. Deploy a copy of the guardrail to each Region
where the company operates.

e B. Configure a cross-Region Amazon Bedrock guardrail to apply a set of content and word filters. Set the guardrail to detect
mode during development and testing. Switch to mask mode for production deployment.

e (. Configure an Amazon Bedrock guardrail to apply content and topic filters. Set the guardrail to detect mode during
development, testing, and production. Disable invocation logging for the Amazon Bedrock model.



¢ D. Configure a cross-Region Amazon Bedrock guardrail to apply sensitive information filters. Set the guardrail to detect mode
during development and testing, Switch to block mode for production deployment.

Answer: A

Explanation:

Option B best meets all stated requirements by correctly combining PII protection, evaluation before launch

, and data residency compliance using Amazon Bedrock Guardrails. Amazon Bedrock guardrails provide native sensitive information
filtering that operates inline during model invocation, making them well suited for preventing personal data exposure in custormer-
facing Al assistants.

The requirement to evaluate how effective the Al assistant is at preventing exposure before release is best addressed by using mask
mode during development and testing. Mask mode allows responses to be generated while automatically redacting detected
personal information, making it easy for developers and reviewers to see where and how PII would have appeared. This provides
concrete validation that the guardrail rules are correctly configured without fully blocking responses, which is ideal for quality
assurance and pre- production evaluation.

For production, switching the guardrail to block mode ensures that responses containing personal information are fully prevented
from being returned to users. This offers the strongest protection and aligns with compliance expectations for customer account data.
Block mode is appropriate once confidence in the guardrail configuration has been established during testing.

The data residency requirement is addressed by deploying a copy of the guardrail in each AWS Region where the application
operates. Amazon Bedrock guardrails are Region-specific resources, and using Region- local guardrails ensures that inference,
filtering, and enforcement all occur within the same Region as the customer data. This avoids cross-Region processing and helps the
company comply with regulatory and contractual data residency policies.

Option A and D incorrectly rely on cross-Region guardrails, which can violate data residency constramnts.

Option C focuses on topic filtering rather than sensitive information filtering and keeps detect mode enabled in production, which
does not actively prevent PII exposure. Therefore, B is the only option that fully satisfies safety, compliance, and evaluation
requirements.

NEW QUESTION # 23

A healthcare company uses Amazon Bedrock to deploy an application that generates summaries of clinical documents. The
application experiences inconsistent response quality with occasional factual hallucinations.

Monthly costs exceed the company's projections by 40%. A GenAl developer must implement a near real- time monitoring solution
to detect hallucinations, identify abnormal token consumption, and provide early warnings of cost anomalies. The solution must
require minimal custom development work and maintenance overhead.

Which solution will meet these requirements?

e A. Configure Amazon Bedrock to store model nvocation logs in an Amazon S3 bucket. Enable text output logging. Configure
Amazon Bedrock guardrails to run contextual grounding checks to detect hallucinations. Create Amazon CloudWatch
anomaly detection alarns for token usage metrics.

¢ B. Run Amazon Bedrock evaluation jobs that use LLM-based judgments to detect hallucinations.

Configure Amazon CloudWatch to track token usage. Create an AWS Lambda function to process Cloud Watch metrics.
Configure the Lambda function to send usage pattern notifications.

e C. Configure Amazon CloudWatch alarnms to monitor InputTokenCount and OutputTokenCount metrics to detect anomalies.
Store model invocation logs in an Amazon S3 bucket. Use AWS Glue and Amazon Athena to identify potential hallucinations.

e D. Use AWS CloudTrail to log all Amazon Bedrock API calls. Create a custom dashboard in Amazon QuickSight to
visualize token usage patterns. Use Amazon SageMaker Model Monitor to detect quality drift in generated summaries.

Answer: A

Explanation:

Option C is the correct solution because it provides near real-time monitoring, hallucination detection, and cost anomaly awareness
using built-in Amazon Bedrock and Amazon CloudWatch capabilities, with minimal custom development.

By configuring Amazon Bedrock mnvocation logging with text output logging, the company captures detailed prompt and response
data for auditing and analysis without building custom logging pipelines. This data is stored in Amazon S3, providing durable storage
for compliance and retrospective investigation.

Using Amazon Bedrock guardrails with contextual grounding checks allows the application to automatically detect hallucnations by
verifying whether generated summaries are grounded in the provided clinical docurments. This is the AWS-recommended approach
for hallucination detection in RAG and summarization workloads and avoids the need to maintain custom evaluation models or
pipelines.

Creating Amazon CloudWatch anomaly detection alarns for InputTokenCount and OutputTokenCount metrics enables autormatic
detection of abnormal token usage patterns that often correlate with runaway prompts, inefficient summarization, or prompt injection



attempts. Anomaly detection adapts dynamically to usage trends, making it more effective than static thresholds for early cost
warnings.

Option A introduces batch analytics with Glue and Athena, which is not near real time and increases operational overhead. Option B
requires managing evaluation jobs and Lambda-based notification logic.

Option D focuses on infrastructure-level monitoring and offline dashboards rather than near real-time GenAl quality and cost signals.
Therefore, Option C best meets the requirements with the least operational effort and maintenance overhead.

NEW QUESTION # 24

A company is using AWS Lambda and REST APIs to build a reasoning agent to automate support workflows.

The system must preserve memory across interactions, share relevant agent state, and support event-driven invocation and
synchronous invocation. The system must also enforce access control and session-based permissions.

‘Which combination of steps provides the MOST scalable solution? (Select TWO.)

¢ A. Use Amazon Bedrock Agents for reasoning and conversation management. Use AWS Step Functions and Amazon SQS
for orchestration. Store agent state in Amazon DynamoDB.

¢ B. Use Amazon Bedrock AgentCore to manage memory and session-aware reasoning. Deploy the agent with built-in identity
support, event handling, and observability.

¢ C. Build a custom RAG pipeline by using Amazon Kendra and Amazon Bedrock. Use AWS Lambda to orchestrate tool
mvocations. Store agent state in Amazon S3.

¢ D. Register the Lambda functions and REST APIs as actions by using Amazon API Gateway and Amazon EventBridge.
Enable Amazon Bedrock AgentCore to invoke the Lambda functions and REST APIs without custom orchestration code.

¢ E. Deploy the reasoning logic as a container on Amazon ECS behind API Gateway. Use Amazon Aurora to store memory
and identity data.

Answer: B,D

Explanation:

The combination of Options A and B provides the most scalable and AWS-native architecture for building reasoning agents with
persistent memory, session awareness, secure access control, and flexible invocation models.

Amazon Bedrock AgentCore is purpose-built to manage agent memory, session context, and identity-aware reasoning across
interactions. It elimnates the need for developers to manually store and retrieve agent state, manage session lifecycles, or implement
custom memory layers. AgentCore natively supports both synchronous requests and event-driven execution, making it ideal for
support workflow automation.

Option B complements AgentCore by enabling seamless tool invocation. By registering AWS Lambda functions and REST APIs as
agent actions through API Gateway and EventBridge, the agent can invoke tools reactively or synchronously without custom
orchestration code. EventBridge enables event-driven execution, while API Gateway supports synchronous request-response
patterns.

This combination provides built-in security, observability, and scaling, while avoiding the operational burden of managing queues,
databases, or custom workflow engines.

Option C introduces unnecessary orchestration complexity. Option D increases infrastructure management and cost. Option E stores
agent state in S3, which is not suitable for low-latency, session-based reasoning,

Therefore, A and B together deliver the most scalable, secure, and low-overhead solution for production- grade reasoning agents on
AWS.

NEW QUESTION # 25
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