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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q22-Q27):

NEW QUESTION # 22

A cloud administrator has been receiving reports of slow response times from users accessing their organization's web application,
which is protected by FortiWeb Cloud.

‘Which two steps can be taken to potentially alleviate the problem? (Choose two.)

A. Enabling the content delivery network (CDN).

B. Adding additional passthrough load balancers.

C. Changng the DNS records to point to the web application.

D. Deploying FortiWeb Cloud in the same region where the web application is hosted.

Answer: A,D
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Explanation:
Deploying FortiWeb Cloud closer to the web application reduces latency and improves response times.
Enabling CDN caches content closer to users, reducing load times and speeding up content delivery.

NEW QUESTION # 23

Your organization is deciding between deploying FortiGate active-passive high-availability (HA) in Google Cloud using either the
software-defined network (SDN) connector or load balancers.

‘What two reasons should your organization choose the SDN connector over the load balancer deployment?

(Choose two.)

A. Failovers are faster because ofto API calls.

B. There isess admnistrative overhead.

C. The SDN connector supports multizone failover.
D. Cost is lower.

Answer: B,.D

Explanation:
Using the SDN connector avoids additional load balancer costs, making it more cost-effective.
The SDN comnector enables multizone failover by directly managing network routing, which load balancers do not nherently

support.

NEW QUESTION # 24

Google Cloud network services offer vast finctionality and inter-connectivity between the cloud and on- premises networks.

Which three additional finctions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. SSL VPN

B. SSL inspection

C. OSPF over IPSec

D. Secure SD-WAN with application visibility
E. Web filtering

Answer: A,B,D

Explanation:

FortiGate provides SSL. VPN capabilities for secure remote access.

It offers SSL inspection to decrypt and inspect encrypted traffic for threats.

FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 25
A cloud administrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

A. Google Cloud IAM
B. FortiWeb Cloud

C. FortiWeb VM

D. Google Cloud Armor
E. Google Cloud Run

Answer: B,C,D

Explanation:

FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.

FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.



NEW QUESTION # 26
You have been tasked with deploying an active-active FortiGate high-availability cluster in Google Cloud.
How can you ensure that traffic will flow symmetrically?

A. Deploy internal passthrough network load balancers on both sides of the cluster they support symmetric hashing,

B. Google Cloud performs NAT on incoming traffic for external passthrough network load balancers. No action is needed.
C. Enable the layer 3 unified threat management scanning feature on FortiGate.

D. There is no need to ensure traffic symmetry because FortiGate can effectively inspect asymmetric traffic.

Answer: A

NEW QUESTION # 27
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