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Microsoft GitHub Administration Sample Questions (Q22-Q27):

NEW QUESTION # 22
You want to ensure a secret is automatically available to only workflows in internal and private repositories in the organization.
Where do you configure the required access policy?

A. Organization secret
B. Actions policies

C. Runner groups

D. Rulesets

Answer: A

Explanation:
You set the access policy on the Organization Secret itself - configuring its visibility so it's scoped automatically to only internal and
private repositories.

NEW QUESTION # 23
‘What makes GitHub Apps a more secure choice for automation over OAuth Apps?

A. GitHub Apps always require two-factor authentication.

B. GitHub Apps are limited to read-only access and cannot write to repositories.
C. GitHub Apps can only be installed by organization owners.

D. GitHub Apps authenticate as an app with fine-grained permissions, not as a user.

Answer: D

Explanation:
GitHub Apps authenticate as themselves with fine-grained, installation-scoped permissions and short-lived tokens - rather than
nheriting a user's broad OAuth scopes - minimizing blast radius and aligning with least-privilege principles.

NEW QUESTION # 24
Which of'the following is a key benefit of setting default read permissions across organizations?

A. Increases efficiency in content creation and updates.

B. Suits environments where all users need write access.

C. Improves collaboration by allowing users to modify content directly.
D. Enhances security by mmimizing unintended modifications.

Answer: D

Explanation:
Enforcing a default of Read for organization members ensures they can view content without the ability to push changes, reducing the
risk of accidental or unauthorized modifications.

NEW QUESTION # 25
Your organization wants to reduce costs. Which of the following actions should you take?

A. Remove all outside collaborators
B. Disable SAML SSO for members
C. Regularly audit for inactive users
D. Grant all users admin permissions

Answer: C

Explanation:
Regularly auditing for inactive (dormant) users lets you suspend or remove accounts that aren't consuming seats - fieeing up licenses
and directly lowering your per-user subscription costs.



NEW QUESTION # 26
Which of'the following GitHub token types supports fine-grained repository permissions AND is recommended for CI/CD
automation?

A. GitHub App Installation Access Tokens
B. OAuth tokens

C. Device Tokens

D. Personal Access Tokens (PATs)

Answer: A

Explanation:

GitHub App Installation Access Tokens are privileged to the exact permissions you grant the App - down to individual reposttories -
and rotate automatically, making them the recommended choice for CI/CD automation workflows that demand least-privilege, fine-
grained access.

NEW QUESTION # 27
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