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F5 F5CAB5 Exam Syllabus Topics:

Topic Details

Topic 1
Identify the reason load balancing is not working as expected: This domain addresses troubleshooting load
balancing by analyzing persistence, priority groups, rate limits, health monitor configurations, and availability
status.

Topic 2
Given a scenario, interpret traffic flow: This domain covers understanding traffic patterns through client-
server communication analysis and interpreting traffic graphs and SNMP results.

Topic 3
Identify network level performance issues: This section focuses on diagnosing network problems including
packet capture needs, interface availability, packet drops, speed and duplex settings, and TCP profile
optimization.,
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Topic 4
Determine resource utilization: This domain covers analyzing system resources including control plane
versus data plane usage, CPU statistics per virtual server, interface statistics, and disk and memory
utilization.

Topic 5
Identify the reason a virtual server is not working as expected: This section covers diagnosing virtual server
issues including availability status, profile conflicts and misconfigurations, and incorrect IP addresses or
ports.

Topic 6
Identify the reason a pool is not working as expected: This domain focuses on troubleshooting pools
including health monitor failures, priority group membership, and configured versus availability status of
pools and members.

F5 BIG-IP Administration Support and Troubleshooting Sample Questions
(Q77-Q82):
NEW QUESTION # 77 
Refer to the exhibit.
The image shows the status of a virtual server namedapplication_vsin the BIG-IP Configuration Utility.
What is the cause of the status shown? (Choose two answers)

A. Virtual Server administratively disabled
B. Pool member(s) administratively disabled
C. Pool member(s) forced offline
D. Node(s) administratively disabled

Answer: B,D

Explanation:
The exhibit shows the virtual serverapplication_vswith a status indicating it isoffline but enabled. In BIG-IP terminology, this status
means the virtual server itself is administratively enabled, but it is unable to pass traffic becauseno usable pool members are available.
Two common and documented causes for this condition are:
Pool member(s) administratively disabled (Option A):When all pool members are administratively disabled, BIG-IP removes them
from load-balancing decisions. Even though the virtual server remains enabled, it has no available pool members to send traffic to,
resulting in an offline status.
Node(s) administratively disabled (Option C):Pool members inherit the status of their parent nodes. If a node is administratively
disabled, all associated pool members are also marked unavailable. This condition causes the virtual server to show as offline, even
though the virtual server configuration itself is correct.
The other options are incorrect:
Forced offline pool members (Option B)result in a different operational intent and are explicitly set for maintenance scenarios.
Virtual server administratively disabled (Option D)would show the virtual server as disabled, not enabled/offline.
This behavior is consistent with BIG-IP traffic management logic and is commonly verified by reviewingpool and node availability
stateswhen diagnosing virtual server availability issues.

NEW QUESTION # 78 
Which command displays ARP table entries?

A. show sys dns
B. show net self
C. show net arp
D. show sys route

Answer: C

Explanation:
Used to verify IP-to-MAC address mappings.



NEW QUESTION # 79 
During a high-demand traffic event, the BIG-IP Administrator needs to limit the number of new connections per second allowed to a
Virtual Server. What should the administrator apply to accomplish this task?

A. A OneConnect profile to the Virtual Server
B. An HTTP Compression profile to the Virtual Server
C. A connection rate limit to the Virtual Server
D. A connection limit to the Virtual Server

Answer: C

Explanation:
F5 BIG-IP provides two distinct ways to throttle traffic on a Virtual Server: total capacity and velocity.
Connection Rate Limit: This setting specifically controls the number of new connection attempts per second. It is the correct tool for
managing traffic spikes and protecting backend resources from being overwhelmed by a high frequency of new requests.
Comparison (Connection Limit): A standard Connection Limit (Option C) restricts the total concurrent connections allowed at any
one time, regardless of how fast they arrive.

NEW QUESTION # 80 
A BIG-IP Administrator makes a configuration change to the BIG-IP device. Which file logs the message regarding the configuration
change?

A. /var/log/audit
B. /var/log/messages
C. /var/log/user.log
D. /var/log/secure

Answer: A

Explanation:
The BIG-IP system uses the audit log to track administrative actions and configuration changes.
Audit Logging Functionality: When a user modifies the configuration via the Configuration Utility (GUI), the Traffic Management
Shell (tmsh), or iControl, the system records the event in the audit log. This includes the name of the user who made the change, the
timestamp, and the specific command or object that was modified.
Log Location: The audit log is stored at /var/log/audit.

NEW QUESTION # 81 
A BIG-IP Administrator adds new Pool Members into an existing, highly utilized pool. Soon after, there are reports that the
application is failing to load for some users. What pool level setting should the BIG-IP Administrator check?

A. Availability Requirement
B. Slow Ramp Time
C. Allow SNAT
D. Action On Service Down

Answer: B

Explanation:
When adding new members to an active, high-traffic pool, the Slow Ramp Time setting is critical for maintaining application stability.
* Mechanism: The Slow Ramp Time feature (located in the Pool properties) allows the BIG-IP system to gradually increase the
number of connection requests sent to a newly added or recently enabled pool member.
* The Issue: In a highly utilized pool, if Slow Ramp Time is set to 0 (the default), the BIG-IP immediately begins sending a
proportional share of traffic to the new members. If the application requires a "warm-up" period (e.g., to build local caches or
establish database connection pools), the sudden influx of traffic can overwhelm the new server, causing it to drop requests or fail to
load content for users.
* Recommendation: F5 recommends setting a non-zero Slow Ramp Time (measured in seconds) to allow the new member to scale
up its processing capacity incrementally.
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