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Prüfungsfragen mit Lösungen (Q47-Q52):
47. Frage 
Which tool provides a dedicated environment to contain and analyze malware?

A. Controller
B. Sandbox
C. Gateway
D. Encryption

Antwort: B

Begründung:
Asandboxis a controlled, isolated environment used to safely run, observe, and analyze potentially malicious code. In cybersecurity,
sandboxes allow analysts to execute malware samples without risking contamination of production systems. This enables
identification of malware behavior, persistence techniques, and indicators of compromise.
Encryption protects confidentiality, but does not allow safe execution. Gateways control traffic flow, and controllers manage devices
or workloads. Only a sandbox provides the dedicated containment required for malware analysis.
In cloud environments, sandboxing is often implemented at scale to analyze suspicious files or traffic automatically. This practice
enhances defenses against zero-day exploits, advanced persistent threats, and polymorphic malware. By preventing malware from
escaping, sandboxes provide essential forensic and detection insights without endangering the wider environment.

48. Frage 
Which phase of software design covers the combination of individual components of developed code and the determination of
proper interoperability?

A. Planning
B. Training
C. Coding
D. Testing

Antwort: D

Begründung:
The phase of software design that integrates individual code components and verifies their interoperability is Testing, specifically
integration testing. After developers write and unit-test individual modules, those modules must be combined into a complete system.
The testing phase ensures that these modules communicate properly, data flows correctly, and overall functionality meets
requirements.
Planning establishes project goals, coding builds individual components, and training prepares users. None of these directly verify
interoperability. Testing is critical because even well-functioning components may fail when combined, due to interface mismatches,
unexpected data structures, or dependency issues.
Cloud-based systems often integrate microservices, APIs, and third-party services. Testing validates that these distributed
components interact seamlessly. Proper testing reduces defects, supports reliability, and ensures a consistent end-user experience. It
also aligns with DevOps practices, where continuous integration and automated testing pipelines quickly identify and remediate
interoperability issues.

49. Frage 
A customer service representative needs to verify a customer's private information, but the representative does not need to see all
the information. Which technique should the service provider use to protect the privacy of the customer?

A. Hashing
B. Tokenization
C. Encryption
D. Masking

Antwort: D

Begründung:
Data maskingis a privacy-preserving technique that replaces sensitive fields with obfuscated or partial values while retaining usability.



For example, displaying only the last four digits of a Social Security Number or credit card number. This allows a representative to
verify identity without accessing the full data set.
Hashing and encryption protect data at rest or in transit, but they do not allow selective partial display.
Tokenization substitutes sensitive data with unique tokens but is typically used for storage and processing rather than interactive
verification. Masking, on the other hand, is specifically designed for scenarios where a user must work with limited but recognizable
data.
By using masking, organizations enforce the principle of least privilege, reduce exposure of sensitive information, and align with
privacy standards such as PCI DSS and GDPR.

50. Frage 
Which methodology encompasses conducting tests around the interaction of end users with new code that is intended for a patch?

A. Full testing
B. Nonfunctional testing
C. Functional testing
D. Tabletop testing

Antwort: C

Begründung:
Functional testingvalidates that new or updated code performs correctly from the end user's perspective.
This type of testing ensures that the patch delivers intended results without introducing errors. It focuses on verifying user
interactions, workflows, and outputs.
Full testing may cover all aspects, but it is broader than necessary. Nonfunctional testing evaluates performance, scalability, or
usability, not direct functionality. Tabletop testing is a discussion-based exercise, often used for incident response.
Functional testing ensures customer satisfaction by aligning patches with expected system behavior. It is a core component of Agile
and DevOps pipelines, where user experience and rapid delivery are prioritized.

51. Frage 
An organization wants to secure the boundary between a lower-security zone and a higher-security zone.
Which security measure should it use?

A. Bastion host
B. Host isolation
C. Virtual client
D. Secure Shell

Antwort: A

Begründung:
Abastion hostis a hardened system placed at the boundary between different security zones. It acts as a gateway, controlling access
from a less secure network (such as the internet or a lower-trust zone) into a higher-security zone (such as an internal cloud
environment).
Secure Shell (SSH) provides secure communication but does not create a boundary. Virtual clients and host isolation are endpoint
measures, not boundary defenses.
By placing a bastion host at the perimeter, organizations centralize monitoring, apply strict access controls, and reduce attack
surfaces. These hosts are typically stripped down to essential services, patched frequently, and monitored closely. In cloud
environments, bastion hosts are essential for controlling administrative access while enforcing strong authentication and logging.

52. Frage
......
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