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When an [Psec VPN is established in aggressive mode, AH+ESP can be used to encapsulate packets in NAT traversal scenarios.

e A FALSE
e B. TRUE

EfE: A

A -

Comprehensive and Detailed Explanation:

* Aggressive modes a faster IKE Phase 1 negotiation method butdoes not support NAT traversal (NAT-T) with AH.
* NAT-T only works with ESP, because:

* AH includes the original IP header in its integrity check, which breaks when NAT modifies the [P address.

* ESP works with NAT-Tsince it does not include the original IP header in its integrity check.

* Why is this statement false?

* AH does not support NAT-T, soAH+ESP cannot be used in NAT traversal scenarios.

HCIP-Security References:

* Huawei HCIP-Security Guide # IPsec VPN NAT Traversal

HM #60

In a Huawei network security environment, which of the following is a key advantage of using HWTACACS over RADIUS for
device management authentication?

Options:

A. HWTACACS provides per-command authorization, allowing different privilege levels for different users.
B. HWTACACS encrypts only passwords, while RADIUS encrypts the entire payload.

C. HWTACACS does not support accounting, while RADIUS does.

D. HWTACACS operates over UDP, ensuring faster commumnication than RADIUS.

Ef: A

fERL:

Understanding the Differences Between HWTACACS and RADIUS:

* HWTACACS(Huawei Terminal Access Controller Access-Control System) is aHuawei-enhanced version of TACACS+used
forAAA (Authentication, Authorization, and Accounting).

* RADIUS (Remote Authentication Dial-In User Service)is also an AAA protocol but is mainly designed fornetwork access
authentication, such asVPNs and wireless authentication.

Why is Option B Correct?

* HWTACACS supports per-command authorization, meaning administrators canassign different command privileges to different
users.

* For example, ajunior network engineer may be allowed to view configurations but not modify them

, while asenior engineer has full access.

* RADIUS does not support granular command authorization, as it primarily controlsnetwork access rather than device
managenment.

HH #61
iMaster NCE-Campus has a built-in LDAP module that enables it to finction as an LDAP server to interconnect with access
devices through LDAP.

e A FALSE
e B. TRUE

IEf#E: A

R -

Comprehensive and Detailed Explanation:

* Master NCE-Campus does not have a built-in LDAP server.Instead, it integrates with external authentication servers such as:
* RADIUS servers

* Active Directory (AD) with LDAP

* HWTACACS servers



* Why is this statement false?

* MMaster NCE-Campus can connect to LDAP but does not act as an LDAP server itself.
HCIP-Security References:

* Huawei HCIP-Security Guide # iMaster NCE-Campus Authentication Integration

A #62

Huawei iMaster NCE-Canpus is a web-based centralized management and control system in the CloudCampus Solution. It
supports user access management and can function as mutltiple types of authentication servers. Which of the following servers can
iMaster NCE-Campus not be used as?

e A HWTACACS server
e B. ADserver

e (. Portal server

e D. RADIUS server

Ef#: B

A -

Comprehensive and Detailed Explanation:

* Master NCE-Campus functions as multiple authentication servers, including:
* Portal Server# For web-based authentication.

* RADIUS Server# For centralized authentication and policy enforcement.

* HWTACACS Server# For admmnistrative command authorization.

* Why is B correct?

* Master NCE-Campus cannot finction as an Active Directory (AD) server.It can integrate with an external AD server but does
not replace it.

HCIP-Security References:

* Huawei HCIP-Security Guide # iMaster NCE-Campus Authentication

B #63
Which of'the following statements is false about RADIUS and HWTACACS?

¢ A. Both of them feature good flexibility and extensibility.

¢ B. Both of them support authorization of configuration commands.
e C. Both of themuse the client/server model

¢ D. Both of them use shared keys to encrypt user information.

EfE: B

R :

Comprehensive and Detailed Explanation:

* RADIUS and HWTACACS are AAA (Authentication, Authorization, and Accounting) protocols, but they have key differences:
* RADIUS# Encrypts only passwords (not the entire message).

* HWTACACS# Encrypts the entire packet, providing better security.

* Command authorization:

* RADIUS does not support command-level authorization.

* HWTACACS supports per-command authorization(used in network device access control).
* Why is C false?

* RADIUS does not authorize configuration commands; HWTACACS does.

HCIP-Security References:

* Huawei HCIP-Security Guide # RADIUS vs. HWTACACS
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