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¢ Prometheus Fundamentals: This domain evaluates the knowledge of DevOps Engineers and emphasizes the
core architecture and components of Prometheus. It includes topics such as configuration and scraping

=R 1 techniques, limitations of the Prometheus system, data models and labels, and the exposition format used

for data collection. The section ensures a solid grasp of how Prometheus functions as a monitoring and

alerting toolkit within distributed environments.

¢ Alerting and Dashboarding: This section of the exam assesses the competencies of Cloud Operations
Engineers and focuses on monitoring visualization and alert management. It covers dashboarding basics,
alerting rules configuration, and the use of Alertmanager to handle notifications. Candidates also learn the
core principles of when, what, and why to trigger alerts, ensuring they can create reliable monitoring
dashboards and proactive alerting systems to maintain system stability.

=2

e Observability Concepts: This section of the exam measures the skills of Site Reliability Engineers and

covers the essential principles of observability used in modern systems. It focuses on understanding
=3 metrics, logs, and tracing mechanisis such as spans, as well as the difference between push and pull data
collection methods. Candidates also learn about service discovery processes and the findamentals of
defining and maintaining SLOs, SLAs, and SLIs to monitor performance and reliability.

¢ PromQL: This section of the exam measures the skills of Monitoring Specialists and focuses on
Prometheus Query Language (PromQL) concepts. It covers data selection, calculating rates and
derivatives, and performing aggregations across time and dimensions. Candidates also study the use of

FH 4 binary operators, histograms, and timestamp metrics to analyze monitoring data effectively, ensuring
accurate interpretation of system performance and trends.
¢ Instrumentation and Exporters: This domain evaluates the abilities of Software Engineers and addresses the
methods for integrating Prometheus into applications. It includes the use of client libraries, the process of
=x 5 nstrumenting code, and the proper structuring and naming of metrics. The section also introduces exporters

that allow Prometheus to collect metrics from various systemns, ensuring efficient and standardized
monitoring implementation.

%[l Cloud & Containers PCA F 2 M EZEA| (Q22-Q27):

A2 #22
What is the best way to expose a timestamp from your application?

A. With a gauge that has the timestamp as value.

B. With a constant metric of value 1 and the timestamp as label.

C. With a counter that is increased to the correct value.

D. With a constant metric of value 1 and the timestamp as metric timestamp.

HE: A

M3

The correct way to expose a timestamp from an application in Prometheus is to use a gauge metric where the timestamp value (in
Unix time, seconds since epoch) is stored as the metric's value. This approach aligns with the Prometheus data model, which
discourages embedding timestamps as labels or metadata.

Exanple:

app_last_successfil backup timestamp_seconds 1.696358e+09

In this example, the gauge represents the timestamp of the last successful backup. The _seconds suffix indicates the unit of
measurement, making the metric self-descriptive. Prometheus automatically assigns timestamps to scraped samples, so the metric's
value is treated purely as data, not as a Prometheus sample time.

Options B and D are incorrect because Prometheus does not allow arbitrary timestamps or labels for time values. Option C is
incorrect since counters are monotonically increasing and not suited for discrete timestamp values.

Reference:

Verified fiom Prometheus documentation - Instrumentation Best Practices (Exposing Timestamps), Gauge Metric Semantics, and




Metric Naming Conventions - _seconds suffix.

A2 #23
Which metric type uses the delta() function?

A. Info

B. Histogram
C. Gauge

D. Counter

HE. C

dE:

The delta() finction in PromQL calculates the difference between the first and last samples in a range vector over a specified time
window. This flnction is primarily used with gauge metrics, as they can move both up and down, and delta() captures that net
change directly.

For exanple, if'a gauge metric like node memory Active bytes changes from 1000 to 1200 within a 5-minute window,
delta(node memory Active_bytes[5Sm]) returns 200.

Unlike rate() or increase(), which are designed for monotonically increasing counters, delta() is ideal for metrics representing
resource levels, capacities, or instantaneous measurements that fluctuate over time.

Reference:

Verified from Prometheus documentation - PromQL Range Functions - delta(), Gauge Semantics and Usage, and Comparing
detlta() and rate() sections.

EE#24
How do you calculate the average request duration during the last 5 minutes from a histogram or summary called
http request_duration seconds?

A. rate(http_request_duration seconds_total[Sm]) / rate(http_request duration seconds average[Sm])
B. rate(http_request_duration seconds_total[5my) / rate(http_request duration second$ count[Sm])
C. rate(http_request duration seconds_sum[5my) / rate(http request duration seconds_count[Smy)
D. rate(http_request_duration seconds_sum[5my) / rate(http _request duration seconds_average[5my)

¥e: C

Y.

In Prometheus, histograms and summaries expose metrics with _sumand _count suffixes to represent total accumulated values and
sample counts, respectively. To compute the average request duration over a given time window (for example, 5 minutes), you
divide the rate of increase of _sum by the rate of increase of _count:

\text{Average duration} = \frac{\text{rate(http request duration seconds sum[5m])} }
{Mtext{rate(http_request duration seconds_count[5Sm[)}} Here,

http _request duration seconds_sumrepresents the total accumulated request time, and

http _request duration seconds_count represents the number of requests observed.

By dividing these rates, you obtain the average request duration per request over the specified time range.

Reference:

Extracted and verified from Prometheus documentation - Querying Histograms and Summaries, PromQL Rate Function, and Metric
Naming Conventions sections.

AR #25
What is a rule group?

A. Tt is a set of rules that are executed sequentially.
B. It is the set (the group) of all the rules in a file.
C. It is a set of rules, split into groups by type.

D. It is a set of rules that are grouped by labels.

. A

o



Y.

In Prometheus, a rule group is a logical collection of recording and alerting rules that are evaluated sequentially at a specified interval.
Rule groups are defined in YAML files under the groups: key, with each group containing a name, an interval, and a list of rules.

For example:

groups:

- name: exanple

mterval: 1m

rules:

- record: jobhttp _inprogress_requests:sum

expr: sum(http_inprogress_requests) by (job)

Allrules in a group share the same evaluation schedule and are executed one after another. This ensures determmnistic order,
especially when one rule depends on another’s result.

Reference:

Verified from Prometheus documentation - Rule Configuration, Rule Groups and Evaluation Order, and Recording & Alerting Rules
Guide.

HE #26
When can you use the Grafana Heatmap panel?

A. You can use it to graph an info metric.

B. You can use it to graph a gauge metric.

C. Youcanuse it to graph a counter metric.
D. You can use it to graph a histogram metric.

q3": D

MH.

The Grafana Heatmap panel is best suited for visualizing histogram metrics collected from Prometheus. Histograms provide bucketed
data distributions (e.g., request durations, response sizes), and the heatmap effectively displays these as a two-dimensional density
chart over time.

In Prometheus, histogram metrics are exposed as multiple time series with the _bucket suffix and the label le (less than or equal).
Grafana interprets these buckets to create visual bands showing how frequently different value ranges occurred.

Counters, gauges, and info metrics do not have bucketed distributions, so a heatmap would not produce meaningful output for them.
Reference:

Verified from Grafana documentation - Heatmap Panel Overview, Visualizing Prometheus Histograms, and Prometheus
documentation - Understanding Histogram Buckets.
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