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Matching - ASM Use Case to Feature
Use Case

A) Identify exposed CVEs

B) Review vulnerable asset details
C) Investigate active threat paths
D) Monitor evolving service risks
Feature

1. Attack surface rules

2. Asset inventory

3. Threat response center

4. Continuous ASM scans
Response:
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Which of'the following is NOT a task type in Cortex XSIAM playbooks?
Response:

A. Reinforcement task
B. Automation script
C. Conditional task
D. Manual task
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What is the cause when alerts generated by a correlation rule are not creating an incident?

A. The rule does not have a drill-down query configured

B. The rule is using the preconfigured Cortex XSIAM alert field mapping.
C. The rule has alert suppression enabled

D. The rule is configured with alert severity below Medium.
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The correct answer isA - The rule is configured with alert severity below Medium.

By default, in Cortex XSIAM,only alerts with a severity of Medium or higher will automatically generate incidents. Ifa correlation
rule creates alerts with severity set below Medium (such as Low or Informational), these alerts willnotresult in the automatic creation
ofan incident. This ensures that incident queues are not filled with low-priority events.

"Incidents are generated only for alerts with severity of Medium or higher. Alerts below this threshold will not automatically create
incidents." Document Reference:XSIAM Analyst ILT Lab Guide.pdf Page:Page 28 (Alerting and Detection section)
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An analyst conducting a threat hunt needs to collect multiple files from various endpoints. The analyst begins the file retrieval process
by using the Action Center, but upon review of the retrieved files, notices that the list is incomplete and missing files, including kernel
files.

‘What could be the reason for the issue?

A. The analyst must manually retrieve kernel files by accessing the machine directly

B. The retrieval process is limited to 500 MB in total file size

C. The endpoint agents were in offline mode during the file retrieval process, causing some files to be skipped
D. The file retrieval policy applied to the endpoints may restrict access to certain system or kernel files

ZE: D
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The correct answer isA - The file retrieval policy applied to the endpoints may restrict access to certain system or kernel files.
Cortex XSIAM and XDR implement security policies and permissions that mayrestrict the retrieval of sensitive system files, including
kernel files, for safety and compliance reasons. When a file retrieval action is initiated, the endpoint policy controls which files are
accessible; kernel and other protected files are often excluded from remote retrieval actions to prevent accidental or unauthorized
access.

"The file retrieval policy controls which files can be remotely collected from endpoints. Sensitive files, such as kernel or system files,
may be restricted by policy and are not accessible through standard remote retrieval actions." Document Reference:EDU-270c-10-
lab-guide 02.docx (1).pdf Exact Page:Page 13 (Agent Deployment and Configuration section)
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What is the expected behavior when querying a data model with no specific fields specified in the query?

A. No fields will be returned by default.

B. The query will error out and not run.

C. The xdm _core fieldset will be returned by default.
D. The default dataset=xdr_data fields will be returned.

ER:. C
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The correct answer isD - The xdm _core fieldset will be returned by default.

In Cortex XSIAM, when no specific fields are selected in a data model query, thexdm core fieldset(which contains essential, core
fields of the dataset) is automatically returned. This ensures analysts always have a baseline set of meaningful information in the
results, even when fields are not explicitly specified.

"When no fields are specified in a data model query, Cortex XSIAM defaults to returning the xdm_core fieldset, which contains key
metadata and context." Document Reference:EDU-270c-10-lab-guide 02.docx (1).pdf Page:Page 29 (Data Model section)
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