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Topic 1

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Topic 2

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL. and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systerns (IPS) to monitor and
mitigate threats within enterprise networks.

Topic 3

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate commumnication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 4

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
inplementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

Topic 5

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions

(Q12-Q17):

NEW QUESTION # 12
Examine the following partial output from two system debug commands; then answer the question below.




# diagnose hardware sysinfo memory
MemTotal: 3092728 kB
MemFree: 1954204 kB
MemShared: 0 kB
Buffers: 284 kB

Cached: 143004 kB
SwapCached: 0 kB
Active: 34092 kB
Inactive: 109256 kB
HighTotal 1179648 kB
HighFree: 853516 kB
LowTotal: 1913080.kB
LowFree: 1100688.kB
SwapTotal 0. kB
SwapFree: 0'kB

# diagnose hardware sysinfo shm
SHM counter: 285

SHM allocated: 6823936
SHM total 623452160
-copeeqvpmode: 0

shm last entered: n/a

system last entered: n/a

SHM FS total 639725568

SHM FS free: 632614912
all 10656

Which of the following statements are true regarding the above outputs? (Choose two.)

A. The unit is in kernel conserve mode

B. The unit is running a 32-bit FortiOS

C. Kernel indirectly accesses the low memory (Low Total) through memory paging
D. The Cached value is always the Active value plus the Inactive value

Answer: B,D

NEW QUESTION # 13
View the exhibit, which contains a session entry, and then answer the question below.

session 1 =] state uration=4 expire=5 timeocut=3600 flags

What statements are correct regarding this session? (Choose two.)

A. It is an UDP session that has seen traffic flow both ways.

B. This is a TCP session that was blocked by firewall policy ID 0.
C. Itis a TCP sessionin SYN SENT state.

D. This session terminates or originates in the FortiGate device.

Answer: C,D

NEW QUESTION # 14
Which statement about NGFW policy-based application filtering is true?

e A. After IPS identifies the application, it adds an entry to a dynamic ISDB table.



¢ B. After the application has been identified, the kernel uses only the Layer 4 header to match the traffic.
¢ C. FortiGate will drop all packets until the application can be identified.
e D. The IPS security profile is the only security option you can apply to the security policy with the action set to ACCEPT.

Answer: C

NEW QUESTION # 15
Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal
network.
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An admimnistrator would like to test session failover between the two service provider connections.
‘What changes must the admnistrator make to force this existing session to immediately start using the other mterface? (Choose two.)

e A. Change the priority of the portl static route to 11.

e B. unset snat-route-change to return it to the default setting,
e C. Change the priority of the port2 static route to 5.

e D. Configure set snat-route-change enable.

Answer: A,D

NEW QUESTION # 16



Which two statements about bulk configuration changes using FortiManager CLI scripts are correct?
(Choose two.)

¢ A. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed
FortiGate

¢ B. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

¢ (. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to
mnstallation.

¢ D. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

Answer: A,C

NEW QUESTION # 17
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