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NVIDIA NCP-AIN A8 Z:

FH 2

e SpectrumX Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing

=R 1 NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,

and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging

DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.

o Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes

FH 2 understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right

storage options based on speed, scalability, and cost to fit Al networking needs.
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¢ InfinBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures
the skills of Data Center Network Administrators and covers the configuration and operational
maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant
environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and
analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

FH 3

Al (Q24-Q29):
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Z| Al NVIDIA-Certified Professional NCP-AIN £ 2 M

A2 #24
What are two methods for accessing the operating system on a BlueField DPU?
Pick the 2 correct responses below

A. Via rshim over a USB connection on the host

B. Via the networking interfaces (data ports) in NIC mode
C. Via the rshim interface over the PCle bus

D. Via the Redfish API

Y. AC

Y.

Accessing theBlueField DPU Operating System (OS)is possible throughrshim, either over PCle or USB, and viaSSH through the
OOB interfacewhen n DPU mode.

From theN VIDIA BlueField Software Documentation:

"You can access the BlueField OS through the rshim interface. The rshim module enables host-to-DPU communication either via
PCle (default) or USB."

* B. rshim over PCle: Default when BlueField is installed in a host.

* D. rshim over USB: Useful for provisioning or systems without PCle drivers.

Incorrect Options:

* A (NIC mode): BlueField acts as a transparent NIC; OS access is not available to the host.

* C (Redfish): Redfish is for out-of-band management, not direct OS-level access.

Reference: Accessing BlueField OS - rshim via PCle and USB Methods

EE #25

You are deploying a Kubernetes cluster for Al workloads using NVIDIA Spectrum+ X switches. You need to automate the
deployment and management of networking components in this environment.

‘Which NVIDIA tool is specifically designed to automate the deployment and management of networking components in a
Kubernetes cluster with Spectrum-X switches?

A. GPU Operator

B. Mellanox OFED
C. Container Runtime
D. Network Operator

HE: D

MY

TheNVIDIA Network Operatoris designed to simplify and automate the deployment and management of networking components in
Kubernetes clusters, particularly those utilizing NVIDIA Spectrum-X switches. It manages the installation and configuration of
necessary drivers, plugins, and other networking resources to enable features like RDMA and GPUDirect RDMA, which are
essential for high-performance Al workloads.

By leveraging Kubernetes Custom Resource Definitions (CRDs) and the Operator Framework, the Network Operator ensures that
networking components are consistently and correctly configured across the cluster, reducing manual intervention and potential

configuration errors.
Reference:NVIDIA Network Operator Documentation

EE #26



You're designing a multi- GPU system for Al training using NVIDIA GPUs with NVLink connections.
You need to maximize inter-GPU commumication bandwidth. Which feature included in NCCL allows for improved communication
between GPUs and NICs?

A. SHARP v2

B. PXN

C. Adaptive Routing

D. Graph Search Optimization

He: B

Y.

The correct answer isSPXN (Peer eXchange Network).

From theNVIDIA NCCL Docummentation:

"PXN enables commumnication between GPUs connected via NVLink and NICs by treating the GPUs as a distributed switch. This
architecture improves bandwidth utilization by enabling any GPU to commumicate with the NIC via the shortest path available, even
if it's not directly connected to the NIC." This enhances GPU-to-NIC and NIC-to-GPU transfers, leveraging the NVLink topology.
It significantly boosts performance in multi-GPU setups where not every GPU is directly connected to the NIC.

Other options:

* Adaptive Routingis a fabric-level feature for dynamic path rerouting,

* Graph Search Optimizationis used internally for topology modeling in NCCL.

* SHARP v2is a switch-based collective acceleration method, unrelated to PXN.

Reference: NVIDIA NCCL User Guide - PXN Feature Section

AE #27
What are the necessary steps to upgrade the MLNX-OS on InfiniBand Switches?

e A. Connect to the switches using SSH, fetch the MLNX-OS software image, and use the 'install command to perform the
upgrade.

¢ B. Restart the switches, connect to the switches using Telnet, and use the 'update’ command to perform the upgrade.

e C. Power offthe switches, insert the installation media, and power on the switches to start the upgrade process.

¢ D. Remove the switches from the switch fabric, fetch the MLNX-OS software image, and use the 'upgrade' command to
perform the upgrade.

HE. A

HE:

To upgrade the MLNX-OS on InfiniBand switches, the recommended procedure is as follows:

* Connect to the switch via SSH: Establish a secure shell connection to the switch using its management IP address.

* Fetch the MLNX-OS software image: Obtain the appropriate MLNX-OS software image from the official source or reposttory.
* Use the 'install command to perform the upgrade: Execute the 'install command on the switch to initiate the upgrade process with
the fetched software image.

This method ensures a smooth and efficient upgrade without the need for physical intervention or service disruption.

Reference Extracts from NVIDIA Documentation:

* "Click on Systems # MLNX-OS Upgrade. Select the desired upgrade method (e.g. 'Install from local file'). Select your image and
click 'Install Image'."

AE #28
In Cumulus Linux, which technology enables the ability to provide active-active redundancy to servers, without the need for direct
mnter-switch links?

e A VSS
e B.MLAG
e C. EVPN Multi-homing

He: C

Y.
EVPN Multi-homingenablesactive-active redundancy without inter-switch linksby usingoverlay routing over VXLAN and distributed



control plane using BGP EVPN.

From the officialN VIDIA Cumulus Linux EVPN Multhoming Documentation:

"EVPN multhoming allows multiple Top-of-Rack (ToR) switches to connect to the same server while maintaining full layer-2
redundancy without the need for inter-switch links or traditional MLAG configuration." Key benefits:
* Simplified topology (no ISL/peer-link needed)

* BGP-based control plane

* Fast convergence

* Active-active links per host NIC

Incorrect Options:

* MLAGrequires ISL between switches and peer-link configuration.

* VSS(Virtual Switching System) is a Cisco term, not supported in NVIDIA networking.
Reference: Cumulus Linux Docs - EVPN Multihoming
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