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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

Topic 1
RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
features of validation tools, and common wireless issues.

Topic 2
WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage
requirements, roaming considerations, and common proprietary features in wireless networks.

Topic 3
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.

Topic 4
WLAN Network Security: It addresses the concepts of weak security options, security mechanisms for
enterprise WLANs, and security options and tools used in wireless networks.
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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q96-
Q101):
NEW QUESTION # 96 
You are deploying a WLAN with the access points configured for 10 mW of output power on the 2.4 GHz radios and 20 mW of
output power on the 5GHz radios. Some semi-directional antennas are also in use. What kind of deployment is described?

A. High density
B. SOHO
C. Residential
D. Standard office

Answer: B

Explanation:
A high-density deployment is a wireless network that is designed to support a large number of users and devices in a relatively small
area. This type of deployment is often used in enterprise environments, such as offices, schools, and hospitals.
The use of semi-directional antennas in the deployment described in the question is a good indication that it is a high-density
deployment. Semi-directional antennas can be used to focus the signal from an access point in a specific direction. This can help to
reduce interference and improve performance in high-density environments.
The other answer choices are less likely to be correct for the following reasons:
* SOHO (small office/home office) deployments are typically smaller and less complex than high-density deployments.
* Residential deployments are typically even smaller and less complex than SOHO deployments.
* Standard office deployments may be high-density, but they may also be lower-density.
It is important to note that the type of deployment is not determined solely by the output power of the access points. However, the
use of 10 mW of output power on the 2.4 GHz radios and 20 mW of output power on the
5GHz radios is also consistent with a high-density deployment.
Here are some additional tips for deploying a high-density wireless network:
* Use a site survey to determine the optimal placement of access points.
* Configure the access points to use non-overlapping channels.
* Use semi-directional or directional antennas to focus the signal and reduce interference.
* Implement a wireless intrusion prevention system (WIPS) to detect and mitigate rogue access points and other security threats.

NEW QUESTION # 97 
You are the network administrator for ABC Company. Your manager has recently attended a wireless security seminar. The
seminar speaker taught that a wireless network could be hidden from potential intruders if you disabled the broadcasting of the SSID
in Beacons and configured the access points not to respond to Probe Request frames that have a null SSID field.
Your manager suggests implementing these security practices. What response should you give to this suggestion?

A. Any 802.11 protocol analyzer can see the SSID in clear text in frames other than Beacons frames. This negates any
security benefit of trying to hide the SSID in Beacons and Probe Response frames.
B. To improve security by hiding the SSID, the AP and client stations must both be configured to remove the SSID from
association request and response frames. Most WLAN products support this.
C. Any tenants in the same building using advanced penetration testing tools will be able to obtain the SSID by exploiting
WPA EAPOL-Key exchanges. This poses an additional risk of exposing the WPA key.
D. This security practice prevents manufacturers' client utilities from detecting the SSID. As a result, the SSID cannot be
obtained by attackers, except through social engineering, guessing, or use of a WIPS.

Answer: A

Explanation:
The response that you should give to your manager's suggestion of implementing the security practices of disabling the broadcasting
of the SSID in Beacons and configuring the access points not to respond to Probe Request frames that have a null SSID field is that
any 802.11 protocol analyzer can see the SSID in clear text in frames other than Beacons frames. This negates any security benefit
of trying to hide the SSID in Beacons and Probe Response frames. The SSID (Service Set Identifier) is a human-readable name that
identifies a WLAN and allows users to connect to it. The SSID is transmitted in clear text in several types of 802.11 frames, such as
Beacon frames, Probe Request frames, Probe Response frames, Association Request frames, Association Response frames,
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Reassociation Request frames, and Reassociation Response frames. Some people may think that hiding the SSID can improve the
security of the WLAN by making it invisible to potential intruders. However, this is not true, as hiding the SSID only removes it from
Beacon frames and Probe Response frames that have a null SSID field. The SSID is still present in other types of frames that can be
easily captured and analyzed by any 802.11 protocol analyzer or wireless scanner tool. Therefore, hiding the SSID does not provide
any real security benefit and may even cause some compatibility and performance issues for legitimate users. References: 1, Chapter
4, page 133; 2, Section 4.1

NEW QUESTION # 98 
You are using a tool that allows you to see signal strength for all Aps in the area with a visual representation. It shows you SSIDs
available and the security settings for each SSID. It allows you to filter by frequency band to see only 2.4 GHz networks or only 5
GHz networks. No additional features are available.
What kind of application is described?

A. Site survey utility
B. WLAN scanner tool
C. Protocol analyzer
D. Spectrum analyzer

Answer: B

Explanation:
The tool described is a WLAN (Wireless Local Area Network) scanner tool. WLAN scanner tools are designed to provide
information about the wireless networks in a given area, including:
* Signal Strength: They show the signal strength of all access points (APs) in the vicinity, which is crucial for understanding the
coverage area and potential interference.
* SSID Visualization: These tools display the SSIDs (Service Set Identifiers) of available networks, allowing users to identify
different wireless networks easily.
* Security Settings Information: WLAN scanner tools often show the type of security implemented on each network, such as
WPA2, WEP, etc.
* Frequency Band Filtering: They allow users to filter and view networks based on the frequency band (2.4 GHz or 5 GHz), which
is useful for analyzing network distribution and planning.
While protocol analyzers, site survey utilities, and spectrum analyzers are also used in wireless networking, their functions are distinct
from what is described:
* Protocol Analyzersare more sophisticated and are used to capture and analyze network traffic.
* Site Survey Utilitiesare used to map signal coverage and plan network layouts, often with more advanced features for detailed site
surveys.
* Spectrum Analyzersprovide a detailed view of the frequency spectrum and non-Wi-Fi interference but don't typically focus on
SSIDs or security settings.
Thus, the correct answer is D, a WLAN scanner tool, based on the functionalities described.
References:
* CWNA Certified Wireless Network Administrator Official Study Guide: Exam PW0-105, by David D.
Coleman and David A. Westcott.
* Tools and techniques for wireless network analysis and troubleshooting.

NEW QUESTION # 99 
A client STA must choose the best AP for connectivity. As part of the evaluation, it must verify compatible data rates. What can the
client STA use to verify that an AP supports the same data rates that it supports?

A. Probe request frames transmitted by other client STAs
B. Beacon frames transmitted by the AP
C. Authentication frames transmitted by the other client STAs
D. Data frames sent between the AP and current clients STAs

Answer: B

Explanation:
The client STA can use Beacon frames transmitted by the AP to verify that an AP supports the same data rates that it supports.
Beacon frames are management frames that are periodically broadcasted by the APs to announce their presence, capabilities, and
parameters. Oneof the information elements contained in the Beacon frames is the Supported Rates or Extended Supported Rates,



which lists the data rates that the AP can use for communication. The client STA can compare its own data rates with those
advertised by the AP to determine if they are compatible. Data frames, authentication frames, and probe request frames do not
contain information about data rates. References: [CWNP Certified Wireless Network Administrator Official Study Guide:
ExamCWNA-109], page 133; [CWNA: Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page
123.

NEW QUESTION # 100 
An 802.11-based network uses an AP and has several connecting clients. The clients include iPhones, iPads, laptops and one
desktop. What WLAN use case is represented?

A. WPAN
B. Ad-hoc
C. IBSS
D. BSS

Answer: D

Explanation:
A BSS (Basic Service Set) is a WLAN use case that represents an 802.11-based network that uses an AP (Access Point) and has
several connecting clients. The AP acts as a central point of coordination and communication for the clients, which can include
iPhones, iPads, laptops, desktops, or any other devices that have Wi-Fi capabilities. A BSS can be identified by a unique BSSID
(Basic Service Set Identifier), which is usually the MAC address of the AP's radio interface. A BSS can also be associated with an
SSID (Service Set Identifier), which is a human-readable name that identifies the network. References: , Chapter 1, page 23; ,
Section 1.1

NEW QUESTION # 101
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