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A 27
e Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
=x 1 connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.

¢ Event Search: This domain focuses on performing advanced event searches from detections, refining
=M 2 searches using event actions, and distinguishing between commonly used event types.

o Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
FH 3 Domain Search to gather intelligence during investigations.

¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
=M 4 applying its tactics and techniques within Falcon to provide context to detections.

¢ Event Investigation: This domain covers analyzing Process and Host Tinrelines, pivoting to Process
FH 5 Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.
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AE #131
An administrator needs to download a file for analysis that was blocked by the sensor. Where are quarantine files located within the
Falcon UI?

¢ A Investigate > Quarantine

¢ B. Configuration > Response > Quarantine

¢ C. Endpoint Security > Monitor > Quarantined Files
¢ D. Dashboards > Security > Quarantine

HE: C

HAE #132
The Falcon platform will show a maximum of how many detections per day for a single Agent Identifier (AID)?

A0
B. 1
C.2
D.3

02
m

: D

HE #133

A SOC Manager is reviewing the monthly efficiency of the incident response team. They are specifically analyzing how many alerts
were handled by each individual analyst and the ratio of legitimate threats to noise to optimize staffing levels. While navigating the
Detection Resolutions Dashboard, which of the following metrics would they NOT find, as it is primarily located within the Activity
or Executive summary dashboards?

A. Total Detections by Host

B. Total count of False Positives

C. Detections by user (Analyst performance)
D. Detection resolution status breakdown

X
m

: A

EE #134
During the triage of a detection nvolving a newly created persistent task, which specific indicator is most important for a responder
to identify the actual intent of the service?

A. The physical location of the endpoint in the office.

B. The Agent ID (AID) of the host where the detection fired.
C. The command-line arguments used during the task creation.
D. The total CPU usage of the parent process.

o
m

: C

EE #135
An executive asks for a definition of 'CrowdScore'. Which of the following sentences best describes what CrowdScore is?

A. It is a measure of the total processing power being used by the Falcon sensors globally.

B. It is a metric designed to show an organization's threat level on a continual basis by aggregating related detections.
C. It is the total number of detections that have been resolved within the last 24 hours.

D. It is a ranking system that compares your organization's security to other companies.

o: B
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