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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q271-Q276):

NEW QUESTION # 271
Which NIST Incident category includes any activity that seeks to access or identify a federal agency computer, open ports,
protocols, service or any combination for later exploit?

A. Malicious code
B. Scans/ Probes/ Attempted Access

C. Improper usage
D. Denial-of-Service

Answer: B

Explanation:

According to NIST guidelines, the incident category that includes activities seeking to access or identify a federal agency computer,
open ports, protocols, services, or any combination thereof for later exploitation is categorized as “Scans/Probes/Attempted
Access'. This category encompasses any unauthorized attempts to access systens, networks, or data, which may include scanning
for vulnerabilities or probing to discover open ports and services.

NEW QUESTION # 272
Which of the following statements are true about security risks? Fach correct answer represents a complete solution. Choose three.

A. They are considered an indicator of threats coupled with vulnerability.

B. They can be analyzed and measured by the risk analysis process.

C. They can be mitigated by reviewing and taking responsible actions based on possible risks.
D. They can be removed completely by taking proper actions.

Answer: A,B,C

Explanation:

In information security, security risks are considered an indicator of threats coupled with vulnerability. In other words, security risk is
a probabilistic finction of a given threat agent exercising a particular vulnerability and the impact of that risk on the organization.
Security risks can be mitigated by reviewing and taking responsible actions based on possible risks. These risks can be analyzed and
measured by the risk analysis process. Answer option B is incorrect. Security risks can never be removed completely but can be
mitigated by taking proper actions.

NEW QUESTION # 273
John works as an Incident manager for TechWorld Inc. His task is to set up a wireless network for his organization. For this, he

needs to decide the appropriate devices and policies required to set up the network.
Which of the following phases of the incident handling process will help him accomplish the task?

e A Recovery
e B. Fradication
e C. Containment
e D. Preparation

Answer: D

Explanation:

Preparation is the first step in the incident handling process. It includes processes like backing up copies of all key data on a regular
basis, monitoring and updating software on a regular basis, and creating and implementing a documented security policy. To apply
this step a documented security policy is formulated that outlines the responses to various incidents, as a reliable set of instructions
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during the time of an incident. The following list contains iters that the incident handler should maintain in the preparation phase i.e.
before an incident occurs:

Establish applicable policies

Build relationships with key players

Build response kit

Create incident checklists

Establish communication plan

Perform threat modeling

Build an incident response team

Practice the demo incidents

Answer option A is incorrect. The Containment phase of the Incident handling process is responsible for supporting and building up
the incident combating process. It ensures the stability of the systemand also confirms that the incident does not get any worse. The
Containment phase includes the process of preventing firther contamination of the system or network, and preserving the evidence
of the contamination.

Answer option D is incorrect. The Eradication phase of the Incident handling process involves the cleaning-up of the identified
harmful incidents from the system. It includes the analyzing of the information that has been gathered for determining how the attack
was committed. To prevent the incident from happening again, it is vital to recognize how it was conceded out so that a prevention
technique is applied.

Answer option B is incorrect. Recovery is the fifth step of the incident handling process. In this phase, the Incident Handler places
the system back into the working environment. In the recovery phase the Incident Handler also works with the questions to validate
that the systemrecovery is successful. This involves testing the system to make sure that all the processes and functions are working
normal. The Incident Handler also monitors the system to make sure that the systems are not compromised again. It looks for
additional signs of attack.

NEW QUESTION # 274
Mark is monitoring the network traffic on his organization's network. He wants to detect TCP and UDP ping sweeps on his
network. Which type of filter will be used to detect this?

A. tep.dstport=7 and udp.dstport—=7
B. tep.dstport=7 and udp.srcport—=7
C. tep.dstport="7 and udp.srcport—=7
D. tcp.dstport—="7 and udp.dstport=7

Answer: C

Explanation:

To detect TCP and UDP ping sweeps, the filter used would be one that checks for packets with a source port of 7, which is
commonly associated with the "echo” service used in ping operations. This filter is applied to both TCP and UDP traffic to identify
any ping sweeps occurring on those protocols.

References: The answer is based on standard network monitoring practices for detecting ping sweeps, which involve looking for
traffic on the echo service port, typically port 71.

NEW QUESTION # 275
A local bank wants to protect their card holder data. The bank should comply with the standard to ensure the security of
card holder data.

A. SOAX
B. HIPAA
C.ISEC

D. PCIDSS

Answer: D

NEW QUESTION # 276
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