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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q138-Q143):
NEW QUESTION # 138 
Which of the following is a software tool used in passive attacks for capturing network traffic?

A. Warchalking
B. Intrusion prevention system
C. Intrusion detection system
D. Sniffer

Answer: D

Explanation:
A sniffer is a software tool that is used to capture any network traffic. Since a sniffer changes the NIC of the
LAN card into promiscuous mode, the NIC begins to record incoming and outgoing data traffic across the
network. A sniffer attack is a passive attack because the attacker does not directly connect with the target host.
This attack is most often used to grab logins and passwords from network traffic. Tools such as Ethereal,
Snort, Windump, EtherPeek, Dsniff are some good examples of sniffers. These tools provide many facilities to
users such as graphical user interface, traffic statistics graph, multiple sessions tracking, etc.
Answer option A is incorrect. An intrusion prevention system (IPS) is a network security device that monitors
network and/or system activities for malicious or unwanted behavior and can react, in real-time, to block or
prevent those activities. When an attack is detected, it can drop the offending packets while still allowing all
other traffic to pass.
Answer option B is incorrect. An IDS (Intrusion Detection System) is a device or software application that
monitors network and/or system activities for malicious activities or policy violations and produces reports to a
Management Station. Intrusion prevention is the process of performing intrusion detection and attempting to
stop detected possible incidents. Intrusion detection and prevention systems (IDPS) are primarily focused on
identifying possible incidents, logging information about them, attempting to stop them, and reporting them to
security administrators.
Answer option C is incorrect. Warchalking is the drawing of symbols in public places to advertise an open Wi-Fi
wireless network. Having found a Wi-Fi node, the warchalker draws a special symbol on a nearby object, such
as a wall, the pavement, or a lamp post. The name warchalking is derived from the cracker terms war dialing
and war driving.

NEW QUESTION # 139 
With which of the following forms of acknowledgment can the sender be informed by the data receiver about all segments that have
arrived successfully?

A. Cumulative Acknowledgment
B. Block Acknowledgment
C. Selective Acknowledgment
D. Negative Acknowledgment

Answer: C

Explanation:
Selective Acknowledgment (SACK) is one of the forms of acknowledgment. With selective acknowledgments, the sender can be
informed by a data receiver about all segments that have arrived successfully, so the sender retransmits only those segments that
have actually been lost. The selective acknowledgment extension uses two TCP options: The first is an enabling option, "SACK-
permitted", which may be sent in a SYN segment to indicate that the SACK option can be used once the connection is established.
The other is the SACK option itself, which can be sent over an established connection once permission has been given by "SACK-
permitted".
Answer option A is incorrect. Block Acknowledgment (BA) was initially defined in IEEE 802.11e as an optional scheme to improve
the MAC efficiency. IEEE 802.11n capable devices are also referred to as High Throughput (HT) devices. Instead of transmitting an
individual ACK for every MPDU, multiple MPDUs can be acknowledged together using a single BA frame. Block Ack (BA)
contains bitmap size of 64*16 bits. Each bit of this bitmap represents the status (success/failure) of an MPDU.
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Answer option B is incorrect. With Negative Acknowledgment, the receiver explicitly notifies the sender which packets, messages,
or segments were received incorrectly that may need to be retransmitted.
Answer option C is incorrect. With Cumulative Acknowledgment, the receiver acknowledges that it has correctly received a packet,
message, or segment in a stream which implicitly informs the sender that the previous packets were received correctly. TCP uses
cumulative acknowledgment with its TCP sliding window.

NEW QUESTION # 140 
Which of the following IEEE standards operates at 2.4 GHz bandwidth and transfers data at a rate of 54 Mbps?

A. 802.11g
B. 802.11a
C. 802.11r
D. 802.11n

Answer: A

NEW QUESTION # 141 
Michelle is a network security administrator working at a multinational company. She wants to provide secure access to corporate
data (documents, spreadsheets, email, schedules, presentations, and other enterprise data) on mobile devices across organizations
networks without being slowed down and also wants to enable easy and secure sharing of information between devices within an
enterprise. Based on the above mentioned requirements, which among the following solution should Michelle implement?

A. MAM
B. MDM
C. MCM
D. MEM

Answer: C

Explanation:
Incident management enables an organization to analyze, identify, and rectify hazards and prevent future recurrence in business
continuity management. It involves a systematic process that manages the lifecycle of all incidents. Incident management ensures that
normal service operation is restored as quickly as possible and the business impact is minimized. It is an integral part of an
organization's business continuity and disaster recovery plan, focusing on the immediate response to incidents, establishing protocols
for communication, and promoting swift recovery actions.

NEW QUESTION # 142 
Which of the following ranges of addresses can be used in the first octet of a Class C network address?

A. 0-127
B. 224-255
C. 128-191
D. 192-223

Answer: D

NEW QUESTION # 143
......
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