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NEW QUESTION # 21
Refer to the exhibit. The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.

FortiGate web filter profile configuration

Edit Web Filter Profile
Name Corpor ate
Comments Wil mmoent £ 0/255

Featre e —

=RTINET.

€ FortiGuard Category Based Filter

E] Bandwadth Consumung o

Freeware and Software Dowinloags O Allow
File Sharing and Storag® @ Allow
Streaming Media ahd Download © Allow
Peer to peerFileSharing @ Alow
Internet Radi& and TV © Allow
Inter net Telephony @ ANiow
Malicious Websites @ Block

35% €D

An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The
administrator must also allow other websites in the same category.
What are two solutions for satisfying the requirement? (Choose two.)

A. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

B. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.
C. Set the Freeware and Software Downloads category Action to Warning,

D. Configure a separate firewall policy with action Deny and an FQDN address object for*.download.com as destination
address.

Answer: B,D



Explanation:

Creating a static URL filter to block download.com specifically allows blocking that site without affecting the entire category.
Using a separate firewall policy with a Deny action for an FQDN address object matching download.com can also block the site
while allowing others in the same category.

NEW QUESTION # 22
Refer to the exhibit.

IPsec tunnel configuration
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A network administrator is troubleshooting an [Psec tunnel between two FortiGate devices. The administrator has determined that
phase 1 failed to come up. The administrator has also re- entered the pre-shared key on both FortiGate devices to make sure they
match.

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes can the administrator
make to bring phase 1 up? (Choose two.)

A. Onboth FortiGate devices, set Dead Peer Detection to On Demand.
B. On HQ-FortiGate, disable Diffie-Helman group 2.

C. On HQ-FortiGate, set IKE mode to Main (ID protection).

D. On Remote-FortiGate, set port2 as Interface.

Answer: C,D
Explanation:



On the HQ-FortiGate the IKE phase 1 mode is set to Aggressive, while on the Remote-FortiGate it is set to Main (ID protection).
Both sides must use the same IKE mode for phase 1 to come up, so changing HQ-FortiGate to Main mode resolves this mismatch.
On the Remote-FortiGate, the phase 1 Interface is configured as portl, but according to the diagram the WAN-facing interface with
IP 10.10.200.10 is port2. The local interface in the [Psec configuration must match the physical WAN interface, so changing it to
port2 is required for the tunnel to establish.

NEW QUESTION # 23

Refer to the exhibits. A web filter profile configuration and firewall policy configuration are shown.

You are trying to access www.facebook.com, but you are redirected to a FortiGuard web filtering block page.
Based on the exhibits, what is the possible cause of the issue?
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A. The firewall policy inspection mode is incorrect.

B. The web rating override configuration is incorrect.

C. For www.facebook.com, the URL filter action is incorrect.
D. The web filter profile feature set is configured incorrectly.

Answer: B

Explanation:
The web filter profile shows a URL filter override for www.facebook.com with action Monitor, which should allow access.
However, the block page shows FortiGuard categorizing www.facebook.com as Malicious Websites and blocking it. This indicates

that the web rating override configuration is incorrect (the override is not applied properly), so FortiGuard's default category action
takes precedence and blocks the site.

NEW QUESTION # 24
A FortiGate administrator is required to reduce the attack surface on the SSL VPN portal.
‘Which SSL timer can you use to mitigate a denial of service (DoS) attack?



A. SSL VPN dtls-hello-timeout

B. SSL VPN login-timeout

C. SSL VPN http-request-header-timeout
D. SSL VPN idle-timeout

Answer: C

Explanation:

config vpn ssl settings

set http-request-header-timeout <1-60>

end

Timers can also help to mitigate DoS attacks with SSL. VPN caused by partial HTTP requests.

NEW QUESTION # 25
Refer to the exhibit.
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Review the intrusion prevention system (IPS) profile signature settings shown in the exhibit.
What do you conclude when adding the FTP.Login.Failed signature to the IPS sensor profile?

A. The signature setting includes a group of other signatures.

B. Traffic matching the signature will be allowed and logged.

C. Traffic matching the signature will be silently dropped and logged.
D. The signature setting uses a custom rating threshold.

Answer: B

Explanation:

In the exhibit, the FTP.Login.Failed IPS signature has the Action set to Pass and Packet Logging enabled.

The traffic matching this signature will not be blocked; instead, it will be allowed (passed) through the FortiGate.
Because packet logging is enabled, the matching events will be logged for monitoring or analysis.
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