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B #19
What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

e A SSH
¢ B. FortiSIEM agent
e C. FortiSIEM worker

e D. SNMP
IEf#: B
fR

The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performing User and Entity Behavior Analytics (UEBA).

R #20
What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

e A SSH
e B. FortiSIEM agent
e C. FortiSIEM worker

e D. SNMP
Ef#: B
e

The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performing User and Entity Behavior Analytics (UEBA).
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Refer to the exhibit.

Which two lookup types can you reference as the subquery in a nested analytics query? (Choose two.)

e A. CMDB Query
e B. Event Query

e C.LDAP Query
e D. SNMP Query

IE%: B\ D

fi# L
In FortiSIEM nested analytics queries, you can reference both CMDB Queries and Event Queries as subqueries. These allow
correlation between CMDB data and event data for advanced detection use cases.

R #22

Refer to the exhibit.
SubPattern edit window

Edit SubPattern o 3

Name:  Failed_Logon_Windows

Filters: Paren Attribute Operator Value Paren Hext Raw
@ © Event Type I v  Gratip: Logon Failure o © AND OR 4 [
=2 O Source IP - ¥ 192.168.26.109 e © AND OR 4
(-] ) Destination IP IN « | Group: Windaws e © AND Ok 4+
e @ Destination Host Name CONTAIN v  training.org (=] [+] ﬂﬂﬂ + m@
Aggregate: Paren Attribute QOperator Value F HTI n o
(- © COUNT(Source IP) 5= v 2 = o ﬂ OR + W
Group By: Attribute Row Meve
Destination IP o o 1 3
User o o + o+

e -

An analyst is troubleshooting the rule shown in the exhibit. It is not generating any incidents, but the filter parameters are generating
events on the Analytics tab.
What is wrong with the rule conditions?



A. The Group By attributes restricts which events are counted.

B. The Aggregate attribute is too restrictive.

C. The Destination Host Name value is not fully qualified.

D. The Event Type refers to a CMDB lookup and should be an Event lookup.

EfE: A

R -

The Group By attributes - Destination IP and User - cause the aggregation (COUNT{(Source IP) >= 2) to apply within each unique
combination of those groupings. This restricts the count calculation and can prevent the rule from triggering incidents, even if
matching events exist in the Analytics tab.

HM #23
Which two settings must you configure to allow FortiSIEM to apply tags to devices in FortiClient EMS? (Choose two.)

A. Remediation script configured

B. FortiEMS API credentials defined on FortiSIEM
C. FortiSIEM API credentials defined on FortEMS\
D. ZTNA tags defined on FortiSIEM

Ef#: B. C

AR -

To allow FortiSIEM to apply tags to devices in FortiClient EMS, FortiEMS API credentials must be defined on FortiSIEM to
enable communication with EMS, and FortiSIEM API credentials must be defined on FortiEMS to allow EMS to accept tagging
mstructions from FortiSIEM. This bidirectional API trust is essential for tag application.
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