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%| &l GitHub Administrator GH-100 F 2 M Z 2 A (Q51-Q56):

HEE #51
You need to contact GitHub Premium Support. What are valid reasons for submitting a support ticket? (Each answer presents a
complete solution. Choose two.)

A. license renewal

B. business impact from security issues within your organization
C. hardware setup issues or errors

D. outages on GitHub.com affecting core Git functionality

dd: BD

MY

Business-impact security issues (for example, a critical vulnerability affecting your organization) are classified as High-priority tickets
and are covered under your Premium Support SLA.

Outages on GitHub.com that disrupt core Git or web application functionality trigger Urgent-priority responses under Premium
Support's SLA.

AR #52
‘Why would a GitHub App be favored over a machine account for autormation tasks?

e A. Machine accounts are required for webhook delivery.

B. Machine accounts are easier to audit than GitHub Apps.

C. GitHub Apps provide a higher rate limit ceiling than using a personal access token on a machine account, when they use an
install token and are owned by a GitHub Enterprise Cloud licensed enterprise.

D. GitHub Apps are limited to a single repository.

e, C

ME.

GitHub Apps authenticate with short-lived installation tokens scoped to fine-grained permissions and, when owned by a GitHub
Enterprise Cloud organization, enjoy a higher rate limit (15,000 requests/hour) compared to a machine account's personal access
token.

HEE#53
You want to ensure a secret is automatically available to only workflows in internal and private repositories in the organization.
Where do you configure the required access policy?

A. Rulesets

B. Runner groups

C. Actions policies

D. Organization secret

He:. D

M3
Youset the access policy on the Organization Secret itself - configuring its visibility so it's scoped automatically to only internal and
private repositories.

EE #54
Which events from the audit log are exposed by the GraphQL API? Each answer presents a complete solution. (Choose three.)

A. changes to permissions of a GitHub App
B. cloning of repositories

C. promoting users to administrators

D. changes in permissions

E. pushes to repositories



g ACD

Y.

The GraphQL Audit Log API surfaces entries whenever repository or organization permissions are changed (""Changes
permissions").

It records when users are elevated to administrative roles ("Promotes users to admin').

It logs alterations to a GitHub App's granted permissions ("Changes permissions of a GitHub App").

HEE #55
Which of the following is a key benefit of setting default read permissions across organizations?

A. Suits environments where all users need write access.

B. Increases efficiency in content creation and updates.

C. Improves collaboration by allowing users to modify content directly.
D. Enhances security by minimizing unintended modifications.

H": D

Y.
Enforcing a default of Read for organization members ensures they can view content without the ability to push changes, reducing the
risk of accidental or unauthorized modifications.
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