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Cisco Designing Cisco Security Infrastructure Sample Questions (Q36-Q41):

NEW QUESTION # 36

A financial company is in the process of upgrading network access across the entire company.
The solution must ensure:

- least privilege access

- control access across different network segments

- increased security for employers

‘Which solution approach must the company take?

A. PKI

B. SNMP
C. NetFlow
D. RBAC

Answer: D

Explanation:

Role-Based Access Control (RBAC) enforces least privilege access by granting permissions based on roles, not individuals. It also
provides centralized control across network segments, ensuring employees only have the access necessary for their responsibilities,
thereby increasing overall security.
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NEW QUESTION # 37

A construction company recently introduced a BYOD policy, where contractors can bring personal devices and connect to the
wireless network. The network engineer configured a Wi-Fi network with a guest splash page to provide internet access only.
Although the policy was limited to wireless devices, contractors started bringing devices that needed wired connections without
authorization and connecting to the network. The network team suggested shutting down ports where unauthorized devices are
connected. Which technology must be implemented to ensure that wired and wireless devices are granted network access only after
successful authentication?

A. private VLANs
B. VACLs

C. 802.1x

D. VXLANs

Answer: C

Explanation:

802.1X provides port-based network access control, requiring devices (wired or wireless) to authenticate before gaining network
access. This ensures that only authorized users and devices can connect, enforcing the BYOD policy and preventing unauthorized
wired connections.

NEW QUESTION # 38

An agricultural company wants to enhance the cybersecurity posture by implementing a defense- in-depth strategy to protect against
polymorphic malware threats. Currently, the company's security infrastructure relies solely on a stateful traditional edge firewall that
does not provide adequate protection against malware variants. Which technology must be added to the company's security
architecture to achieve the goal?

A. network performance monitor
B. web application firewall

C. physical security control

D. heuristics-based IPS

Answer: D

Explanation:

A heuristics-based Intrusion Prevention System (IPS) analyzes traffic behavior and patterns, allowing it to detect and block
polymorphic malware that constantly changes its signature to evade traditional defenses. Adding this technology strengthens the
company's defense-in-depth strategy beyond the limitations of a stateful firewall.

NEW QUESTION # 39

A video game company identified a potential threat of a SYN flood attack, which could disrupt the online gaming services and
impact user experience. The attack can overwhelm network resources by exploiting the TCP handshake process, leading to server
unavailability and degraded performance. To safeguard the company's infrastructure and ensure uninterrupted service, it is essential
to enhance the security measures in place. The company must implement a solution that manages and mitigates the risk of such
network-based attacks. Which security product must be implemented to mitigate similar risks?

A. Cisco Web Security Appliance
B. Cisco Umbrella

C. Cisco Secure Endpoint

D. Cisco Secure Firewall

Answer: D

Explanation:

A SYN flood attack is a type of DoS/DDoS attack targeting the TCP handshake process. The correct mitigation is deploying a
Cisco Secure Firewall, which includes advanced intrusion prevention, SYN flood protection, and traffic management capabilities to
prevent resource exhaustion and keep services available.



NEW QUESTION # 40
How is generative Al used in securing network?

A. to performreal-time audits to ensure regulatory compliance
B. to improve resource consumption

C. to provide real-time load balancing

D. to detect unusual patterns in network traffic

Answer: D

Explanation:
Generative Al enhances network security by identifying anomalies in traffic patterns. It learns normal network behavior and flags
deviations that may indicate threats, such as intrusions or data exfiltration attempts.

NEW QUESTION # 41
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