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EE #3006

During a black-box security assessment of a large enterprise network, the penetration tester scans the internal environment and
identifies that TCP port 389 is open on a domain controller. Upon firther investigation, the tester runs the ldapsearch utility without
providing any authentication credentials and successfully retrieves a list of usernames, email addresses, and departmental affiliations
from the LDAP directory. The tester notes that this sensitive information was disclosed without triggering any access control
mechanisis or requiring login credentials. Based on this behavior, what type of LDAP access mechanism is most likely being
exploited?

A. LDAP over SSL (LDAPS)

B. LDAP via RADIUS relay

C. Authenticated LDAP with Kerberos
D. Anonymous LDAP binding

He:. D

Y.

CEH reconnaissance and enumeration modules explain that LDAP services often support anonymous binding by default unless
explicitly disabled. Anonymous bind allows unauthenticated users to query certain directory attributes, which can lead to disclosure
of usernames, organizational hierarchy, and email addresses-critical information for password attacks, phishing campaigns, and
privilege escalation planning. In the scenario described, the tester obtained directory data without providing any credentials,
demonstrating that anonymous bind permissions were enabled. LDAPS requires TLS encryption and authentication, which
contradicts the observed access. Kerberos authentication mandates valid credentials. LDAP via RADIUS is used for authentication
integration, not for information disclosure. Since the query was successful with no authentication and no access controls triggered,
this aligns exactly with CEH's description of anonymous LDAP binding.

AE #307

During a large-scale network assessment of a telecom provider in Dallas, Texas, a cybersecurity consultant uses Recon-ng and
Nmap to enurrerate legacy and infrastructure-level services across multiple nodes. The tools uncover open Telnet ports, FTP
directories with anonymous login enabled, active TFTP services, and exposed SMB shares. The consultant also detects a service
that responds to VRFY, EXPN, and RCPT commands, allowing the enumeration of user identities and delivery addresses due to
weak input validation.

[Pv6 tunneling protocols are also detected. Concerned about information leakage, the consultant flags these services for immediate
remediation.

Which classification best describes this set of enumeration activities?

A. LDAP Enumeration
B. VoIP Enumeration
C. SMTP Enumeration
D. DNS Enumeration

HE: C

MY

SMTP enurreration is the correct classification because the scenario explicitly references the SMTP commands VRFY, EXPN, and
RCPT, which are well-known techniques for discovering valid user accounts and email routing information on mail servers. In CEH-
aligned enumeration methodology, attackers and testers use these commands to determine whether specific usernames or mailbox
addresses exist. VRFY is used to verify a user, EXPN can expand a mailing list or alias into individual recipients, and RCPT TO is
commonly tested during an SMTP conversation to see whether a recipient address is accepted or rejected.

When a server provides detailed responses, it can leak account validity and internal addressing formats, enabling targeted phishing,
password spraying against known usernames, and broader social engineering campaigns.

Although the assessiment also identifies Telnet, FTP with anonymous access, TFTP, and SMB shares, those findings represent
additional exposed services and misconfigurations rather than the named enumeration classification in the answer choices. LDAP
enumeration would focus on directory queries against services such as LDAP or Active Directory to extract users and groups. VoIP
enumeration would involve SIP endpoints, extensions, and call infrastructure. DNS enumeration would center on zone transfers,
record harvesting, and subdomain discovery. The distinguishing clue here is the use of VRFY, EXPN, and RCPT, which is uniquely
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tied to SMTP behavior and mail server user enumeration, making SMTP Enumeration the best fit.

EAE #308

An attacker runs the netcat tool to transfer a secret file between two hosts.

He is worried about information being sniffed on the network.

How would the attacker use netcat to encrypt the information before transmitting onto the wire?

A. Machine A: netcat -1-e magickey -p 1234 < testfile Machine B: netcat <machine A IP> 1234

B. Use cryptcat instead of netcat

C. Machine A: netcat -1-p 1234 < testfile -pw password Machine B: netcat <machine A IP> 1234 -pw password
D. Machine A: netcat -1-p -s password 1234 < testfile Machine B: netcat <machine A IP> 1234

He: B

Y.

Netcat does not support encryption natively. To securely transmit data over the network, the attacker must use a variant like
Cryptcat, which adds symmetric encryption to standard netcat functionality.

From CEH v13 Courseware:

Module 8: Sniffing and Secure Commumnication

CEH v13 Study Guide states:

"Cryptcat is a netcat clone that supports encryption. For secure file transfers or remote shell access, cryptcat is the recommended
tool." Incorrect Options:

A/B/C: These are nvalid or non-existent netcat parameters.

Reference:CEH v13 Study Guide - Module 8: Netcat and Cryptcat Usagehttps://sourceforge.net/projects

[crypteat/

EE #309

Annie, a cloud security engineer, uses the Docker architecture to employ a client/server model in the application she is working on.
She utilizes a component that can process API requests and handle various Docker objects, such as containers, volumes. Images,
and networks. What is the component of the Docker architecture used by Annie in the above scenario?

A. Docker registries
B. Docker objects
C. Docker client

D. Docker daemon

He. D

ME:

Docker uses a client-server design. The docker client talks to the docker daemon, that will the work of building, running, and
distributing your docker containers. The docker client and daemon will run on the same system, otherwise you will connect a docker
consumer to a remote docker daemon. The docker consumer and daemon communicate using a REST API, over OS sockets or a
network mnterface.

The docker daemon (dockerd) listens for docker API requests and manages docker objects like pictures, containers, networks, and
volumes. A daemon may commumnicate with other daemons to manage docker services.

EAE #310

An audacious attacker is targeting a web server you oversee. He intends to performa Slow HTTP POST attack, by manipulating 'a’
HTTP connection. Each connection sends a byte of data every 'b' second, effectively holding up the connections for an extended
period. Your server is designed to manage 'm' connections per second, but any connections exceeding this number tend to
overwhelm the system. Given

'a=100" and variable 'm1, along with the attacker's ntention of maximizing the attack duration 'D=a*b', consider the following
scenarios. Which is most likely to result in the longest duration of server unavailability?

e A nF105, b=12: The server can manage 105 connections per second, more than the attacker's
100connections, likely maintaining operation despite a moderate hold-up time
e B. n=90, b=15: The server can manage 90 connections per second, but the attacker's 100 connectionsexceed this, and with



each connection held up for 15 seconds, the attack duration could be significant

¢ C. 110, b=20: Despite the attacker sending 100 connections, the server can handle 110 connections persecond, therefore
likely staying operative, regardless of the hold-up time per connection

e D. 95, b=10: Here, the server can handle 95 connections per second, but it falls short against theattacker's
100 connections, albeit the hold-up time per connection is lower

He: B

Y.

A Slow HTTP POST attack is a type of denial-of-service (DoS) attack that exploits the way web servers handle HTTP requests.
The attacker sends a legitimate HTTP POST header to the web server, specifying a large amount of data to be sent in the request
body. However, the attacker then sends the data very slowly, keeping the connection open and occupying the server's resources.
The attacker can launch multiple such connections, exceeding the server's capacity to handle concurrent requests and preventing
legitimate users from accessing the web server.

The attack duration D is given by the formula D =a * b, where a is the number of connections and b is the hold-up time per
connection. The attacker intends to maximize D by manipulating a and b. The server can manage m connections per second, but any
connections exceeding m will overwhelm the system. Therefore, the scenario that is most likely to result in the longest duration of
server unavailability is the one where a > mand b is the largest. Among the four options, this is the case for option B, where a =
100, m=90, and b= 15.

In this scenario, D= 100 * 15 = 1500 seconds, which is the longest among the four options. Option A has a larger b, but a <m, so
the server can handle the connections without being overwhelmed. Option C has a > m, but a smaller b, so the attack duration is
shorter. Option D has a > m, but a smaller b and a smaller difference between a and m, so the attack duration is also shorter.
References:

What is a Slow POST Attack & How to Prevent One? (Guide)

Mitigate Slow HTTP GET/POST Vulnerabilities in the Apache HTTP Server - Acunetix What is a Slow Post DDoS Attack? |
NETSCOUT
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