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Palo Alto Networks Certified Network Security Engineer Exam 38 78 PCNSE
B (Q156-Q161):

HH #156
Which logs enable a firewall administrator to determine whether a session was decrypted?

¢ A. Decryption

¢ B. Security Policy
e C. Traffic

¢ D. Correlated Event

EfE: A

A -

https/live.paloaltonetworks.com/tS/certification-articles/pcnse-and-pensa-examchanges-with- 10-0/ta-p/344832
https:/docs.paloaltonetworks.comypan-o0s/10- 1/pan-os-admin/decryption/troubleshoot-and-monitor-decryption/decryption-
logs.html

The Decryption Log (Monitor

Logs

Decryption

) provides comprehensive information about sessions that match a Decryption policy to help you gain context about that traffic so
you can accurately and easily diagnose and resolve decryption issues. The firewall does not log traffic if the traffic does not match a
Decryption policy.

R #157

An admmnistrator wants a new Palo Alto Networks NGFW to obtain automatic application updates daily, so it is configured to use a
scheduler for the application database. Unfortunately, they required the management network to be isolated so that it cannot reach
the internet. Which configuration will enable the firewall to download and install application updates automatically?

e A. Download and install application updates cannot be done automatically if the MGT port cannot reach the internet.

¢ B. Configure a security policy rule to allow all traffic to and from the update servers.

e C. Configure a service route for Palo Alto networks services that uses a dataplane nterface that can route traffic to the
mternet, and create a security policy rule to allow the traffic from that nterface to the update servers if necessary.
"By default, the firewall uses management interface to conmmumicate to various servers including DNS, Email, Palo Alto
Updates, User-ID agent, Syslog, Panorama etc. Service routes are used so that the communication between the firewall and
servers go through the dataplane." https:/knowledgebase. paloaltonetworks.com/K CS ArticleDetail?
id=kA10g000000CIGICAO
"The firewall uses the service route to connect to the Update Server and checks for new content release versions and, if there
are updates available, displays them at the top of the list." https:/docs.paloaltonetworks.com/pan-0s/7-1/pan-os-web-
interface-help/device/device-dynamic-updates#

¢ D. Configure a Policy Based Forwarding policy rule for the update server IP address so that traffic sourced from
themanagement interfaced destined for the update servers goes out of the interface acting as your internet connection.

EfE: C

E M #158

Which tenplate values will be configured on the firewall if each template has an SSL to be deployed. The template stack should
consist of four templates arranged according to the diagram

Which tenplate values will be configured on the firewall if each template has an SSI/TLS Service profile configured named
Management?

A. Values in Chicago

B. Values in Global Settings
C. Values in efwOlab.chi
D. Values in Datacenter



EfE: A

R :

The template stack should consist of four templates arranged according to the diagram The template values that will be configured
on the firewall if each template has an SSI/TLS Service profile configured named Management will be the values in Chicago. This is
because the SSL/TLS Service profile is configured in the Chicago template, which is the highest priority template in the stack. The
firewall will inherit the settings from the highest priority template that has the setting configured, and ignore the settings from the lower
priority templates that have the same setting configured. Therefore, the values in Datacenter, efwOlab.chi, and Global Settings will
not be applied to the firewall. Reference:

[Manage Templates and Template Stacks]

[Template Stack Configuration]

[Template Stack Priority]

H #159
Users are intermittently being cut off from local resources whenever they connect to GlobalProtect. After researching, it is

determined that this is caused by an incorrect setting on one of the NGFWs. Which action will resolve this issue?

¢ A. Change the "GlobalProtect Gateway -> Agent -> Network Services -> Split Tunnel -> No direct access to local
network" setting to "off"

¢ B. Change the "GlobalProtect Portal -> Agent -> App -> Split Tunnel -> No direct access to local network" setting to "off"

e C. Change the "GlobalProtect Portal -> Satellite -> Gateways -> No direct access to local network" setting to "off"

¢ D. Change the "GlobalProtect Gateway -> Agent -> Client Settings -> Split Tunnel -> No direct access to local network"
setting to "off"

Ef#: D

fERL:
The "No direct access to local network" setting in the GlobalProtect Gateway's Client Settings under Split Tunnel (Option C)
prevents local resource access when enabled. Disabling it allows split tunneling to permit local traffic, resolving the issue.

B #160

An admmnistrator notices that an interface configuration has been overridden locally on a firewall.
They require all configuration to be managed from Panorama and overrides are not allowed.
What is one way the administrator can meet this requirement?

e A Performa device-group commit push from Panorama using the "Include Device and Network Templates" option.
e B. Performa commit force fiomthe CLI of the firewall

¢ C. Reload the running configuration and performa Firewall local commit.

e D. Performa template commit push from Panorama using the "Force Template Values" option.

IEf#: D

R 2
The network settings are under the templates and you would need to force the template values to clear out the local change.

HR #161
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