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FRE &I
¢ VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
FE 1 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.
S ¢ Routing; It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to

route enterprise traffic.

¢ System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.

FE3 Furthermore, it delves into configuring various operation modes for an HA cluster.
o Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
FEE 4 delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.
TEE 5 e Central management: The topic of Central management covers implementing central management.
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IR #39
Which two statements about ADVPN are true? (Choose two.)

A. You must configure phase 2 quick mode selectors to 0.0.0.0 0.0.0.0.
B. The hub adds routes based on IKE negotiations.

C. You nust disable add-route in the hub.

D. AllFortiGate devices must be in the same autonomous system (AS).

ER: AC

Bt REES B -

C: The hub adds routes based on IKE negotiations: This is part of the ADVPN functionality where the hub learns about the
networks behind the spokes and can add routes dynamically based on the IKE negotiations with the spokes.

D: You must configure phase 2 quick mode selectors to 0.0.0.0 0.0.0.0: This wildcard setting in the phase 2 selectors allows any-to-
any tunnel establishment, which is necessary for the dynamic creation of spoke-to- spoke tunnels.

These configurations are outlined in Fortinet's documentation for setting up ADVPN, where the hub's role in route control and the
use of wildcard selectors for phase 2 are emphasized to enable dynamic tunneling between spokes.

R #40
Refer to the exhibit, which shows config system central-management information.

confg system central-management
set type fortimanager
set allow-push-firmware disable
set allow-remote-firmware-upgrade disable
set fmg "10.1.8.241"
config server-list
edit 1

setgselvetype update
Sgt“server-address 108.1.08.241
next
end
set include-default-servers disable

Which setting must you configure for the web filtering feature to function?

A. Configure server-type with the rating option.

B. Configure securewt. fortiguard. net on the default servers.
C. Add server. fortiguard. net to the server list.

D. Set update-server-location to autormatic.

ER: A

it REES B -

For the web filtering feature to fimction effectively, the FortiGate device needs to have a server configured for rating services. The
rating option in the server-type setting specifies that the server is used for URL rating lookup, which is essential for web filtering. The
displayed configuration does not list any FortiGuard web filtering servers, which would be necessary for web filtering. The setting set
include-default-servers disable indicates that the default FortiGuard servers are not being used, and hence, a specific server for web
filtering (like securewf.fortiguard.net) needs to be configured.
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FIRE #41
Which two statements about bfd are true? (Choose two)

A. It works for OSPF and BGP

B. You can disable it at the protocol level

C. It can support neighbor only over the next hop in BGP
D. You must configure n globally only

ER: AB

i RE B -

BFD (Bidirectional Forwarding Detection) is a protocol that can quickly detect failures in the forwarding path between two adjacent
devices. You can disable BFD at the protocol level by using the "set bfd disable" command under the OSPF or BGP configuration.
BFD works for both OSPF and BGP protocols, as well as static routes and SD-WAN rules. References = BFD | FortiGate /
FortiOS 7.2.0 - Fortinet Document Library, section "BFD".

R RE #42
Exhibit.

Refer to the exhibit, which contains a partial VPN configuration.
‘What can you conclude from this configuration1?

A. The routing table shows a single [PSec virtual interface.

B. The VPN should use the dynamic routing protocol to exchange routing information Through the tunnels.
C. FortiGate creates separate virtual interfaces for each dial up client.

D. Dead peer detection s disabled.

ZE: D

fRRERR A

The configuration line "set dpd on-idle" indicates that dead peer detection (DPD) is set to trigger only when the tunnel is idle, not
actively disabled1. References: FortiGate IPSec VPN User Guide - Fortinet Document Library From the given VPN configuration,
dead peer detection (DPD) is set to 'on-idle', indicating that DPD is enabled and will be used to detect if the other end ofthe VPN
tunnel is still alive when no traffic is detected.

Hence, option C is incorrect. The configuration shows the tunnel set to type 'dynamic', which does not create separate virtual
mterfaces for each dial-up client (A), and it is not specified that dynamic routing will be used (B). Since this is a phase 1 configuration
snippet, the routing table aspect (D) cannot be concluded from this alone.

PR #43
Exhibit.
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Refer to the exhibit, which shows the output from the webfilter fortiguard cache dump and webfilter categories commands.
Using the output, how can an administrator determine the category of the training, fortinet.com am website?

A. The administrator must convert the first two digits of the Domain hex value to a decimal value
B. The administrator must convert the first three digits of the IP hex value to binary

C. The admnistrator can look up the hex value of 34 in the second command output.

D. The administrator must add both the Pima in and Iphex values of 34 to get the category number

ER: C
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* Option B is correct because the administrator can determine the category of the training, fortinet.com website by looking up the hex
value of 34 in the second command output. This is because the first command output shows that the domain and the IP of the
website are both in category (Hex) 34, which corresponds to Information Technology in the second command output1.

* Option A is incorrect because the administrator does not need to convert the first three digits of the IP hex value to binary. The IP
hex value is already in the same format as the category hex value, so the administrator can simply compare them without any
conversion2.

* Option C is incorrect because the administrator does not need to add both the Pima in and Iphex values of 34 to get the category
number. The Pima in and Iphex values are not related to the category number, but to the cache TTL and the database version
respectively3.

* Option D is incorrect because the administrator does not need to convert the first two digits of the Domain hex value to a decimal
value. The Domain hex value is already in the same format as the category hex value, so the administrator can simply compare them
without any conversion2. References: =

* 1: Technical Tip: Verify the webfilter cache content4

* 2: Hexadecimal to Decimal Converter5

* 3: FortiGate - Fortinet Commumnity6

* : Web filter | FortiGate / FortiOS 7.2.0 - Fortinet Documentation7
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