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Topic Details

Topic 1
Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
direct traffic flow across different links.

Topic 2
Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
members, zones, and performance SLAs to monitor network quality.

Topic 3
Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
security profiles for content inspection and deploying compliance rules to managed endpoints.

Topic 4
SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
integration with SD-WAN infrastructure.

Topic 5
Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
security threats, and generate reports.

Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator Sample
Questions (Q15-Q20):
NEW QUESTION # 15 
What is the primary function of FortiView on FortiSASE?

A. Provides consolidated consoles to analyze security events over time using graphical or text- based log views.
B. Generates real-time alerts for security events and presents them in a single text-based console without metadata.
C. Displays individual logs on the GUI without aggregation, allowing administrators to sort events by time only.
D. Presents raw log data in graphical format only, without sorting criteria or aggregated views.

Answer: A

Explanation:
FortiView on FortiSASE provides consolidated, visual and text-based views of security events over time, allowing administrators to
analyze and interpret log data efficiently through aggregated dashboards.

NEW QUESTION # 16 
An existing Fortinet SD-WAN customer who has recently deployed FortiSASE wants to have a comprehensive view of, and
combined reports for, both SD-WAN branches and remote users.
How can the customer achieve this?

A. Forward the logs from FortiSASE to Fortinet SOCaaS.
B. Forward the logs from FortiSASE to the external FortiAnalyzer.
C. Forward the logs from the external SD-WAN FortiAnalyzer to FortiSASE.
D. Forward the logs from FortiGate to FortiSASE.

Answer: B

Explanation:
An existing SD-WAN customer uses an external FortiAnalyzer to aggregate FortiGate branch logs for comprehensive visibility into
branch performance and security events. Forwarding FortiSASE logs (remote user traffic, ZTNA, SIA) to this same FortiAnalyzer
enables combined datasets, reports, and dashboards spanning both branch SD-WAN and cloud-secured remote users.

NEW QUESTION # 17 
Which two statements about configuring a steering bypass destination in FortiSASE are correct?
(Choose two.)

A. Apply condition allows split tunneling destinations to be applied to On-net, Off-net, or both types of endpoints.
B. Apply condition can be set only to On-net or Off-net, but not both.



C. Subnet is the only destination type that supports the Apply condition.
D. You can select from four destination types: Infrastructure, FQDN, Local Application, or Subnet.

Answer: A,D

Explanation:
Steering bypass destinations support four destination types: Infrastructure, FQDN, Local Application, and Subnet.
The Apply condition determines whether the bypass applies to On-net, Off-net, or both endpoint states.

NEW QUESTION # 18 
In which order does a FortiGate device consider the following elements shown in the left column during the route lookup process?
Select the element in the left column, hold and drag it to a blank position in the column on the right. Place the four correct elements in
order, placing the first element in the first position at the top of the column. Once you place an element, you can move it again if you
want to change your answer before moving to the next question. You need to drop four elements in the work area.
Select and drag the screen divider to change the viewable area of the source and work areas.

Answer:

Explanation:

NEW QUESTION # 19 
Refer to the exhibit. How does FortiGate handle the traffic with the source IP 10.0.1.130 and the destination IP 128.66.0.125?



A. FortiGate drops the traffic flow.



B. FortiGate steers the traffic flow through port2.
C. FortiGate routes the traffic flow according to the FIB.
D. FortiGate load balances the traffic flow through port1 and port2.

Answer: C

Explanation:
On FortiGate, a policy route (PBR) with action deny does not drop the traffic outright. Instead, it prevents the traffic from being
steered by that policy route, and the packet is then handed back to the regular routing lookup (FIB):
Source 10.0.1.130 matches 10.0.1.128/25
Destination 128.66.0.125 matches 128.66.0.0/24
Router policy says action deny → do not use this policy route
Result: FortiGate falls back to the FIB (normal routing table).

NEW QUESTION # 20
......
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