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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q16-Q21):

NEW QUESTION # 16

An administrator configured an external fabric connector for Google Cloud to pull information from Google Cloud, ncluding
addresses, VM names, and subnets to create firewall policies.

When trying to create dynamic firewall addresses, the list of available instances does not populate any information from Google
Cloud.

Which two issues are the most probable cause? (Choose two.)

¢ A. The VM instances in Google Cloud were not deployed using Google Cloud marketplace.
¢ B. The VM instances in Google Cloud have multiple IP address assigned to them.
¢ C. Google Cloud Metadata API access is disabled for Compute Engine for the FortiGate instance.
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e D. There are no VM instances deployed in Google Cloud.
Answer: C,D

Explanation:

The external fabric connector relies on Google Cloud Metadata APT access to retrieve instance information; if this is disabled, data
won't populate.

Ifno VM instances exist in the project, there will be no instance data for the connector to retrieve.

NEW QUESTION # 17

Google Cloud network services offer vast functionality and inter-connectivity between the cloud and on- premises networks.

‘Which three additional finctions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. SSL inspection

B. OSPF over IPSec

C. Secure SD-WAN with application visibility
D. Web filtering

E. SSL VPN

Answer: A,C,E

Explanation:

FortiGate provides SSL VPN capabilities for secure remote access.

It offers SSL inspection to decrypt and inspect encrypted traffic for threats.

FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 18
Refer to the exhibit.
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Which three conclusions can you draw from the Google Cloud custom route? (Choose three.)

A. A health check was created.

B. The next hop must be updates manually in the custom route if the current next hop goes down.
C. A group-based passthrough network load balancer was created.

D. Atarget pool-based passthrough network load balancer was created.

E. At least one instance group was created.

Answer: A,B,E

Explanation:

The route's next hop is a forwarding rule for a backend service, which indicates a group-based passthrough load balancer.
Group-based load balancers require health checks to monitor instance health.

Backend services attach to instance groups to distribute traffic, so at least one instance group exists.



NEW QUESTION # 19
Refer to the exhibit.
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An admmnistrator is troubleshooting network connectivity issues between two VMs deployed in Google Cloud.

One VM is a FortiGate located in the subnet "wan" that is part of the VPC "e-commerce". The other VM is a Windows server
located in subnet "servers", which is also in the "e-commerce" VPC.

What are two reasons you cannot pint the Windows server from FortiGate? (Choose two.)

A. The Windows firewall is blocking the traffic.

B. The default Google Cloud firewall policy does not allow this traffic.

C. ICMP traffic is blocked between Google Cloud subnets by default.

D. Add a Google Cloud firewall rule to allow ICMP traffic inbound to the Windows firewall VM.

Answer: A,D

Explanation:

Google Cloud firewall rules are stateful and, by default, do not allow ICMP traffic; you must explicitly allow ICMP inbound traffic to
the Windows VM.

The Windows VM's own firewall might block ICMP traffic, preventing ping responses.

NEW QUESTION # 20
A cloud administrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

e A. Google Cloud IAM
B. FortiWeb Cloud

C. Google Cloud Armor
D. FortiWeb VM

E. Google Cloud Run

Answer: B,C,D

Explanation:

FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.

FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.



NEW QUESTION # 21
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