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NEW QUESTION # 87
Which cloud computing role can subscribe to a software as a service (SaaS) application?

A. Cloud service customer
B. Cloud computing
C. Cloud service provider
D. Cloud application

Answer: A

Explanation:

A cloud service customer is the role that subscribes to a software as a service (SaaS) application. Managing Cloud principles define
the cloud service custorrer as the individual or organization that consumes cloud services provided by a cloud service provider.

In a SaaS model, the customer accesses applications through a subscription-based arrangement, typically via a web interface. The
customer does not manage the underlying infrastructure or platform but is responsible for configuring user access and ensuring
proper use of the service.

The cloud service provider delivers and manages the application, while "cloud computing” and "cloud application" are not roles.
Therefore, the cloud service customer is the correct role.

NEW QUESTION # 88
What is the process of identifying and procuring stored data as evidence for legal purposes?

A. Gap analysis

B. Forensic imaging

C. Electronic discovery
D. Chain of custody

Answer: C

Explanation:

The correct answer iselectronic discovery (e-discovery). This process involves identifying, collecting, and producing electronically
stored information (ESI) that may serve as evidence i legal proceedings. E- discovery ensures that relevant data such as emails,
logs, or documents is preserved and made available in a legally defensible manner.

Chain of custody refers to documenting the handling of evidence once collected, while forensic imaging creates exact copies of digital
media. Gap analysis identifies weaknesses in processes but is unrelated to evidence collection.

E-discovery is essential in both corporate and cloud contexts, as data is often distributed across muiltiple environments. Cloud
providers may assist customers with e-discovery by providing tools for searching, tagging, and exporting relevant data. A sound e-
discovery process ensures compliance with legal obligations and prevents spoliation of evidence.

NEW QUESTION # 89
Which of'the following is an iterative software development methodology that focuses on achieving customer satisfaction by
delivering the software early in the process and welcoming changing requirements from the custormer, even late in the process?

A. Lean

B. Agile

C. Waterfall
D. Spiral

Answer: B

Explanation:

Agileis an iterative software development methodology designed to prioritize customer satisfaction, adaptability, and incremental
delivery. Agile teams deliver small, working pieces of software frequently, ensuring feedback is incorporated throughout the process.
This flexibility allows late-stage requirement changes to be accommodated without derailing the project.

Waterfall is a sequential approach with limited flexibility. Spiral combines iterative development with risk analysis, but it is not as
customer-focused as Agile. Lean emphasizes efficiency and waste reduction but does not center on continuous delivery and
adaptability.

Agile frameworks such as Scrum and Kanban embody this philosophy, supporting faster innovation, better collaboration, and
responsiveness to evolving business needs.



NEW QUESTION # 90
An engineer has been given the task of ensuring all of the keys used to encrypt archival data are securely stored according to
industry standards. Which location is a secure option for the engineer to store encryption keys for decrypting data?

A. A repository that is made public

B. An escrow that is kept separate fromthe data it is tied to
C. A repository that is made private

D. An escrow that is kept local to the data it is tied to

Answer: B

Explanation:

Industry best practice requires that encryption keys arestored separately from the data they protect. This ensures that if the data
storage systemis compromised, attackers cannot immediately decrypt sensitive information. The use of a secure escrow system s a
recognized approach.

An escrow provides controlled storage for encryption keys, ensuring they are only accessible by authorized processes and not co-
located with the protected data. Keeping keys "local" to the data creates a single point of failure. A public or private repository
without specialized protection mechanisis would also be insufficient due to risks of insider threats or misconfiguration.

By placing keys in an independent escrow system, the organization enforces separation of duties, strengthens defense-in-depth, and
aligns with cryptographic standards from NIST and ISO. This practice is vital when dealing with archival data, where long-term
confidentiality must be preserved even as systenms evolve.

NEW QUESTION # 91
In most redundant array of independent disks (RAID) configurations, data is stored across different disks.
‘Which method of storing data is described?

A. Archiving

B. Mapping

C. Striping

D. Crypto-shredding

Answer: C

Explanation:

The method described isstriping, which is a technique used in RAID configurations to improve performance and distribute risk.
Striping nvolves splitting data into smaller segments and writing those segments across muiltiple disks simultaneously. For example, if
a file is divided into four parts, each part is written to a separate disk in the RAID array.

This parallelism enhances nput/output (I/0) performance because multiple drives can be accessed at once. It also provides resilience
depending on the RAID level. While striping by itself (RAID 0) increases performance but not redundancy, when combined with
mirroring or parity (e.g., RAID 5 or RAID 10), it offers both speed and fault tolerance.

The purpose of striping in the data management context is to optimize how data is stored, accessed, and protected. It is
fundamentally different from archiving, mapping, or crypto-shredding, as those serve different objectives (long-term storage, logical
placement, or secure deletion). Striping is central to high-performance storage systems and supports availability in mission-critical
environments.
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