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Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and muilti-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.
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Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.
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CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report ona CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.
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CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systens fall within
assessment boundaries.
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Cyber AB Certified CMMC Assessor (CCA) Exam 52 5 CMMC-CCA & Bk
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An Assessor is evaluating whether an OSC has implemented adequate controls to meet AC.12-3.1.7:

Privileged Functions. The OSC has procedures that define privileged vs. non-privileged account provisioning and an access control
policy that restricts execution of certain fimctions only to privileged users.

‘What might the Assessor do to further evaluate the implementation of this practice?

A. Examine a user access list for users that are authorized to access a key management system.
B. Test whether a non-privileged user can log into a system where CUI is stored.

C. Examine system logs to verify automatic updates are being applied.

D. Test whether the application of a patch is captured in system logging.
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AC.12-3.1.7 (Privileged Functions) requires that execution of privileged functions be restricted to authorized privileged accounts.
The best evidence is an access list demonstrating who is allowed privileged access.

Extract:

"Limit the use of privileged functions to authorized users. Assessors should review access control lists or equivalent evidence to
verify only privileged accounts have privileged permissions." Thus, the best next step is to examine a user access list for authorized
privileged users.

Reference: CMMC Assessment Guide - Level 2, AC.1.2-3.1.7.
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You are a CCA on an Assessiment Team. During a daily checkpoint meeting, the OSC PoC conplains that the assessment process
is taking too long and asks if some practices can be skipped to speed things up. How should you respond?

¢ A Explain that all practices must be assessed as required by the CMMC Assessment Process and cannot be skipped.
¢ B. Agree to skip non-critical practices to accommodate the OSC's timeline.

e C. Suggest that the OSC discuss the issue with the Lead Assessor to negotiate a reduced scope.

¢ D. Recommend that the OSC hire additional staff to expedite evidence collection.
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Comprehensive and Detailed in Depth Explanation:

The CAP mandates assessing all practices, making Option A correct. Options B, C, and D violate CAP and CoPC standards.
Extract from Official Document (CAP v1.0):

* Section 2.1 - Evidence Collection (pg. 24):"All practices must be assessed as required by the CMMC Assessiment Process."
References:

CMMC Assessment Process (CAP) v1.0, Section 2.1.
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An OSC specializing in developing directed energy systems plans to bid on a DoD contract to produce a

250kW High Energy Laser Weapon System (HELWS). This system is to be deployed on military bases across the globe to protect
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U.S. servicemen against aerial threats, including mortars, rockets, and unmanned aerial vehicles (UAVs), as well as swarms of mini-
UAVs. Because of the sensitivity of the information, the OSC has prohibited using emails to transmit information regarding the
project, whether encrypted or otherwise.

They also have instituted procedures to remove CUI from the email system. What CMMC assessiment requirements must the
Assessment Team follow regarding the OSC's email system?

o A. The Assessment Team must assess the email system against all CMMC practices.

¢ B. Since there are measures in place to prevent CUI transfer through email, the email system is out of scope and there is no
need to assess it against CMMC practices.

¢ C. Review the SSP in accordance with CA.[.2-3.12.4 - System Security Plan and assess against other CMMC practices.

¢ D. Review the SSP in accordance with practice CA.L2-3.12.4 - System Security Plan.

IEf#: D
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Comprehensive and Detailed Explanation:

The email system is a Contractor Risk Managed Asset (CRMA), as it can but is not intended to handle CUI due to strict policies.
CRMAs are in scope, and the CMMC Assessment Scope - Level 2 requires their review in the SSP per CA.12-3.12.4 to verify
compliance, but not against all practices (Options B, D). Option A is incorrect, as CRMAs are not out of scope. C is correct.
Reference:

CMMC Assessmment Scope - Level 2, Section 2.3.2 (CRMAs), p. 5: "CRMAs are reviewed in the SSP per CA.

[2-3.124."
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Both the SSP and network diagrans presented to the Lead Assessor by the OSC indicate managed service providers (MSPs)
within the assessment boundary. In order to BEST understand the impact of the MSPs, what should the Lead Assessor do?

e A Ascertain what employees the MSP has onsite

¢ B. Review the inventory to see how the assets have been classified

e C. Inspect the other nitial documents presented including policies and organization charts
¢ D. Request the customer responsibility matrix related to the MSPs

Ef#: D
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The Shared Responsibility Matrix (Customer Responsibility Matrix) is a key artifact in CMMC assessments involving MSPs or
cloud service providers. It defines what security responsibilities belong to the OSC and which belong to the service provider. To
evaluate the MSP's impact, the assessor must review this matrix to understand boundaries of responsibility for CUI protection.
Exact extracts:

* "When external service providers are included in the assessment boundary, organizations must provide documentation that
specifies security responsibilities."

* "A Shared Responsibility Matrix (or Customer Responsibility Matrix) defines which controls are implemented by the OSC versus
the external provider."

* "Assessors should request and review this matrix to understand division of responsibilities." Why the other options are incorrect:
* A: Onsite MSP staff presence does not clarify responsibility for security controls.

* C: Reviewing classification helps, but it does not explain responsibility allocation.

* D Policies/org charts do not establish shared control responsibilities.

References:

CMMC Assessment Guide - Level 2, External Service Providers; OSC documentation requirements.

CMMC Scoping Guide - Managed Service Provider treatment.
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During your assessment of Defcon's (a contractor) implementation of CMMC Level 2 practices, you notice that their system for
displaying security and privacy notices is insufficient. The banners currently in use lack detailed information about Controlled
Unclassified Information (CUI) handling requirements and associated legal implications. Additionally, the banners are not consistently
displayed across all contractor systems and workstations. Moreover, the banners on login pages disappear automatically after less
than 5 seconds, providing insufficient time for users to read and acknowledge the content. Which of the following is NOT a feature
Defcon's updated privacy and security notices should have?



A. A warning about unauthorized use being subject to civil and criminal penalties

B. Display duration set to less than 5 seconds before automatically disappearing

C. Specific information about the presence of CUI and associated handling requirements
D. A general statement about monitoring and recording of system usage
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Comprehensive and Detailed In-Depth Explanation:

AC.I12-3.1.9 - Privacy & Security Notices requires "displaying system use notifications consistent with applicable CUI rules."
Notices must inform users of CUI handling obligations (D), warn ofpenalties for unauthorized use (A), and note monitoring (B),
ensuring awareness and compliance. A display duration of less than 5 seconds (C) is inadequate, as it prevents users from reading
and acknowledging the content, contradicting the practice's intent. The CMMC guide stresses sufficient visibility and comprehension
time.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), AC.L2-3.1.9: "Notices must be displayed long enough for users to read and
understand."

* NIST SP 800-171A, 3.1.9: "Examine notices for adequate display duration." Resources:

* httpsr/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf
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