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Security for Wireless Client Connectivity
In the framework of this section (20%), the applicants have to demonstrate their proficiency in the following:

Implementing BYOD and guests, including CWA with ISE, native supplicant provisioning with ISE, LWA with WLC or ISE,
and certificate provisioning on controllers;
Implementing the identity-based networking on various wireless architectures;
Configuring the client profile on ISE and WLC;
Implementing AAA & 802.1X on various wireless architectures and ISE.
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(Q157-Q162):
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An ACL is configured to restrict access for BYOD clients. The ACL must redirect devices to the guest portal. To which two
devices on the local network must the ACL allow access other than the DHCP server? (Choose two.)

A. SNMP server
B. WLC
C. Cisco ISE
D. RADIUS server
E. DNS server

Answer: C,E

NEW QUESTION # 158 
When configuring a large, high-availability wireless network which change to a mobility group creates less load on the controllers and
maintains the same mobility messages?

A. Remove unnecessary controllers from the mobility group.
B. Configure mobility group multicast messaging.
C. Separate the controllers into different mobility groups per controller.
D. Configure the controllers into separate RF groups from the mobility groups.

Answer: B

NEW QUESTION # 159 
An engineer is defining a new Cisco AVC profile with different rules for HR and VIP users. Both user types connect to a single
SSID and authenticate by using their Active Directory credentials via a Cisco ISE. The engineer wants to apply the AVC profile
dynamically to the user types.
Which Cisco AV pair attribute must be applied to the Cisco ISE?

A. policy-role-avc
B. role-name-avc
C. policy-avc-role
D. avc-profile-name

Answer: D

Explanation:
To apply an AVC profile dynamically based on user identity from Cisco ISE, the correct Cisco AV pair attribute is avc-profile-
name. This attribute instructs the WLC to assign the specified AVC profile to the authenticated client session, enabling differentiated
policies for HR and VIP users while they connect through the same SSID.

NEW QUESTION # 160 



An engineer supports the network infrastructure within a football stadium, and there is a new requirement to send media over
wireless. Multicast direct must be used to optimize multicast communication over wireless. Which multicast address must be added
in the media stream configuration to meet this requirement?

A. video server multicast destination address
B. RP multicast address
C. AP multicast address group
D. WLC multicast address

Answer: A

NEW QUESTION # 161 
An engineer wants the wireless voice traffic class of service to be used to determine the queue order for packets received, and then
have the differentiated services code point set to match when it is resent to another port on the switch. Which configuration is
required in the network?

A. Platinum QoS configured on the WLAN
B. msl qos trust dscp configured on the controller switch port
C. msl qos trust cos configured on the controller switch port
D. WMM set to required on the WLAN

Answer: C

Explanation:
When you enter the mls qos trust cos command on a port, the switch uses the CoS marking on incoming packets in order to put the
packet in the right queue. When the packet is resent, the switch makes the DSCP value correspond to the CoS.
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/voice-over-wireless-lan- vowlan/116056-technote-qos-
00.html#anc3

NEW QUESTION # 162
......
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