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AE2 #391
Michael starts a new job and discovers that he has unnecessary access to a variety of systems. Which of the following best describes
the problem he has encountered?

A. Least privileges
B. Excessive privileges
C. Privilege creep
D. Rights collision
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* Excessive Privileges Defined:

* Occurs when a user is granted more access than necessary to perform their job responsibilities, creating unnecessary security
risks.

* Associated Risks:

* Increases the attack surface for internal threats and accidental misuse.

* Violates the principle of least privilege, a core security practice.

* Why Not Other Options:

* Rights collision: Not a recognized term in access management.

* Privilege creep: Refers to accumulation of unnecessary access rights over time, not immediate excessive privileges.
* Least privileges: Opposite of the scenario, aiming to minimize access.

References:

* EC-Council CISO Handbook: Identity and Access Management Best Practices.

EE #392
What is the primary difference between regulations and standards?

A. Regulations must be reviewed and approved by the business

B. Standards will include regulations

C. Regulations are made enforceable by the power provided by laws
D. Standards that aren't followed are punishable by fines
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* Difference Between Regulations and Standards:

* Regulations: Legally binding and enforceable by law.

* Standards: Voluntary guidelines, providing best practices unless mandated by regulation.
* Why Not Other Options:

* A: Regulations and standards are distinct; standards do not inherently include regulations.
* B: Only violations of regulations lead to legal penalties.

* D: Regulations do not require business approval.

References:

* EC-Council CISO Handbook: Regulatory Compliance and Standards Management.

HE #393
The process for identifying, collecting, and producing digital mformation in support of legal proceedings is called

A. chain of custody.
B. electronic review.
C. electronic discovery.
D. evidence tampering,
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* Electronic discovery (e-discovery) nvolves identifying, collecting, and producing electronically stored mnformation (ESI) as
evidence in legal proceedings.

* This includes emails, documents, and other digital files relevant to the case.

Why Other Options Are Incorrect:

* A. Chain of custody: Refers to the process of maintaining and documenting evidence handling,

* C. Evidence tampering: Describes the illegal alteration of evidence, not the process of discovery.

* D. Electronic review: Involves reviewing digital information but is part of the broader e-discovery process.

EC-Council CISO Reference:Covers the importance of e-discovery in legal and compliance contexts, ensuring organizations are
prepared to handle digital evidence properly.

HE #39%
Which of the following is a benefit of a risk-based approach to audit planning?

A. Budgets are more likely to be met by the IT audit staff

B. Staff will be exposed to a variety of technologies

C. Resources are allocated to the areas of the highest concern
D. Scheduling may be performed months in advance
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Risk-Based Audit Planning:

* Focuses on prioritizing areas with the greatest potential impact to the organization.
* Ensures efficient use of resources by addressing the most critical risks first.

Why This is a Benefit:

* Optimizes resource allocation and improves audit effectiveness.

Why Other Options Are Incorrect:

* B. Scheduling months in advance: Not directly linked to risk-based planning,

* C. Budgets met: A consequence, not a direct benefit.

* D. Exposure to technologies: A byproduct, not a primary benefit.

References:

EC-Council supports risk-based audit planning to maximize the value of audits in identifying and mitigating critical risks.

EE #395
What is an example of a key performance indicator for cybersecurity?

A. Mean the to repair (MTTR)

B. Year over year comparison of organizational cybersecurity incidents

C. Percentage of product defects that negatively impact the security posture of the system
D. NetFlow data
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