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FIRE #91
Which two statements are correct on a FortiGate using the FortiGuard Outbreak Protection Service (VOS)? (Choose two.)

A. The antivirus database queries FortiGuard with the hash of a scanned file

B. Ifthird-party AV database returns a match the scanned file is deemed to be malicious.

C. The hash signatures are obtained from the FortiGuard Global Threat Intelligence database.
D. The FortiGuard VOS can be used only with proxy-base policy inspections.

E. The AV engine scan must be enabled to use the FortiGuard VOS feature

EE: AC

fE R A«
¢) The antivirus database queries FortiGuard with the hash of a scanned file. This is how the FortiGuard VOS service works. The
FortiGate queries FortiGuard with the hash of a scanned file, and FortiGuard returns a list of known malware signatures that match
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the hash.

e) The hash signatures are obtained from the FortiGuard Global Threat Intelligence database. This is where the FortiGuard VOS
service gets its hash signatures from. The FortiGuard Global Threat Intelligence database is updated regularly with new malware
signatures.

P& #92
Refer to the exhibit, which shows a multi-region SD-WAN architecture.

Given this scenario, which two statements are true? (Choose two.)

A. IfiBGP is used, cross-regional spoke-to-hub shortcuts can be established.

B. IfeBGP is used, ADVPN can be established for branch-to-branch traffic across regions.

C. IfeBGP is used, ADVPN can be established only for branch-to-branch traffic within each region.
D. IfiBGP is used, cross-regional spoke-to-hub shortcuts cannot be used.
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Refer to the exhibit.

You are managing a FortiSwitch 3032E that is managed by FortiLink on a FortiGate 3960E. The 3032E is heavily utilized and there
is only one port free.

The requirement is to add an additional three FortiSwitch 448E devices with 10Gbps SFP+ comnectivity directly to the 3032E. The
plan is to use split port (phy-mode) with QSFP28 mode to connect the new 448E switches.

In this scenario, which statement about the switch deployment is correct?

A. Additional ports on Switch 1 can be split for a maximum of 128 interfaces.

B. The port most of Switch 1 must be changed to QSFP.

C. Switches 2-4 will connect successfully with Switch 1 split port in QSFP28 mode.

D. After enabling split ports and rebooting Switch 1, the new ports can be configured from the FortiGate.

EX: B
fRRERE

httpsz/docs. fortinet.convdocument/fortiswitch/7.0.8/devices-managed-by- fortios/1 73289/configuring- fortiswitch-split-ports-phy-
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R A #94

A customer would like to improve the performance of a FortiGate VM running in an Azure D4s_v3 instance, but they already
purchased a BYOL VM04 license.

Which two actions will improve performance the most without making a FortiGate license change? (Choose two.)

A. Enable SR-IOV on the FortiGate.

B. Migrate the FortiGate to an Azure D8s_v3.

C. Enable "Accelerated networking” on the Azure network interfaces.
D. Migrate the FortiGate to an Azure F4s_v2.

ZE: CD

R 78 #95
Refer to the exhibits.

You are configuring a Let's Encrypt certificate to enable SSL protection to your website. When FortiWeb tries to retrieve the
certificate, you receive a certificate status failed, as shown below.

Based on the Server Policy settings shown in the exhibit, which two configuration changes will resolve this issue? (Choose two.)

e A Disable Redirect HTTP to HTTPS in the Server Policy.
¢ B. Remove the Web Protection Profile from this Server Policy.



¢ C. Configure a TXT record of the domain and point to the IP address of the Virtual Server.
e D. Enable HTTP service in the Server Policy.
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