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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q171-Q176):
NEW QUESTION # 171 
A large e-retailer is moving to Google Cloud Platform with its ecommerce website. The company wants to ensure payment
information is encrypted between the customer's browser and GCP when the customers checkout online.
What should they do?
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A. Configure the firewall to allow outbound traffic on port 443, and block all other outbound traffic.
B. Configure the firewall to allow inbound traffic on port 443, and block all other inbound traffic.
C. Configure an SSL Certificate on an L7 Load Balancer and require encryption.
D. Configure an SSL Certificate on a Network TCP Load Balancer and require encryption.

Answer: C

Explanation:
To ensure that payment information is encrypted between the customer's browser and Google Cloud Platform during checkout, the
company should configure an SSL certificate on an L7 (Layer 7) Load Balancer. Here's why this is the best solution:
SSL/TLS Termination: An L7 Load Balancer can handle SSL/TLS termination, which means it can decrypt HTTPS traffic,
offloading the work from the backend servers. This is essential for handling encrypted connections securely.
HTTPS Configuration: By configuring an SSL certificate, the load balancer ensures that all traffic between the customer's browser
and the application is encrypted using HTTPS.
Security Best Practices: Using an L7 Load Balancer with an SSL certificate aligns with best practices for securing web applications,
particularly for e-commerce sites handling sensitive payment information.
Managed Certificates: Google Cloud offers managed SSL certificates, which simplifies the process of obtaining, deploying, and
renewing SSL certificates.
Implementation Steps:
Obtain an SSL certificate.
Configure the L7 Load Balancer in the GCP Console.
Associate the SSL certificate with the load balancer.
Ensure that the backend services are configured to handle HTTPS traffic.
Reference:
Google Cloud Load Balancing Documentation
Setting up HTTPS Load Balancing

NEW QUESTION # 172 
You are on your company's development team. You noticed that your web application hosted in staging on GKE dynamically
includes user data in web pages without first properly validating the inputted dat a. This could allow an attacker to execute gibberish
commands and display arbitrary content in a victim user's browser in a production environment.
How should you prevent and fix this vulnerability?

A. Set up an HTTPS load balancer, and then use Cloud Armor for the production environment to prevent the potential XSS
attack.
B. Use Web Security Scanner to validate the usage of an outdated library in the code, and then use a secured version of the
included library.
C. Use Cloud IAP based on IP address or end-user device attributes to prevent and fix the vulnerability.
D. Use Web Security Scanner in staging to simulate an XSS injection attack, and then use a templating system that supports
contextual auto-escaping.

Answer: D

Explanation:
Reference:
https://cloud.google.com/security-scanner/docs/remediate-findings

NEW QUESTION # 173 
An organization is evaluating the use of Google Cloud Platform (GCP) for certain IT workloads. A well- established directory
service is used to manage user identities and lifecycle management. This directory service must continue for the organization to use as
the "source of truth" directory for identities.
Which solution meets the organization's requirements?

A. Cloud Identity
B. Google Cloud Directory Sync (GCDS)
C. Pub/Sub
D. Security Assertion Markup Language (SAML)

Answer: B



Explanation:
Explanation
With Google Cloud Directory Sync (GCDS), you can synchronize the data in your Google Account with your Microsoft Active
Directory or LDAP server. GCDS doesn't migrate any content (such as email messages, calendar events, or files) to your Google
Account. You use GCDS to synchronize your Google users, groups, and shared contacts to match the information in your LDAP
server.
https://support.google.com/a/answer/106368?hl=en

NEW QUESTION # 174 
You manage one of your organization's Google Cloud projects (Project A). A VPC Service Control (SC) perimeter is blocking API
access requests to this project, including Pub/Sub. A resource running under a service account in another project (Project B) needs
to collect messages from a Pub/Sub topic in your project. Project B is not included in a VPC SC perimeter.
You need to provide access from Project B to the Pub/Sub topic in Project A using the principle of least privilege.
What should you do?

A. Create an access level that allows a developer in Project B to subscribe to the Pub/Sub topic that is located in Project A.
B. Remove the Pub/Sub API from the list of restricted services in the perimeter configuration for Project A.
C. Configure an ingress policy for the perimeter in Project A, and allow access for the service account in Project B to collect
messages.
D. Create a perimeter bridge between Project A and Project B to allow the required communication between both projects.

Answer: C

Explanation:
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#definition-ingress-egress

NEW QUESTION # 175 
Your organization recently deployed a new application on Google Kubernetes Engine. You need to deploy a solution to protect the
application. The solution has the following requirements:
- Scans must run at least once per week
- Must be able to detect cross-site scripting vulnerabilities
- Must be able to authenticate using Google accounts
Which solution should you use?

A. Security Health Analytics
B. Web Security Scanner
C. Google Cloud Armor
D. Container Threat Detection

Answer: B

Explanation:
Web Security Scanner identifies security vulnerabilities in your App Engine, Google Kubernetes Engine (GKE), and Compute
Engine web applications.
https://cloud.google.com/security-command-center/docs/concepts-web-security-scanner-overview

NEW QUESTION # 176
......
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